
On July 1, 2001, the European
Commission was scheduled to complete a
one-year review of how well non-
European companies were complying with
the European Union’s Directive on Data
Protection. More important, that date was
also supposed to mark the end of an infor-
mal standstill on enforcement of the direc-
tive’s restrictions on cross-border data
flows. Both the report and the end of the
enforcement moratorium have been post-
poned, but for how long is uncertain.

The EU directive is designed to regu-
late the transfer and use of personal data
about European citizens. One facet of that
regulation is a prohibition on the transmis-
sion of personal data to countries outside
Europe that lack “adequate” data protec-
tion laws. If strictly enforced, that prohibi-
tion could harm businesses and consumers
on both sides of the Atlantic.

The EU-U.S. Safe Harbor agreement
seeks to bridge the gap between the top-
down European data protection regime and
the more decentralized U.S. approach.

Although Safe Harbor is still in its infancy,
its survival is already in doubt. Few compa-
nies have signed up. Meanwhile, the EU
continues to develop model privacy con-
tracts that may further undermine the use-
fulness of the Safe Harbor framework.

At best, Safe Harbor faces an uncertain
future. The United States should recognize
that Europe has the right to set its own pri-
vacy policies but not be pressured into copy-
ing the EU’s unwise data protection model.
Relying on technology and market incen-
tives, rather than regulation, to protect priva-
cy empowers individual consumers to make
their own choices, encourages new business
and innovation, and protects free speech.
The United States should stick to that
course regardless of what Europe does. At
the same time, however, if European law is
enforced in such a way as to put U.S. com-
panies at an unfair disadvantage—which is
entirely possible—the United States should
not hesitate to defend its interests through
the dispute resolution mechanism of the
World Trade Organization.
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Introduction

The right to be left alone—the most
comprehensive of rights and the right
most valued by a free people.

Justice Louis Brandeis,
Olmstead v. U.S. (1928)

Fear of serious injury cannot alone jus-
tify oppression of free speech and
assembly.

Justice Louis Brandeis,
Whitney v. California (1927)

On July 1, 2001, the European Commission
was scheduled to complete a one-year review of
how well non-European companies were com-
plying with the European Union’s Directive on
Data Protection. More important, that date was
also supposed to mark the end of an informal
standstill on enforcement of the directive’s restric-
tions on cross-border data flows. Both the report
and the end of the enforcement moratorium have
been postponed, but for how long is uncertain.

The Directive on Data Protection has been
in force since October 25, 1998.1 The law is
designed to regulate the transfer and use of
personal data—information that can be linked
to a specific individual—on European citizens.
In addition to harmonizing the data protection
laws of EU member nations, which was the
legislation’s primary stated goal, the directive
also prohibits the transmission of personal data
to countries outside Europe that lack “ade-
quate” data protection laws. Thus, extra-EU
transfers of people’s names, addresses, birth-
days, or buying habits can all be blocked under
the directive. Information that is not traceable
to particular individuals, such as aggregated
statistical data, is generally not subject to the
export ban.

The directive’s restrictions on international
data flows have greatly concerned business
leaders and public officials in Europe’s major
trading partners, most notably the United
States. American businesses are world leaders

in electronic commerce. They routinely collect
and share various types of personal informa-
tion, both domestically and in transactions
involving customers and business partners in
Europe. The disruption of such data flows
would harm businesses and consumers on both
sides of the Atlantic.

Unlike the EU, the United States does not
have a centralized regulatory structure to gov-
ern the use and transmission of personally
identifiable information. That fact led many
European officials to speculate early on that
the United States would not provide adequate
protection of data on European citizens.
Seeking to head off a potentially serious trade
dispute, the U.S. Department of Commerce
began earnest negotiations, led by Under
Secretary David L. Aaron, with the European
Commission in 1997. The intent of those
negotiations was to bridge the gap between the
European top-down legislative model of data
protection and the more market-based
approach, coupled with some sector-specific
regulations, favored by the Americans.2

The negotiators finally unveiled the EU-U.S.
Safe Harbor agreement in the summer of 2000,
and after some initial hesitation, the agreement
was approved by the European Union. Under
the terms of the agreement, companies and
organizations on a Safe Harbor list maintained
by the U.S. Department of Commerce are auto-
matically assumed to provide adequate data pro-
tection, as defined by the directive, and will not
have business operations interrupted or face
prosecution by European authorities.

The Safe Harbor agreement is barely a year
old, but its survival is already in doubt. Fewer
than 50 companies have so far chosen to be
placed on the Safe Harbor list, possibly because
prosecutions under the directive have been
exceedingly rare. (Only two of those compa-
nies—Microsoft and Hewlett-Packard—
engage in any significant business-to-con-
sumer commerce.) Moreover, the European
Union is currently developing model contracts
that U.S. businesses can use to commit them-
selves to obeying European data laws on a
case-by-case basis, which may further under-
mine the usefulness of the Safe Harbor frame-
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work. This paper offers an early assessment of
the agreement and speculates on the future of
U.S.-EU privacy conflicts, as well as how a
proliferation of national privacy laws may
affect international trade more generally.

A Brief History of
International Data Regulation

Standardized national rules for the process-
ing and transmission of personally identifiable
information, often known as fair information
principles, were first proposed by the U.S.
Department of Health, Education and Welfare
in 1973.3 Then-secretary of HEW Elliot L.
Richardson had appointed an Advisory
Committee on Automated Personal Data
Systems a year earlier to explore the impact of
computerized record keeping on individuals.
The committee’s report formed the basis for
much of the subsequent law related to infor-
mation collection, including the U.S. Privacy
Act of 1974,4 which safeguards against the
misuse of personal records, primarily by feder-
al agencies. In brief, the act allows U.S. citizens
to learn how records are collected, maintained,
used, and disseminated by the federal govern-
ment. The act also permits individuals to gain
access to most personal information about
them maintained by federal agencies and to
seek correction of any inaccurate, incomplete,
or irrelevant data.

In 1980 the Organization for Economic
Cooperation and Development issued a set of
guidelines concerning the privacy of personal
records. Those guidelines incorporated many
of the recommendations from the 1973 HEW
report. Those guidelines provide a model for
most current international agreements, nation-
al laws, and private codes of conduct. The
OECD guidelines have as key principles 

• collection limitation,
• data quality,
• purpose specification,
• use limitation,
• security safeguards,
• openness,

• individual participation, and
• accountability. 5

Taken together, the OECD principles
require that as little personal information as pos-
sible be collected and that such information be
used only for the purpose for which it was orig-
inally collected unless prior notice is given.
People should be notified about what informa-
tion about them is being collected, why the
information is necessary, and who will have
access to it. Individuals should be able to access
information about themselves and have it cor-
rected or deleted if necessary. The OECD prin-
ciples stop just short of saying that information
cannot be transferred to third parties without
the explicit consent of the data subjects.

Another notable milestone in the codification
of fair information principles was the United
Nations’ publication of its nonbinding
“Guidelines for the Regulation of Computerized
Personal Data Files.”6 Adopted by the General
Assembly in December 1990, the guidelines—
intended for use by national legislatures—essen-
tially restated the OECD fair information princi-
ples with the addition of a troublesome Principle
of Nondiscrimination, which says: “Data likely to
give rise to unlawful or arbitrary discrimination,
including information on racial or ethnic origin,
colour, sex life, political opinions, religious, philo-
sophical and other beliefs as well as membership
of an association or trade union, should not be
compiled.” The wording “data likely to give rise
to” is so broad as to allow prohibition of practical-
ly all data collection. And as is often the case with
UN guidelines, governments were given wide lat-
itude to excuse themselves from the suggested
data regulations.

Although national data laws originated in
Washington, D.C., such laws have proliferated
much faster elsewhere. Indeed, there continues
to be a general consensus in the United States
that market incentives and new technologies
will be largely sufficient to protect privacy and
that any new regulations should be as unobtru-
sive as possible. Put differently, if consumers
desire that the information they disclose be
used only for limited purposes, businesses will
compete with each other to attract customers
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by giving them what they want. That approach
is often called “market regulation,” and it can
lead to some interesting privacy-enhancing
innovations, a few of which will be discussed
later in this paper.

By contrast, Europe early on took a more
aggressive, government-centered approach to
regulating the communication of personal
information. The first European data protec-
tion laws at the subnational level were passed
by the German state of Hesse in 1970.
Another major milestone occurred in 1981,
when the Council of Europe incorporated the
OECD principles into a treaty that was wide-
ly adopted by EU member governments.
Known as the Council of Europe Data
Protection Convention (Convention 108), the
document formed the basis for many national
data protection laws that were subsequently
enacted throughout Europe.7 Article 1 of
Convention 108 concisely articulates the
European justification for regulating personal
data: “The purpose of this convention is to
secure in the territory of each Party for every
individual, whatever his nationality or resi-
dence, respect for his rights and fundamental
freedoms, and in particular his right to privacy,
with regard to automatic processing of person-
al data relating to him.”8

So from the very beginning, the right to
control what others say about you was the basic
assumption that underpinned privacy laws in
Europe. The ownership of information about
oneself is, in the dominant view of European
elites, a self-evident human right that must be
guarded by the state. As David Smith, assistant
information commissioner for the United
Kingdom, recently noted in testimony before
the U.S. House of Representatives: “The
human rights approach to Data Protection is
clear. It is founded in the right to respect for
one’s private life.”9

By the early 1990s, many EU member
states had adopted national data protection
laws. But despite a consensus on the need to
regulate the communication of personal infor-
mation in Europe, it was becoming apparent
that the different legal standards adopted by
the various countries were causing problems.

Specifically, data transfers were sometimes
blocked or subjected to nonuniform safeguards
between countries. France, for example, threat-
ened in the late 1980s to ban transfers of per-
sonal information by Fiat’s French subsidiary
to its parent company in Italy—a country that
had no data protection laws at the time. Data
regulation was, in short, becoming a barrier to
trade within Europe.

Because of such intra-European disputes, the
European Commission drafted the Directive on
Data Protection, intended to harmonize the laws
of the member states. The directive established
minimum standards for the processing and use of
personal data, not only to ensure that the mem-
ber states protect the “fundamental right” to pri-
vacy, but also to prevent member states from
engaging in intra-European trade protectionism
by restricting the free flow of personal data under
the guise of protecting privacy. As Article 1 of the
directive states, “Member States shall neither
restrict nor prohibit the free flow of personal data
between Member States for reasons connected
with the protection [of the right to privacy with
respect to the processing of personal data].”10

For the directive to obtain the force of law
throughout Europe, it needed to be adopted by
the national legislature of each EU member.
But because no two countries would be using
precisely the same language—both literally and
figuratively—implementation of the directive
would not be uniform across countries. To
smooth out differences, a European-level advi-
sory body made up of the national data protec-
tion officials and a representative of the
European Commission (the Article 29 work-
ing party) was established to coordinate imple-
mentation and advise the commission, which
could then take additional action as needed.
Thus, the directive authorized an ongoing,
supranational regulatory role for the commis-
sion in an area that had formerly been entirely
the province of national law. That was only the
first jurisdictional impact of the directive.

In 1995 the directive was formally adopted by
the Council of Ministers of the European Union.
A deadline of October 1998 was set for the for-
mal implementation of the directive by each
member state. Despite the deadline, several EU
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member states, including France and Germany,
have yet to adopt legislation to implement the
directive (although those countries already have
similar data protection laws in place).

The Flawed European
Data Directive

The directive applies to just about all “process-
ing” of personal data.11 It grants data subjects—
people about whom information is collected—
most of the rights suggested by the OECD. In
practice, that means that data subjects have the
right of access to personal data, the right to know
what data are being collected and for what pur-
pose, the right to know the identities of all parties
that will have access to the data, the right to have
inaccurate data corrected, the right to recourse in
the event of unlawful processing, and the right to
withhold permission to use data in certain cir-
cumstances (for example, individuals have the
right to opt out, without charge, from being sent
direct marketing material). Governments are
exempted from most of the requirements of the
directive, as are “natural person[s] in the course of
a personal or purely household activity.”12

The rights conferred on data subjects under
the directive are difficult to enforce in a world
where countries do not restrict the uses of per-
sonal information to the same degree. Once
data leave the European Union, there is no way
for its member governments to restrict the
number of parties that gain access to the data
or what those parties do with the information.
The global free flow of data thus undermines
the ability of the directive to control informa-
tion about European citizens. Article 25 of the
directive attempts to deal with this problem by
restricting the transfer of information from the
European Union to countries that fail to meet
Europe’s standards for adequate data protec-
tion. It is the Article 25 restrictions that most
concern Europe’s trading partners.

The question of exactly what constitutes
“adequate” protection is key. The directive goes
far beyond any U.S. data protection laws, espe-
cially in its provision for opting out of lawful
data processing activities, such as marketing.

Although many companies in the United
States voluntarily allow their customers to opt
out of receiving marketing information—and
the Direct Marketing Association maintains a
master list of people who prefer not to receive
any product pitches at all—such “freedom from
advertising” is not guaranteed by law.13

Such marketing techniques are not only per-
missible in the United States, they are common.
For example, an online sporting goods store
based in Arkansas may observe that some of its
customers have an interest in fishing. Naturally,
the store wants to cater to the customers’ tastes
by making them aware of all the fishing-related
products it carries. The store bases its judgment
about customers on several factors: its record of
tackle sales to various individuals, the amount of
time people spend browsing the rods and reels
section of the company’s Web site, and the fact
that some customers may subscribe to Field and
Stream magazine. Assuming that such informa-
tion was not obtained through force or fraud,
and that no contractual obligation not to share
information was violated, there is no obvious
reason to assign ownership rights to that infor-
mation to the data subject rather than to the
party or parties that collected it. Despite the pro-
liferation of data protection rules in the United
States, such marketing practices remain legal
and are widely accepted.

Another difference between the United
States and Europe is the legal protection
accorded speech. The “rights” granted to data
subjects under the directive translate into
restrictions on people who want to communi-
cate personal information. That result runs
contrary to deeply held American convictions
about free speech and the right of individuals
to express themselves, protected under the First
Amendment to the U.S. Constitution. Thus,
laws intended to curtail the communication of
factual information that has been legally
obtained, even when that information concerns
a specific individual, have been tightly restrict-
ed as a violation of free speech. So, if in calling
for “adequate” data protection the directive
means that the United States must mimic
Europe’s top-down approach to privacy regula-
tion at the expense of free speech, serious dis-
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putes are coming. As the quotes from Louis
Brandeis—an early American supporter of the
“right” to privacy—at the beginning of this
paper illustrate, the tension between free
speech and the desire of individuals to be left
alone has greatly influenced the course of per-
sonal data regulation in the United States.

In addition to restricting speech, the
European approach to regulating personal
information is costly. The expense of offering
consumers access to all data that have been col-
lected about them, for example, especially
information that is neither sensitive nor criti-
cal, would require companies to make large
investments in new hardware, software, and
personnel. Those costs are passed on to con-
sumers in the form of higher prices for goods
and services. Although it is impossible to gauge
the full price of such policies, several new stud-
ies have attempted to make ballpark estimates
of the losses. One such study, conducted by
Ernst & Young for the Financial Services
Coordinating Council, estimated that at least
$16 billion worth of financial services would be
lost if EU privacy standards were adopted for
financial services in the United States. The
study also predicted that bank and insurance
customers would be forced to spend an addi-
tional 305 million hours annually on their per-
sonal finances.14 Another recent report, this
one published by the American Enterprise
Institute–Brookings Institution Joint Center
for Regulatory Studies, concluded that it
would initially cost U.S. firms up to $36 billion
to comply with across-the-board European-
style privacy standards.15

Another, less obvious, cost of the EU-style
privacy regulation may be an end to free con-
tent on the Internet. A large number of Web
sites support themselves by collecting informa-
tion about their visitors and then selling that
information to advertisers who want to pre-
cisely target potential customers. A free online
fashion magazine, for example, may collect
contact information from its readers as a con-
dition of accessing its articles. The collected
names and addresses are then sold to a large
clothing retailer. The retailer sends catalogs to
people on the list, hoping that people who read

online fashion magazines will have an interest
in buying clothes. Selling the information
about its readers allows the online magazine to
publish without charging a fee.

Such exchanges of information make much
of the free content on the Internet viable. If the
privacy standards embodied in the directive are
imposed on U.S. companies via the Article 25
sanctions, those companies could be required to
offer their services without being able to sell the
information they collect. That would make
many sites unprofitable, and they would either
shut down or be forced to charge for content.16

Because of those financial and legal factors,
the government’s role in regulating data
exchange in the United States has, with some
notable exceptions, been largely limited to
adjudicating disputes in the courts and prose-
cuting cases of outright fraud by businesses.
Given the rapid growth of electronic com-
merce in America relative to other areas of the
world, the market-based approach to regulat-
ing personal data has arguably been a success.

Of course, material prosperity, and even free
speech, is not valued equally around the world.
It has long been observed that Europeans
weigh the competing values of free expression
and privacy differently than do most
Americans. That difference is often attributed
to the European experience with totalitarian-
ism and the manner in which personal infor-
mation, gathered from both official and private
sources, has been misused by governments in
the past. (The fact that governments are
exempt from most of the directive is a contra-
diction that proponents of this explanation
seem to have missed.) In addition, many
Europeans seem to be more culturally suspi-
cious of corporations and “big business” than
are their cousins across the Atlantic. The direc-
tive, while hostile to free speech (and effective
marketing), obviously meets a European policy
preference for restrictions on how people com-
municate about one another. Americans may
question the merit of that preference, but we
cannot write European laws.

Unfortunately, the fact that the directive may
be popular among Europeans does not make it
a well-crafted document or easy to obey.
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Though the law lays out general principles of
data protection, those principles are often so
vague as to provide virtually no guidance about
how to comply with them in the real world. The
principles are also, of necessity, riddled with
exemptions that can be interpreted either broad-
ly or narrowly. The various possible readings can
lead to wildly different prescriptions about how
businesses should behave. The shortcomings of
the directive have been extensively documented
elsewhere and so will not be covered in detail
here.17 One example should suffice to illustrate
the nature of the problem facing foreign persons
and businesses that are involved with informa-
tion transfers to and from Europe.

Consider the case of a U.S. company that
manufactures, installs, and services photo-
copiers for European customers. In order to
avoid costly unnecessary service visits, the com-
pany provides technical support via telephone
and e-mail to handle problems that do not
require a technician. The call center and Web
site are physically located in the United States.
When a call or e-mail comes in, technical sup-
port personnel need to view the account infor-
mation and service record of the customer who
is experiencing difficulties.

If that customer is in Europe, the directive
governs the transfer of any records. In general,
Article 25 would prohibit the transfer of such
information from the European sales office to
the U.S. call center. The transfer might be
allowed, however, under one of the exceptions
listed in Article 26 of the directive. One option
might be for the customer to give permission to
transfer service records at the outset of the call
(Article 26(1)(a)). But if the person making the
call was not the data subject but a part-time
employee working for a small businessman
operating out of his home, the copier company
could not be sure that it was in compliance
with the law. Moreover, if the company did not
provide technical support to callers who
refused to consent to information transfers,
European data authorities might conclude that
consent was not voluntary. A second option
might be for the business to claim that the
transfer of records outside of Europe is “neces-
sary for the performance of a contract in the

interest of the data subject” (Article 26(1)(b)).
In that case, the business must worry about
whether all the information transferred is truly
“necessary” to providing the service. What if
the information is merely “useful” but not
strictly “necessary”? The directive provides no
guidance on such matters.

Because of its lack of clarity, the directive
leaves EU privacy officials with enormous dis-
cretion in enforcing it. This arrangement is
perhaps convenient for European lawmakers,
who are able to claim credit for “protecting pri-
vacy” without being held accountable for the
directive’s costs. But such an approach is a
nightmare for the individuals and organiza-
tions that are faced with the uncertainty of
complying with rules that no one fully under-
stands and that have, in a sense, yet to be writ-
ten. Of course, the inefficiencies and lost eco-
nomic opportunities generated by the directive
may be a cost that Europeans are willing to
bear. The question that U.S. policymakers are
still struggling to answer is this: does the direc-
tive go too far in imposing EU law on the
international economy?

Extraterritorial, Protectionist, or Both?
The directive has potentially profound

extraterritorial effects, as would any national
legislation that sought to regulate information
that crosses borders. Specifically, Article 25 of
the directive authorizes EU authorities to halt
information transfers to countries that do not
meet European privacy standards. Critics argue
that such restrictions are imposing, intentional-
ly or not, Europe’s privacy preferences on other
countries. House Energy and Commerce
Committee chairman Billy Tauzin (R-La.), for
instance, has charged the European Union
with attempting to force a “de facto privacy
standard on the world.”18 Even members of
Congress sympathetic to the directive tacitly
concede Tauzin’s point but counter that
extraterritoriality is not a problem in this case
and that the United States would be wise to
follow Europe’s lead.19

The extraterritorial nature of the directive has
led to comparisons with Washington’s Cuban
Liberty and Democratic Solidarity (or Helms-
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Burton) Act of 1996, which grants U.S. citizens
whose property was expropriated by Castro the
right to sue in U.S. courts foreign companies and
citizens “trafficking” in that property (Title III).20

That right—not granted to U.S. citizens who
may have lost property in other countries—is
problematic because it essentially extends U.S.
jurisdiction to the results of events that occurred
on foreign territory. European governments have
been some of the strongest opponents of the U.S.
effort to apply its domestic laws beyond its bor-
ders. If the United States is wrong to impose its
will on European companies who defy U.S. law,
critics ask, should not Europe be held to the
same standard?

But the analogy may not be entirely appropri-
ate. Extraterritorial effects of a law are not neces-
sarily the same thing as extraterritorial application.
In the case of Helms-Burton, the primary pur-
pose of the law is to hold liable foreign companies
that “traffic” in Cuban assets that the U.S. gov-
ernment considers stolen. No connection to the
United States or a U.S. entity need be established
before the foreign company runs afoul of U.S. law.
And once the provisions of Helms-Burton are
violated, not only can the foreign company be
sued in U.S. court, but the United States may
apply trade sanctions against the company’s coun-
try of residence. Helms-Burton is an example of
the extraterritorial application of U.S. law because
it seeks to directly control behavior outside the
United States.

The directive, however, is focused mostly on
the behavior of European companies—or
European affiliates of U.S. companies—operating
within Europe and undeniably falling within the
EU’s jurisdiction. The directive forbids those com-
panies to transfer personal data to non-EU coun-
tries that have what EU privacy officials determine
to be inadequate rules regulating how data can be
used. That transfer restriction will indeed have an
impact on non-EU businesses, but that is not the
same as saying that such businesses are being
unfairly subjected to European law. In this case,
the effect of the directive is extraterritorial; its appli-
cation may not be. This distinction does not nec-
essarily mean that the directive is good policy, but
it does distinguish it from truly extraterritorial laws
like Helms-Burton.

Is the Directive Illegal under WTO rules?
An important question is whether the direc-

tive is consistent with the commitments made
by EU member states when they joined the
World Trade Organization. The WTO—and
its constituting document, the General
Agreement on Tariffs and Trade—commits sig-
natories to two core principles in matters of
trade: most favored nation and national treat-
ment. The most favored nation principle means
that a country will not discriminate among its
trading partners. In other words, the highest
level of market openness offered to any one
country, the “most favored nation,” must be
offered to all countries that are party to the
GATT. The national treatment principle means
that once a country grants market access to a
foreign company, that company will be treated as
if it is a domestic firm. Thus, national treatment
would forbid a GATT signatory from applying
different emissions standards to imported auto-
mobiles, for instance, than are applied to those
built domestically.

The directive may violate either or both of
those trade commitments. Consider the exam-
ple of two companies that provide data pro-
cessing services, one located inside Europe and
the other based in California. Assume that the
companies have identical data protection poli-
cies and that those policies conform to the
requirements of the directive. Because the
company in California is located in a country
that relies more on market competition than on
government regulation to protect personal
data, potential buyers of its data processing ser-
vices within Europe face the possibility of legal
sanction under the directive if they decide to do
business with the U.S.-based firm. The clear
effect of the directive in this case would be to
give a competitive advantage to the European
provider of data processing services, despite the
fact that the two companies follow identical
data protection procedures. In other words, the
directive may condition access to the European
market on the legal regime in foreign countries.
That would be akin to a rule saying that cars
built in Detroit could not be imported into
Europe because Michigan has looser air quali-
ty rules than Brussels prefers, even when the
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cars in question meet EU emissions standards.
On the surface at least, that would seem to be
a violation of national treatment.

There is also tremendous room for discrimi-
nation among countries under the directive. If
Canada is deemed to provide adequate protec-
tion for personal data, for example, while the
United States is not, U.S. trade officials might be
able to make a good case that trade barriers are
being applied arbitrarily, in violation of the most
favored nation principle. After all, laws do not
have equal results, and it is certainly debatable
whether the European top-down approach to
regulating the use of personal information actu-
ally works as advertised. A recent study by
Consumers International found that Web sites
based in the European Union are no more—and
often less—likely than are others to meet the
directive’s privacy standards. “Despite tight EU
legislation in this area,” the report states,
“researchers did not find that sites based in the
EU gave better information or a higher degree
of choice to their users than sites based in the
U.S. Indeed, US-based sites tended to set the
standard for decent privacy policies.”21Anecdotal
support for the report’s conclusion is not diffi-
cult to find. In an informal survey of U.K.-based
Web sites conducted by the author of this paper,
10 Web sites that failed to adhere to the direc-
tive’s core requirements of notice and choice
were located in less than 15 minutes.22 Ironically,
threats from Europe and public pressure at
home have led most U.S. companies to post pri-
vacy policies on their Web sites, while few EU
companies feel the need to do so because they
are already bound by broad privacy laws. The
result may be that consumers are better
informed about how data on them are used by
American companies than by European compa-
nies, the opposite of what the directive was
intended to accomplish.

Obviously, there are discrepancies between
the promise and the reality of data protection
in Europe. It seems arbitrary to ban businesses
from competing in the European market for
information processing on the sole basis of the
manner in which personal information is safe-
guarded in their home countries, even though
the overall level of protection may be greater

than that which exists in Europe. It would be
akin to a rule saying that hair dryers could not
be imported from the United States, even
though they were not dangerous to consumers,
because U.S. manufacturers are regulated by
Underwriters Laboratories, a private entity,
rather than by the federal government. How is
such a distinction meaningful if the result is
quality hair dryers? It is doubtful that such a
rule would survive a WTO challenge.

WTO Precedent: Shrimp-Turtle, Tuna-Dolphin
Consider the precedent of the WTO’s deci-

sion against the United States in the well-known
“shrimp-turtle” case. The dispute surrounded a
U.S. ban on imports of shrimp from countries
that did not mandate turtle excluder devices—
trap doors in shrimp nets that allow sea turtles
that are inadvertently caught to escape unharmed.
Ostensibly, the purpose of the U.S. rule was to
protect sea turtles, not to protect its domestic
shrimp industry, though in matters of trade it is
perhaps impossible to fully divorce intentions
from outcomes.

Several countries, including major shrimp-
exporting nations like India and Thailand,
challenged the U.S. rule in the WTO on the
grounds that the U.S. law was (a) not justified
under the allowable exceptions to WTO rules
against trade restrictions and (b) being applied
in a discriminatory manner. The United States
lost both the original case and the appeal, albeit
for different reasons. The original panel report
found that the United States’ shrimp ban con-
stituted unjustifiable discrimination against
countries where the same conditions prevail. In
addition, that discrimination was not held to
fall under the exceptions listed under Article
XX of the GATT, which allow trade barriers
that are “necessary to protect human, animal or
plant life or health” or related to “the conserva-
tion of exhaustible natural resources, if such
measures are made effective in conjunction
with restrictions on domestic production.”

In its report, the dispute panel wrote, “In our
view, if an interpretation of [Article XX] were to
be followed which would allow a Member to
adopt measures conditioning access to its market
for a given product upon the adoption by the
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exporting Members of certain policies . . .
GATT 1994 and the WTO could no longer
serve as a multilateral framework for trade
among Members as security and predictability
of trade relations under those agreements would
be threatened.”23 The panel further found that
the U.S. import restriction was “a measure con-
ditioning access to the U.S. market for a given
product on the adoption by exporting Members
of conservation policies that the United States
considers to be comparable to its own in terms
of regulatory programmes and incidental tak-
ing”24 and so “constitutes unjustifiable discrimi-
nation between countries where the same con-
ditions prevail and thus is not within the scope
of measures permitted under [Article XX].”25

Although the Appellate Body determined
that the United States was justified under
Article XX in trying to protect sea turtles, it
agreed with the panel that the United States was
engaging in arbitrary discrimination and unnec-
essary trade restriction. “[The U.S. law], in its
application,” the appellate report said, “is, in
effect, an economic embargo which requires all
other exporting Members, if they wish to exercise
their GATT rights, to adopt essentially the same
policy (together with approved enforcement
program) as that applied to and enforced on,
United Sates domestic shrimp trawlers.”26

Certainly, much of the reasoning, both of the
original panel and of the Appellate Body, could be
applied to a future WTO case over Europe’s
restrictions on data transfers. Although Europe
would likely argue that the directive is necessary to
protect the fundamental human right to privacy,
and thus exempt from WTO restrictions on bar-
riers to trade, it can reasonably be concluded that
the EU is applying those laws in a manner that
discriminates “between countries where the same
conditions prevail.” The case would ultimately
turn on whether the directive was actually being
applied in such a manner as to constitute abuse or
misuse of one of the exceptions to basic GATT
principles. Although it is probably too soon to
make this judgment, the potential clearly exists.

It may also be instructive to look at the
1991 “tuna-dolphin” dispute between the
United States and Mexico that was adjudicat-
ed under the GATT. 27 The United States

banned imports of Mexican tuna because
Mexico had not taken steps to reduce the num-
ber of Eastern Pacific tropical dolphins killed
each year in the course of tuna fishing. Mexico
appealed the case to the GATT, where the dis-
pute resolution panel ruled in favor of Mexico.
The decision was based partly on the discrim-
inatory manner in which the United States had
implemented the measure and partly on
GATT resistance to trade-restricting measures
based primarily on the process of production.

The directive could certainly be indicted on
those grounds. On what basis will countries be
classified as providing “adequate” data protec-
tion? That question remains unanswered.
Might not European officials make their find-
ings of adequacy in a manner that discrimi-
nates among WTO members? And even if the
directive is applied in an evenhanded manner,
might not data protection laws be viewed as
akin to the “production process” by which data
services are provided? 

Proliferating Protectionism
Finally, there is the question of the cumulative

impact of the directive on international data flows
over time. Its passage preceded, if not outright
prompted, a proliferation of new national laws
governing the acceptable uses of personally iden-
tifiable information in countries around the
world. Since the directive became effective in
1998, new restrictions have been passed in
Argentina, Australia, Canada, Chile, Paraguay,
and other countries. The Safe Harbor agreement,
which governs only data exchanges between the
United States and Europe, is thus in one sense
already inadequate for heading off potentially
costly and disruptive international privacy dis-
putes. It is also possible, however, that the agree-
ment, if it is ultimately successful, can serve as a
model arrangement for bridging the differences
between nations with respect to privacy law.

Although it is almost certainly true that the
directive was created for the purpose of protect-
ing the privacy of individual European citizens,
it is equally true that the law has the potential to
become the tool of protectionist business inter-
ests. Consider again the field of data processing
and warehousing. Many businesses find it more
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affordable to contract out major information
processing tasks than to do the job in-house.
Similarly, it is often desirable, in terms of both
cost and security, to store large amounts of data,
such as customer purchase records, in a special-
ized off-site data warehouse. From a technolog-
ical standpoint, it does not matter where a busi-
ness chooses to have its information processed
and stored; it only matters how well and how
competitively the data processing firm can do
the job. Many U.S.-based businesses are leaders
in this area and process large amounts of infor-
mation transferred from Europe.

Under the directive, however, European busi-
nesses seeking to contract out their data process-
ing tasks have a strong incentive to avoid the
uncertainty and potential liability of dealing with
a firm located outside Europe. Conversely, for a
data processing company in the United States,
the incentive may be to withdraw from the
European market altogether if the costs of com-
pliance with the directive—say for retooling its
software and hardware—are prohibitively high.
Although most large companies would probably
be able to cover the costs of compliance, some
smaller firms would be likely to forsake the
European market altogether if the directive were
to be stringently enforced. Because the removal of
American competition would benefit EU-based
data processing firms, they have a strong incentive
to pressure regulatory authorities to narrowly
interpret the prohibitions on data transfers to
third countries. If that happens, other countries
will almost certainly follow suit, much as the
developing world has copied the reckless use of
antidumping and other trade “safeguard” laws by
the United States in Europe in recent years.

The Safe Harbor Agreement

Because the rules governing personal data
under the directive are more restrictive than
those of the United States, and their potential
impact on trade is significant, U.S. policymak-
ers began to look for a way to mitigate the
directive’s negative effects even before the doc-
ument was formally implemented. Of particu-
lar concern to U.S. businesses were Articles 25

and 26, which govern the transfer of data to
any person or entity based outside the
European Union. As noted earlier, Article 25
conditions data transfers outside of Europe on
the “adequacy” of the privacy protections pro-
vided by the destination country. Article 26
lists the exceptions to that general rule.

In perhaps the most comprehensive assess-
ment of the directive to date, None of Your
Business: World Data Flows, Electronic Commerce
and the European Privacy Directive, law professor
Peter Swire and Brookings Institution econo-
mist Robert Litan sought early on to alert U.S.
businesses to the possible impact of the new pri-
vacy rules on their data flows to and from
Europe. “The big rule is that data can’t be trans-
ferred to countries that lack ‘adequate’ protec-
tion,” noted Swire (who was later appointed
chief counselor for privacy in the Clinton White
House). “The EU will not make a finding that
the United States has adequate protection,” he
cautioned. “Nor has it said it is inadequate across
the board. So all transfers to the United States
are potentially at risk under the new law.”28

Swire and Litan dissected the directive and
exposed a great deal of ambiguous language in
the document. They also pointed out that many
routine business practices could be considered
illegal under the directive. The uncertainty that
this would create for U.S. businesses engaged in
data transfers from Europe, they concluded, was
significant and could prove costly.

As uncertainty about the impact of the direc-
tive on U.S. businesses increased, it became evi-
dent that Washington needed to begin a dia-
logue with Brussels. A delegation headed by
Under Secretary of Commerce David Aaron
was dispatched in mid-1998 by the Clinton
administration. The Aaron delegation proposed
a “Safe Harbor” arrangement, whereby U.S.
companies could comply with the directive by
agreeing to abide by a list of privacy principles
that both the U.S. government and the EU
found acceptable. From the very beginning, the
EU’s Article 29 working party found fault with
several aspects of the proposed U.S. scheme.
Specifically, the working party emphasized the
need for a more general right of “subject access”
and for more stringent government monitoring
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and enforcement mechanisms than the United
States was willing to concede. 29 The United
States argued that giving individuals access to all
data held about them would be prohibitively
expensive and that private organizations could
be relied on to police privacy practices.

It would take two years of sometimes con-
tentious talks—until the spring of 2000—before
U.S. and European negotiators announced that
they had bridged the differences between the
conflicting approaches to regulating personal
data.30 The deal they had brokered, commonly
known as the Safe Harbor agreement, included
a list of information management practices to
which U.S. companies must adhere in order to
engage in the transfer of personal data from
Europe. Safe Harbor made it possible for busi-
nesses to keep transferring information to and
from Europe even if the United States were
found to offer “inadequate” data protection
under Article 25 of the directive. Hopes at the
time were high. EU internal market commis-
sioner Frits Bolkestein described the arrange-
ment as providing “a framework within which
personal data transferred to the U.S. will be bet-
ter protected, while at the same time making
transfers simpler for both EU and U.S. busi-
nesses.”31 U.S. negotiators were equally upbeat:
“I’m more than optimistic that the Safe Harbor
is going to work,” said Charles Ludolph, deputy
assistant secretary for Europe in the
Department of Commerce’s International Trade
Administration. “We agreed with the European
Union that this is an open-ended evolving
process that is intended to allow the Safe
Harbor to succeed.”32

Companies that agree to abide by the Safe
Harbor standards are certified by the U.S.
Department of Commerce and listed on the
Internet. Certifying to the Safe Harbor signals
to EU data regulatory agencies that a company
provides “adequate” privacy protection, as
defined by the directive, and thus is eligible to
receive data flows from Europe without obtain-
ing other prior approval. In other words, Safe
Harbor is intended to help U.S. companies
“avoid experiencing interruptions in their busi-
ness dealings with the EU or facing prosecution
by European authorities under European priva-

cy laws.”33 In addition, claims of privacy viola-
tions brought by European citizens against U.S.
businesses on the list will in most cases be heard
in the United States. 

The decision to meet Safe Harbor princi-
ples and self-certify with the Commerce
Department is entirely voluntary on the part of
U.S. businesses. In other words, the govern-
ment does not audit domestic privacy practices
under the agreement. Instead, a business must
apply for Safe Harbor certification at which
point it pledges, both in writing to the
Commerce Department and publicly in its pri-
vacy policy statement, to abide by a specific set
of seven information practices. Annual renew-
al is required to stay on the Safe Harbor list.

The seven Safe Harbor principles that a com-
pany must agree to follow are nearly identical to the
OECD fair information principles discussed above:

1. Notice: Organizations must tell the data
subject what information is being collect-
ed and how that information will be used,
including the identities of any third parties
that may receive the data. Contact infor-
mation must also be provided for the pur-
poses of taking complaints or questions.

2. Choice: Organizations must offer data
subjects the opportunity to opt out of hav-
ing information about them transferred to
a third party or used for other purposes not
directly related to the reason the informa-
tion was initially collected. The data sub-
ject must affirmatively opt in before “sen-
sitive” information, such as religious or
political affiliation, before can be trans-
ferred or used for other than the purpose
for which it was originally collected.

3. Onward Transfer: Organizations must
apply principles 1 and 2 to all transfers of
information to third parties. If the third
party is acting as an agent for the organi-
zation that originally collected the infor-
mation—by providing computer process-
ing services, for example—information
may be transferred if the third party (a) is
also certified on the Safe Harbor list; (b) is
subject to the directive (i.e., located in
Europe); (c) has been found to offer “ade-
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quate” data protection through some other
means, such as contractual arrangement
with a European privacy agency; or (d)
signs a written agreement with the data
holder requiring that the third party
adhere to Safe Harbor principles before
the information can be transmitted.

4. Access: Data subjects must have access to the
information that an organization has collect-
ed about them and the ability to “correct,
amend, or delete that information where it is
inaccurate.”34 Exceptions are allowed for
cases in which the burden or expense of pro-
viding access is “disproportionate to the risks
to the individual’s privacy in the case in ques-
tion,” or where the rights of some person
other than the data subject would be violat-
ed.35 Of course, depending on how that
exception clause is interpreted, nearly all or
no information about a person could be sub-
ject to the access requirement.

5. Security: Data holders must take “reason-
able precautions” to ensure that informa-
tion is not stolen, lost, misused, or altered.

6. Data Integrity: Data holders must take “rea-
sonable steps” to make sure that the infor-
mation they collect is accurate and relevant
to the purposes for which they collect it.

7. Enforcement: There must be readily avail-
able independent recourse mechanisms to
adjudicate and investigate individuals’ com-
plaints against data holders, and some form
of compensation or damages must be avail-
able to individuals whose privacy is violated.
In addition, there must be some indepen-
dent assessment of how well an organiza-
tion is living up to the commitments it
made under Safe Harbor, and, if it is found
wanting, there must be “sufficiently rigor-
ous” sanctions applied in order to ensure
compliance. Organizations that fail to com-
ply with their Safe Harbor obligations must
be decertified. The Commerce Department
expects that most enforcement “will be car-
ried out in the private sector.”36

Enforcement Issues
Some of the most intractable disputes dur-

ing the Safe Harbor negotiations reportedly

surrounded the final Safe Harbor principle: the
question of who will enforce compliance with
the rules. EU negotiators expressed strong
skepticism that the program could be effective
without significant regulatory oversight by the
U.S. government, while U.S. officials argued for
more self-monitoring by the private sector. The
U.S. position was that if the Safe Harbor
agreement was to be a “bridge” between differ-
ent approaches to managing personal data, and
not simply a case of the United States’ adopt-
ing European regulations in their totality, then
some aspect of the U.S. self-regulatory system
had to be preserved. 

The agreement walks a fine line in this area:
it does not necessarily grant new regulatory
authority to the federal government of the
United States, but it does require organizations
that want to be certified to have in place a dis-
pute resolution system and an independent
means of verifying compliance with their priva-
cy commitments. So far, it seems that private-
sector compliance monitoring by organizations
will fulfill this requirement. Ultimately, govern-
ment-enforced compliance is still an option
since the Federal Trade Commission retains its
authority, under the rubric of protecting con-
sumers from fraud, to punish organizations that
violate their stated privacy principles. As the
Commerce Department explains, “Where a
company relies on self regulation in complying
with the Safe Harbor principles, its failure to
comply with such self regulation must be action-
able under federal or state law prohibiting unfair
and deceptive acts or it is not eligible to join the
Safe Harbor.”37

In addition, Europeans who believe that their
privacy has been violated are eligible for relief
through the U.S. court system. Indeed, the
Commerce Department went to some lengths to
reassure the EU that a failure to live up to Safe
Harbor commitments can (but will not necessari-
ly) result in monetary damages: “The relevant rep-
resentation,” the department wrote in a letter to the
European Commission, “is the organization’s pub-
lic declaration that it will adhere to the safe harbor
principles. Having made such a commitment, a
conscious failure to abide by the principles could be
grounds for a cause of action for misrepresentation
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by those who relied on the misrepresentation.”38

Thus, the self-regulation embodied in Safe Harbor
is backed up by the force of government—through
both regulatory agencies and the courts—but only
generically, in the sense that no organization can
legally engage in fraud or negligent misrepresenta-
tion of its privacy policies.

Broadly speaking, however, U.S. companies
remain relatively unregulated in terms of how
they may manage personal data. However,
once an organization commits itself to abide by
European privacy standards via Safe Harbor
certification, its failure to comply with those
standards becomes legally actionable. Indeed,
the FTC already has statutory authority to
seek administrative orders and civil penalties of
up to $12,000 per day39 against organizations
that engage in fraud or misrepresentation. The
European Union has also recognized the
authority of the Department of Transportation
to investigate privacy complaints under Title
49, U.S.C. sec. 41712. Not all businesses are
pleased with this arrangement: “It’s kind of a
sobering thought, recognizing the fact that
you’re about to sign this certification that says
that you’re agreeing that the Federal Trade
Commission can come in and investigate you,”
said Christopher W. Holmes, general counsel
and director of human resources, Aeritas Inc., a
mobile telecommunications provider. 40

Despite the threat of government action, most
of the day-to-day monitoring of compliance with
Safe Harbor will be undertaken by private orga-
nizations, such as TRUSTe and the Better
Business Bureau Online—two groups that spe-
cialize in certifying that businesses adhere to fair
information practices.41 First-tier sanctions
against violators will likely be private as well.
Persistent violators of Safe Harbor commitments
will be removed from the certification list and
will, presumably, be ineligible to receive personal
data transfers from Europe. How stringently that
provision will be enforced, however, depends
largely on the nature of the business in question.

Size Does Matter
It is still unclear whether or not the directive

applies to U.S. companies that lack a physical
presence in Europe. Many Europeans believe it

does; Americans disagree. “Anyone who is col-
lecting personal data within the EU has to abide
by the directive. . . . [He doesn’t] need to have a
physical office,” says Alexander Dix, data protec-
tion commissioner for the German state of
Brandenburg. Dix and others point to a provision
in the directive that says the law will apply to any-
one “making use of equipment” within Europe
for transmitting personal information.42

Negotiators failed to deal with the issue during
the Safe Harbor talks, leaving little incentive for
U.S. Web companies to sign on to Safe Harbor or
take any other major steps to comply with the
directive because they believe it does not apply to
them, and even if it does, enforcement will be
impossible. “People comply with laws because
they think they will get caught,” notes Gary
Clayton, chief executive of Privacy Council, a
Dallas firm that provides advice on corporate pri-
vacy issues. “The reality is a lot of Web companies
are going to make a decision. . . . ‘What are they
going to do to me?’”43

It is indeed difficult to imagine how EU priva-
cy officials could enforce the directive against for-
eign Web sites run by companies that have no
physical presence in Europe. Even a cursory
search of the Internet reveals thousands of small
online retailers, such as Toad Suck Creations of
Imbler, Oregon, that collect detailed personal data
without any notice of how the data will be used,
whether they will be sold or shared, or an oppor-
tunity to opt out.44 Toad Suck Creations, like
many other businesses on the Internet, does not
follow any of the fair information principles that
the directive seeks to impose. There is nothing
wrong with that; European shoppers can choose
to patronize such online stores or not on the basis
of their own criteria. When they do so, however,
they will be violating European law. Because these
virtual retailers lack offices or assets in Europe,
there is little that EU authorities can do to stop
these transactions short of shutting down, or
severely limiting, Internet access in Europe.
Neither move is particularly plausible.

Thus, there is likely to be a wide discrepancy in
the way the directive is enforced against informa-
tion-transferring entities of different sizes. Large
businesses such as the online bookseller
Amazon.com are relatively easy to police and pun-
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ish for violations of the directive. But large multi-
national businesses are already extremely likely to
protect information about their customers and to
disclose how that information will be used. A sur-
vey by the Federal Trade Commission last year
found that 88 percent of all Web sites and 100 per-
cent of the most popular Web sites in the United
States disclose what information they collect and
how that information is used.45 Many of those
companies have offices in Europe and are unequiv-
ocally subject to EU law. Smaller Web sites based
outside Europe are far less likely to post, or even
have, a privacy policy.

There is also the question of the legal status
of personal Web pages under the directive.
Personal pages often list personal data such as
names, birthdays, addresses, and photographs.
Are such Web sites “exporting” that informa-
tion? After all, it can be viewed anywhere in the
world, even in countries that lack privacy laws.
That would seem to violate the Article 25 pro-
hibition on the transfer of personal information
to countries that lack adequate protection. If, for
example, a high school student decides to create
a site that contains the names, ages, and even
pictures of her friends, is she in violation of the
directive? Strictly speaking, the answer seems to
be yes, since there is no Article 26 exception that
would apply in that case unless one assumes
that, simply by virtue of their relationship, the
friends in question have granted tacit consent to
publish personal information about them.

A widespread crackdown on personal Web
pages under the directive is exceedingly unlike-
ly. For one thing, many of those pages are dif-
ficult to locate unless you know exactly what to
look for. Many of those pages are not indexed
in search engines, and even when they are, lit-
erally millions of pages would have to be
screened in order to root out violations.
European privacy offices do not have the
resources to do that even if they wanted to.
And government monitoring of personal Web
sites would rapidly undermine the public legit-
imacy that the directive seems to enjoy.

Exceptions to the Rules
The directive is a confusing document that

sometimes seems contradictory. If vigorously

enforced, the core principles of the directive—
notice and choice—would completely disrupt
life in Europe since the ability to freely com-
municate the details of one another’s lives is
something that all people take for granted on a
personal level. If we truly “own” information
about ourselves, then others should need our
permission before speaking about us. Gossip,
journalism, and indeed everyday conversation
would become impossible. 

The directive would not be even marginally
functional without numerous exceptions to its
core rules. In general, Article 26 offers the fol-
lowing exemptions, which, when one or more
apply, would allow for the transfer of data out
of Europe to a country that lacks “adequate”
data protection rules.

• The data subject has given unambiguous
consent to the transfer.

• The transfer is necessary for the perfor-
mance of a contact in the interest of the
data subject.

• The transfer is justifiable on “important
public interest grounds” or for the exercise
or defense of legal claims.

• The transfer is necessary to protect the
“vital interests” of the data subject.

• The transfer is made from an open public
data source.

Unfortunately, those derogations do not
necessarily make it easier for U.S. businesses to
comply. For example, it is unclear whether data
that are allowed out of Europe under Article 26
exceptions are still governed by the directive.
Consider the example of a U.S. clothing retail-
er that transfers data from an affiliate in
Europe in order to fulfill its orders. Arguably,
the transfer of information is “necessary for
conclusion or performance of a contract con-
cluded in the interest of the data subject and
the controller [of the data],” in which case a
transfer would be allowed even if the U.S. com-
pany were not a member of Safe Harbor.46

Now assume that the retailer wants to transfer
the information to yet another country for pay-
ment processing. Are data that have left the
European Union under one of the Article 26
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exceptions still subject to the transfer restric-
tions in Article 25? The answer to that ques-
tion is not clear; it could, however, have a
tremendous impact on the way U.S. firms do
business with Europe.

It should also be remembered that the
directive has many exceptions covering uses of
information inside Europe. For example, data
may be kept for personal and household use
like a phone book. Churches, trade unions,
social clubs, and other nonprofit groups are
permitted to keep even “sensitive” information,
such as political or religious affiliation, about
their members. Businesses may collect infor-
mation without permission if it is in the “vital
interest” of the data subject. Governments are
permitted, though not required, to exempt
journalists from the directive when free speech
is judged to outweigh privacy interests. Given
the large number of exceptions, the “funda-
mental right to privacy” turns out not to be
quite so fundamental after all.

Privacy Rights: Do You
“Own” What People

Know about You?

Before assessing the impact of the directive
and the effectiveness of the Safe Harbor agree-
ment, it is useful to briefly examine the funda-
mental nature of “privacy rights.” In practical
terms, this boils down to the following question:
should private companies be prohibited from
keeping information about their customers’ buy-
ing habits and sharing that information with
other businesses? Or put differently, do busi-
nesspeople have the right to freely communicate
information they obtain about their customers
in the course of commerce? If, as is often assert-
ed, consumers somehow own information about
themselves, then presumably the answer to the
preceding questions is no, and individuals have
the right to control how information about
them is circulated.

The notion that privacy is something to
which individuals have an inherent right goes
largely unquestioned in contemporary discus-

sions about protecting personal information. In
his prescient 1967 book, Privacy and Freedom,
Columbia University legal scholar Alan Westin
argued, “Privacy is the claim of individuals,
groups, or institutions to determine when, how,
and to what extent information about them is
communicated to others.”47 Privacy, Westin
asserted, is not tied merely to the right to con-
trol one’s own person and physical property—
for example, by hanging curtains on an open
window or kicking trespassers off private land.
Instead, privacy is a freestanding claim of own-
ership of the intangible and dispersed knowl-
edge that others have about you. Privacy is
“ownership” of information. Such ideas,
though not unique, were not commonly held
three decades ago.

Today the notion of an independent “right to
privacy” is staunchly defended by a new breed of
professional “privacy advocates” and often drives
policy debates in Washington. “Privacy is a fun-
damental human right recognized in most major
international treaties and agreements on human
rights,” writes David Banisar, deputy director of
Privacy International. “Nearly every country in
the world recognizes privacy in their constitution,
either explicitly or implicitly though court deci-
sions. Most recently drafted constitutions include
specific rights to access and control personal
information.”48 Clearly, the European Data
Directive adheres to that view. Its means of pro-
tecting personal data has been to “propertize” it—
to create a right for the data subject to control
how much and to whom information about him
is allowed to flow. Indeed, the notion that a per-
son has the right to control information about
himself is at the core of EU data protection law,
which is intended to “protect the fundamental
rights and freedoms of natural persons, and in
particular their right to privacy with respect to the
processing of personal data.”49

Property and Privacy
Privacy and property are in fact connected,

but not in the way that the authors of the direc-
tive assume. Knowledge held by others is not
property in the sense that a car or a house is
property. If it were, then to know something
about another person would reduce his well-
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being in the same way that stealing his car
would. To know that “John has a blue Volvo,”
after seeing him drive down the street, and
even to tell a friend about the existence of
John’s car, does not unjustly injure John, even if
John prefers that his preference in cars remain
a secret.

Nevertheless, the natural right to own prop-
erty does protect individuals from invasions of
their privacy by placing limits on how others
may obtain information about them. Privacy is
in this sense a restriction on the ability of oth-
ers, including the state, to violate the right to
control our property and our bodies that we
already enjoy; it does not require a legislature to
contrive some new exception-riddled “right”
that is really a claim on the behavior of others.
The right to private property, and the subse-
quent privacy that that right yields, gives us a
consistent, principled framework by which to
judge privacy violations in all areas of life, not
merely those related to the automated process-
ing of information.

I cannot, for example, break into John’s
garage to see what kind of car he drives.
Neither can I steal his mail (or e-mail) or cred-
it card numbers, or plant video cameras in his
bedroom. John’s right to control his physical
property thus affords him a considerable
sphere of privacy, one that ends only where
someone else’s (including the government’s)
property begins. Thus, we have limited privacy
when in a neighbor’s home or walking down a
public street—an obvious fact of life that belies
claims of information ownership. After all, my
watch is still mine when I wear it in my friend’s
apartment; if information were property, I
would continue to own the information about
myself that is disclosed there too. Most people
would rightly assume that when I enter my
friend’s apartment I no longer have a reason-
able expectation of privacy, that he will be free
to tell other people about my visit, unless he
promises not to. Visiting a store or a Web site
is no different.

It is the role of the state to guard against vio-
lations of our right to hold property. If I break
into John’s garage, I should be arrested.
Protecting citizens’ lives and property is, in fact,

the fundamental purpose of government. One
way to think of it is that the government enjoys
a monopoly on the use of force in society; citi-
zens have delegated that power to the govern-
ment so that their liberty and property may be
secured. Yet because it has been granted the
unique power to arrest and imprison people, the
government must be strictly limited in the per-
missible uses of force. Indeed, in the privacy
realm, the government poses a unique threat
that private actors do not because an individual
often has no recourse when an agent of the state
violates her property, assuming that authorized
procedures have been followed. Neither is she
free to ignore government “requests” for infor-
mation about herself, such as that requested on
a census form or a tax return. Because of those
powers to compel the disclosure of personal
information, the behavior of the U.S. govern-
ment is limited by law, most notably by the
Fourth Amendment to the U.S. Constitution
that protects citizens from unreasonable search
and seizure.50 Other more targeted laws, such as
the Video Privacy Protection Act that limits the
ability of law enforcement officials to demand
access to personal video rental records, have
been enacted for the same purpose.

Privacy in the “propertarian” framework is
also protected through contracts, both explicit
and implied. Take the example of a private
online bookseller that compiles a computer
database of its customers and sends that data-
base to a direct marketing firm that is hired to
send targeted mail solicitations to the people in
the database. Although the direct marketer
would like to sell the information in the book-
seller’s database to other retailers, the marketer
signs a contract that prohibits it from sharing
the database. The bookseller requires this con-
tractual limitation on the use of its database
because it does not want its competitors to be
able take advantage of the knowledge it has
about its customers. Privacy is thus protected
by contract, not regulation.

Or consider the following real-world illus-
tration. In June 2000 an online retail store
named Toysmart filed for bankruptcy. In the
process of liquidating assets to pay creditors,
the company decided that it would sell valuable
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information about its customers and their pur-
chasing habits, even though Toysmart had
promised that such information would not be
shared or sold. In other words, Toysmart had
entered into the equivalent of a contract with
its customers at the point of sale and was now
threatening to break that contract. TRUSTe,
the privacy-monitoring organization that had
licensed Toysmart to display its seal, contacted
the Federal Trade Commission about the
impending breach of contract. The FTC
warned Toysmart that selling the data would
be a violation of the commitments it had made,
and the company backed down.51 The episode
was quickly seized upon by advocates for new
Internet privacy laws who argued that
Toysmart was an example of why industry can-
not be trusted to regulate itself on privacy. But
in reality, the system had worked: it was con-
tracts, not regulation per se, that protected pri-
vacy. And unlike Europe’s legislatively granted
privacy “rights,” the idea of holding businesses
accountable for their stated privacy policies, as
a matter of contract enforcement, is firmly
grounded in U.S. law. In Cohen v. Cowles
Media, for example, the Supreme Court explic-
itly held that contracts not to disclose personal
information are enforceable without conflict-
ing with the First Amendment.52

Indeed, propertarian privacy protection has
an impressive common law pedigree.53 Before
1890 privacy in the United States was not
legally separated from property. In Boyd v.
United States (1886), for example, a business-
man sued because agents had forcibly broken
into his house, opened locked desks and boxes,
and seized various papers. Justice Joseph
Bradley wrote that the constitutional guaran-
tees securing people in their persons, houses,
papers, and effects “apply to all invasions on the
part of the government and its employees of
the sanctity of a man’s home and the privacies
of life. It is not the breaking of his doors, and
the rummaging in his drawers, that constitutes
the essence of the offense; but it is the invasion
of his indefeasible right of personal security,
personal liberty, and private property.”54 More
recently, in Moore v. East Cleveland (1977), the
Court struck down a zoning law that prohibit-

ed a woman from living with two grandsons
who were cousins.55 Once again, the right to
privacy—to live as one wishes within one’s
home without state interference—was inti-
mately tied to property. Writing for the major-
ity, Justice John Paul Stevens said that the test
to be applied was “whether East Cleveland’s
housing ordinance is a permissible restriction
on [Mrs. Moore’s] right to use her property as
she sees fit.” Stevens concluded that it was not,
writing that the city’s “unprecedented ordi-
nance constitutes a taking of property without
due process and without just compensation.”
Mrs. Moore’s privacy, in other words, was not a
right standing apart from her right to own and
control her property—the city could not invade
Mrs. Moore’s property, and thus her privacy
was secure.

The propertarian approach is the legal
framework that underpins what in the United
States is called “self-regulation.” But the term is
misleading; all businesses are, in a sense, self-
regulating. That does not mean that they are
free to mislead or defraud consumers. On the
contrary, businesses are bound by their contrac-
tual obligations, the threat of lawsuits, and the
need to attract customers. If a business violates
its privacy policy, it can be sued. If it does not
have a privacy policy, it will go out of business
if enough people care enough not to patronize
it. A more accurate term is probably “market
regulation,” because it is primarily the econom-
ic choices of consumers that determine how
companies may behave. Market regulation,
based on firmly established property rights,
offers as much or as little privacy as users
desire, and it is not tied to any specific technol-
ogy or process, such as “opt-in” or “opt-out.”
More important, however, is the fact that rely-
ing on property rights and contractual obliga-
tions as the primary vehicles for safeguarding
privacy does not require the creation of a right
to stop people from speaking about each other.
Rather, we need only insist that people respect
our space and honor their promises.

Free Speech vs. Data Protection
What implications does the directive’s recog-

nition of privacy as a “fundamental human
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right,” distinct from the right to own property
and make contracts, have for freedom of speech?
After all, there is necessarily a conflict between
privacy and free expression whenever privacy is
defined as the ownership of knowledge that oth-
ers have about you. My “ownership” of informa-
tion about myself requires that I have a right to
stop you from using that information, which
means that I can limit your speech. Such a right
is especially problematic when the directive’s
restrictions on cross-border data flows are
thrown into the mix.

Once again, the existence of personal Web
sites illustrates the nature of the conflict.
Strictly speaking, the directive does not seem
to allow for the publication of any personally
identifiable information on the Internet since
such information would be viewable in coun-
tries that lack a government-enforced data pro-
tection regime equivalent to the one in Europe.
Yet personal Web pages often contain personal
information about, say, the author’s friends and
family members. It cannot simply be assumed
that people named on such Web sites have
granted permission for information about
them to be posted. What if the personal Web
page contains the author’s opinions about some
public figure, say the president of a major cor-
poration? Could the CEO of an American
company force a European citizen to take
down an unauthorized biography that she had
posted on the Web? The only way to enforce
the directive in such cases would be to deny
speech rights to the Web site’s owner.

The compliance of European citizens’ person-
al Web pages with the directive is, of course, a
matter for local law enforcement and does not
necessarily concern the U.S. government. But
what about the personal Web page of a U.S. citi-
zen who posts personally identifiable information
about a European? Presumably, the poster would
be in violation of the directive and could be sued
for damages—though any judgment would obvi-
ously be difficult to enforce—even though the
site owner’s speech is protected under the First
Amendment in the United States.

As UCLA law professor Eugene Volokh
has noted: “The difficulty is that the right to
information privacy—my right to control your

communication of personally identifiable
information about me—is a right to have the
government stop you from speaking about me.
We already have a code of ‘fair information
practices,’ and it is the First Amendment,
which generally bars the government from
controlling the communication of information
(either by direct regulation or through the
authorization of private lawsuits), whether the
communication is ‘fair’ or not.”56

It is not sufficient to say that privacy laws
like the directive are permissible because they
can realistically regulate only “commercial”
speech. First, the directive clearly applies to a
good deal of speech that cannot be called com-
mercial, such as personal Web sites and infor-
mation collected by charities. Second, even if
the exceptions contained in the directive are
interpreted broadly enough to exempt the
transfer of data by all entities except business-
es, the restrictions remain unjustified. After all,
every commercial transaction has at least two
sides, a seller and a buyer. It is widely accepted
that the buyer has the right to freely communi-
cate the details of her experience with the sell-
er, for example, to write a magazine review of a
product or complain to Consumer Reports.
Most Americans would consider it an egre-
gious infringement of their right to free speech
if a company or individual with which they had
done business claimed ownership of the details
of that experience.57

Similarly, we should not accept the claim—
implicit in the directive and most proposed
domestic privacy legislation—that the right to
speak freely about a transaction is enjoyed only by
the buyer. When a seller communicates the
details of a transaction, that speech should be pro-
tected too. Not only does that conclusion appeal
to widely held notions of fair play, but it is also
true that society benefits greatly when businesses
make public information about untrustworthy
consumers. Reporting writers of bad checks or
untrustworthy borrowers to credit bureaus, for
example, lowers the cost of goods, services, and
borrowing for honest consumers. Taken to its
logical conclusion, protecting only the speech
rights of buyers would make such valuable com-
mercial communication impossible.
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It is important to remember that businesses
are not out to harm consumers; the reason they
share information is to better home in on people
who are interested in the goods and services that
they provide. In this way, the commercial use of
personal information can significantly improve
online experience by cutting down on the unso-
licited junk mail that many people consider
annoying. Moreover, businesses that target cus-
tomers more effectively have lower marketing
costs, which ultimately result in lower prices for
consumers. Restricting commercial speech
would eliminate those benefits without reducing
any actual harm to consumers.

In any case, it is not permissible in the United
States to regulate every form of commercial
speech. In the vast majority of instances, courts
have held that the right to freely communicate
facts cannot, generally speaking, be denied, even to
businesses. Where commercial speech has been
restricted, the restriction has been limited to speech
that actually proposes a commercial transaction,
such as advertising. As Volokh has noted: “The
Court’s definition of ‘commercial speech’ . . . isn’t
(and can’t be) simply speech that is sold as an arti-
cle of commerce: Most newspapers, movies, and
books are articles of commerce, too, but they
remain fully protected.”58 Indeed, newspapers exist
solely to sell details about the lives and careers of
identifiable individuals, few of whom grant their
permission for information about them to be pub-
lished. Likewise, the sale or transfer of consumer
information by an online retailer may be an act of
commerce, but it is not the sort of “commercial
speech” that may be regulated.

Given the enormous breadth of activities
covered by the directive, and the uncountable
number of daily violations, it is difficult to imag-
ine European privacy authorities enforcing the
law with substantial consistency. In other words,
most infractions will simply be ignored, and
most speech (commercial and other) will remain
unaffected. Such necessarily inconsistent appli-
cation of law, however, invites discretionary
abuse by authorities. In Sweden, for example,
critics of the Data Inspection Board—the regu-
latory body charged with enforcing Sweden’s
version of the EU data protection directive—
report that it wields discretion in such a way as

to “allow all activities which it likes, but disallow
all activities which it dislikes.”59 Indeed, the law
in Sweden specifically states that “minor” viola-
tions of the law will not be prosecuted.60

Nevertheless, restrictions on publishing
personally identifiable information on the
Internet have a chilling effect on speech. Since
privacy bureaucrats possess nearly total prose-
cutorial discretion, it is not difficult to believe
that they will ignore most violations while pur-
suing those that relate, for example, to the crit-
icism of public officials online.

Are Consumers Demanding New
Privacy Rights?

Much of the impetus for privacy-protecting
legislation comes from consumer surveys that
purport to show that a large majority of people
are fearful of invasions of their privacy. If people
do not trust that their privacy will be protected
online, the reasoning goes, then electronic com-
merce will not be able to reach its “full poten-
tial.” Yet there are good reasons to doubt the
depth of public support for stringent privacy
regulation. It is one thing to simply assert, when
asked by a survey taker, that privacy is “impor-
tant.” It is much more instructive to observe
how people actually behave when they are asked
to place some monetary value on their personal
data. Consumers often seem quite willing to
divulge personal data in exchange for some ben-
efit, such as free Internet access or the lower
prices offered by grocery store loyalty programs.
As cryptography expert Bruce Schneier writes
in Secrets and Lies:

People talk as if they don’t want mega
databases tracking their every spend-
ing move, but they are willing to get a
frequent-flyer affinity card and give all
that data away for one thousandth of a
free fight to Hawaii. If McDonald’s
offered three free Big Macs for a
DNA sample, there would be lines
around the block.61

Research by Solveig Singleton of the
Competitive Enterprise Institute and Jim Harper
of Privicilla.org has shown that consumer surveys
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on complex topics like privacy can be highly mis-
leading.62 Specifically, responses appear to be
highly dependent on the precise wording of the
survey. An oft-cited Business Week/Harris
Interactive poll, “A Growing Threat,” asked peo-
ple how concerned they were that “the company
you buy from uses personal information you pro-
vide to send you unwanted information.” As
Singleton and Harper point out, “No one wants
to be sent unwanted information, so an over-
whelming 78 percent of respondents said they
were ‘very’ or ‘somewhat’ concerned about this.”63

By contrast, the Harris Interactive/Privacy
Leadership Initiative asked more balanced ques-
tions and found that 54 percent of respondents
would at least somewhat not appreciate e-mail
unrelated to an initial purchase, while 63 percent
would appreciate a related e-mail.64

Moreover, even if most Internet users are
“concerned” about privacy, that does not neces-
sarily mean that they are clamoring for new
regulations. Indeed, most Internet users do not
think much about the issue at all. Frank
Newport, editor in chief of Gallup Polling,
recently told Congress that only 16 percent of
people report that they follow Internet privacy
issues very closely, while “about half said that
they weren’t following the issue closely at all.“65

Such findings appeal to common sense. It is
difficult to be passionate about a “right” that is sub-
ject to numerous exceptions and qualifications and
that we violate so freely in our daily lives. Unlike
some other human rights, privacy is never absolute.
Few people would deny that slavery and murder
are always wrong. But privacy depends on the con-
text—a breach of a privacy principle may be unac-
ceptable in many circumstances but be considered
perfectly reasonable in others. We may be annoyed
when a person who knows something about us
passes on that information without our permission,
but few of us would hesitate to engage in that same
behavior ourselves, and fewer still would feel guilty
for having done so. And we all get our news from
media whose very existence depends on being able
to communicate information about other peo-
ple—more often than not, without the permission
of the data subject.

Of course, one of the major justifications for
restrictions on uses of information is that elec-

tronic commerce will not reach its “full potential”
unless the government acts to bolster consumer
confidence. Yet indications are that, even though
privacy and security rate as concerns for online
shoppers, those concerns have not been a barrier
to the robust growth of Internet commerce, as e-
commerce revenues have continued to soar. The
most recent report from the Commerce
Department indicates that retail e-commerce
sales in the first quarter of 2001 were $7.0 bil-
lion—up nearly 34 percent over the first quarter
of 2000.66 More than half of all Americans
bought something online during the past holiday
shopping season, up from only 20 percent in
1998. That upward trend is no surprise since
businesses have a strong incentive to build con-
sumer confidence by providing a trusted shop-
ping experience that will keep customers happy.
Why should government relieve businesses of
that responsibility through regulation?67

Popular support for privacy regulation may be
shallow, but it appears to be widespread. For
many people, the idea that individuals have a
property right in information about them seems
intuitive. That, in part, explains the very high per-
centages of people who respond to surveys that
ask whether they support legislation to protect
their privacy. Yet this largely unexamined
assumption leads to all sorts of harmful policy
prescriptions and unintended costs, not least of
which is a diminution of free speech rights.

Governmental Threats to Privacy
Unlike “real” property rights, the right to pri-

vacy under the directive does not generally
extend to governmental uses of information.
European governments remain free to collect,
sell, disclose, store, and transfer any and all per-
sonal information without notice and are not
required to allow citizens to access and correct
information about themselves. Legislation has
recently been proposed in Spain, for example,
that would force Web sites to register with the
government and require Web hosting compa-
nies to police site content.68 The new Regulation
of Investigatory Powers Act in Britain requires
anyone communicating via the Internet to hand
over the keys for decoding e-mails and other
encrypted data.69 In addition, Internet service
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providers (ISPs) are forced to install (at their
own expense) hardware designed to monitor the
traffic that crosses their systems and report sus-
picious messages to MI5, the British security
service. Unlike authorities in the United States,
authorities in Britain do not need to obtain a
warrant signed by a judge. Finally, the European
Commission is considering amending the direc-
tive itself to require increased collection of infor-
mation. Under proposed amendments, ISPs
throughout Europe, and perhaps beyond, would
be forced to keep records of the Web sites that
their customers visit, the time each person
spends online, and certain details about e-mail
exchanges. Industry groups have condemned
the changes as “a retrograde step” that will com-
promise privacy and damage e-commerce.70

U.S. law provides citizens greater protection
against government intrusions into their priva-
cy than is generally the case in Europe. For
Americans, who are generally more distrustful
of government than are Europeans, the con-
centration on state misuses of personal infor-
mation is largely a matter of common sense. As
previously noted, the government holds a
monopoly on the use of force in society—
unique police and taxation powers that, when
abused, can devastate an individual’s life. A pri-
vate business, by contrast, can only either
attempt to convince an individual to enter into
a transaction (as in advertising) or refuse to do
business with an individual (as in the denial of
credit). Although either of those private uses of
personal information can be annoying or even
harmful, they fall far short of the truly life-
altering actions, such as imprisonment, that
may be undertaken by governments. Moreover,
private businesses are limited in the degree to
which they can affect an individual by compe-
tition from other businesses. A wrongly denied
bank loan, for example, represents a lost cus-
tomer whom a competing lender would be
happy to meet.

One of the most underreported aspects of
the privacy debate, both in Europe and in the
United States, is the inability of privacy advo-
cates to point to any real harm caused by
unregulated uses of personal information in the
private sector, beyond the loss of privacy itself.

At the same time, many advocates inexplicably
seem to minimize or ignore the ever-present
threat of government abuse of personal infor-
mation. In one recent example, a veteran of the
U.S. Drug Enforcement Administration was
charged with illegally selling sensitive informa-
tion about private citizens that was pulled from
federal and state law enforcement computers.71

Such security breaches highlight the fact that
the government rarely lives up to the standards
that lawmakers say should apply to the private
sector. The General Accounting Office audited
computer security at the 25 largest federal
agencies last year. Fully 18 agencies received a
grade of C, and 7 were ranked as “failing.”
Agencies with the worst records included the
Department of Justice, the Department of
Labor, and the Department of Health and
Human Services, all of which collect some of
the most sensitive information about
American citizens72 Another GAO report on
the privacy practices of federal government
Web sites surveyed 65 Web sites and found
that only 3 percent complied with all of the fair
information principles that the FTC applies to
commercial sites.73

Ironically, even the Commerce Department’s
Safe Harbor Web site has failed to secure confi-
dential data. A recent story by Wired News
uncovered the fact that visitors to the site could
access confidential information—such as rev-
enue, number of employees, and the European
countries with which a firm does business—that
companies provided to the government in order
to qualify for Safe Harbor.74 That information
was available despite the fact that the
Commerce Department’s privacy statement
says, “We will not share any personally identify-
ing information you give us with any other gov-
ernment agency, private organization or the
public, except with your consent or as required
by law.”75

How Is Safe Harbor
Working So Far?

In a recent conversation with a member of
the Federal Trade Commission, I was told that
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the Safe Harbor agreement simply isn’t an
issue of great concern among Washington’s
privacy regulators these days. “It used to be that
the first thing that everyone talked about when
we got to work was Europe and Safe Harbor,”
this official said, “but today, that problem is
completely off the radar screen.”76 The absence
of press coverage of the Safe Harbor agreement
seems to confirm that sentiment. Apart from
an occasional story about how few companies
are participating in the program, Safe Harbor
has been virtually invisible in the media.

Safe Harbor’s woes are not due only to
neglect by U.S. officials and the mainstream
media; both EU data authorities and American
businesses have shown a similar lack of enthu-
siasm. Certainly, given the relative newness of
Safe Harbor, it is too early to pass final judg-
ment on the program. Evidence is mounting,
however, that it may be in trouble.

Limited Enforcement
Table 1 was compiled from a Cato Institute

survey of European data regulatory authorities.
The question asked was, “Were any (and if so
how many) companies fined or cited for trans-

ferring data from [the respective nation] out of
Europe in the past?” Only four of the privacy
offices contacted cited any confirmed viola-
tions of the directive, and those were quite
minor in every case. Many other offices
claimed to have no formal records of enforce-
ment actions but said they “don’t recall” any
instances. Three privacy offices did not respond
to the survey (or, in one case, did not seem to
exist). The information presented here is far
from comprehensive—especially considering
the offices that refused to provide data or were
unreachable—but the overall pattern is clear:
the EU has not taken enforcement of the
directive very seriously so far. Of the 16 priva-
cy offices polled, only a handful reported any
enforcement actions related to illegal data
transfers at all.

Austria: The Austrian Data Protection
Agency reported one case in which a company
was charged with transferring data outside of
Europe. The case involved a hospital that hired
a firm in the United States to work on its patient
files. The hospital was found to have violated
Austrian law. However, the infraction was con-
sidered minor, and no actual misdeed was
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Response to Survey
Country (Yes = enforcement action taken)

EU Commission Refused answer
Austria Yes
Belguim None known
Denmark None known
Finland Yes
France No response
Germany Yes
Greece No response
Ireland None known
Italy None known
Luxembourg Referred back to EU Commission
Netherlands None known
Portugal None known
Spain No response
Sweden None known
United Kingdom Yes (prior to directive)

Table 1
Survey of Enforcement Actions Taken under the Directive



proved. The analogy given was that of driving
without a license. The names of the companies
involved are not mentioned in the response to
the survey.

Finland: Finland’s Data Protection Agency
said that there were about 10 to 20 cases of
companies being cited for transferring employ-
ee data outside of Europe. The official inter-
viewed said that those cases usually involved
data transferred to the United States, but no
specific information on the countries involved
was available.

Germany: The German Data Protection
Agency reported two cases that occurred some
years ago. The first involved the transfer of per-
sonal data to Detroit by Opel, the German sub-
sidiary of General Motors. The second involved
Volkswagen and its security arrangements for
personal data. No information was available on
what penalties, if any, were imposed.

United Kingdom: The UK data protection
agency knew of one case in 1990—which pre-
dates the directive—of a company being
charged with transferring data outside of
Europe to a direct marketing operation in the
United States. (The American company
receiving the information was already under
investigation by the U.S. Postal Service for
fraud.) The UK company was served with a
Transfer Prohibition Notice on the grounds
that the transfer of personal data to the United
States “would be likely to contravene or lead to
a contravention of [Britain’s] First, Second and
Seventh Data Protection Principles.”77 The
Office of the Information Commissioner knew
of no other cases.

Survey Conclusion: It does not appear that
companies in the European Union are very
often cited or prosecuted for transferring data.
It is true that in several countries companies
are sometimes cited for violating the directive
without ever facing criminal charges or fines.
As long as the companies change their prac-
tices, the matter is dropped and is not a matter
of public record. But on the basis of conversa-
tions with European officials, even such infor-
mal enforcement is rare, carried out on an ad
hoc basis rather than in a systematic fashion. In
other words, it seems very unlikely that a com-

pany currently operating in violation of the
directive’s provisions would face prosecution or
an order to cut off data flows to third countries.

Observers on both continents have made sim-
ilar assessments. Jeff Rohlmeier, a Commerce
Department official who took part in the Safe
Harbor negations, said that he had seen “no indi-
cation from the Europeans that they’re planning
on taking a hard line stance. They don’t seem to
be in a rush. They’re willing to give Safe Harbor
and the other side agreements an opportunity to
prove successful.”78 Prof. Jacob Palme of the
University of Stockholm even tried to provoke
Swedish data protection authorities into enforc-
ing Sweden’s Personal Data Act of 1988, which is
a precursor to the directive. He writes about his
experiences on his personal Web site:

In order to test the law, a number of
people wrote Web pages containing
various kinds of illegal texts, or asked
the Data Inspection Board to consider
the legality of such texts. For example,
a Salvation Army soldier wrote a Web
page with the title “Pinochet is a mur-
derer” and then asked the public pros-
ecutor to charge him with illegally
publishing information about crimes
(criminal personal information is
regarded as specifically sensitive). I
wrote to the Inspection Board and
asked them if the public library, which
on their Web page, has a biography by
a plow-bill member, telling how he
went to prison because of his illegal
acts against weapons manufacturers.

The Data Inspection Board in each
case avoided following the law, by say-
ing that they were, as asked by the
Swedish government, making a study
of how to resolve the conflict between
the act and freedom of speech. This
study was ready in 1999, and in the
study, the Data Inspection Board pro-
poses that “harmless” publishing on
the Internet should be exempt from
the law. Note that the term “freedom
of speech” is never mentioned by the
proposal.79
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Thus, if there is any consistent application at
all, enforcement of the directive appears to be
triggered when uses of personal information rise
above the vague standard of “harmlessness.” No
doubt most businesses and individuals think
that their uses of personal data are harmless.

However, enforcement of the directive’s provi-
sions will not likely be delayed forever. The exact
date by which non-EU organizations must comply
is uncertain but extends, according to the EU
Commission, at least through the conclusion of a
one-year review period that ended on July 1, 2001.
EU officials have reportedly told the U.S. govern-
ment that this grace period will be extended.
Whether the extension is due to benevolence or
necessity, however, is not clear. What is clear is that
the limited amount of resources devoted to privacy
administration offices and the general lack of
enforcement proceedings against European firms
suggest that the EU has, at least so far, not taken
the directive very seriously. Whether it will do so in
the future remains an open question.

Limited Interest on the Part of U.S. Businesses
For their part, U.S. businesses have been giv-

ing Safe Harbor a wide berth. Table 2 lists the
companies that have been Safe Harbor–certified
as of the publication date of this paper.

It is obvious that a good number of the Safe
Harbor–certified companies—such as TRUSTe
and Privacy Leaders—are in the privacy busi-
ness. Many others provide e-commerce or con-
sulting services to other companies and are not
directly involved in business-to-consumer com-
merce. There are almost no large businesses
present. Of the listed companies, only Hewlett-
Packard is a major player in the business-to-
consumer world. (Microsoft has pledged to join
but has yet to be certified.)

There are many reasons why U.S. businesses
have been hesitant to join Safe Harbor. First,
many of them may simply be unaware of its
existence. Contrary to inside-the-beltway
hubris, most businesses—especially smaller
ones—have no need or inclination to follow the
ins and outs of Washington policy debates.
Second, the lack of enforcement by EU officials
has limited the incentives for companies to take
part. Some businesses consider it prudent to

take a “wait and see” attitude, with little chance
of facing sanctions, rather than commit them-
selves to potential liability and oversight by the
FTC. Third, the Safe Harbor principles are
more restrictive than generally accepted privacy
practices in the United States. Compliance may
require expensive upgrades to software and
hardware, as well as rethinking routine business
procedures. Finally, some firms believe that it
may be easier for them to enter into privacy con-
tracts with their European partners than to join
Safe Harbor. The contract approach may be
viewed as a way to avoid intrusive regulatory
oversight in the United States.

Will Safe Harbor Fail?
Whatever the reasons, U.S. businesses have

been and probably will continue to be skeptical of
the benefits of joining Safe Harbor. In the mean-
time, trans-Atlantic e-commerce has continued to
grow. Safe Harbor may have temporarily headed
off a digital trade war between the United States
and Europe, but it hardly seems to have resolved
the underlying jurisdictional disputes over privacy
and the regulation of personal information. The
program has not been widely adopted by U.S. busi-
nesses and relies mostly on the continued willing-
ness of European data protection authorities to
ignore violations of their data laws. Such forbear-
ance cannot be relied on indefinitely.

In addition, there continue to be internal
European disputes over the legitimacy of the
agreement. Last year the European Parliament
rejected Safe Harbor, but the European
Commission decided to implement it anyway.80

Although the parliament’s action was not legally
binding, it does cast doubt on the long-term polit-
ical viability of the deal. The European
Commission is scheduled to complete a review of
Safe Harbor before November 1, 2001. If the
European Parliament demands a renegotiation of
the deal, it could collapse. Many privacy officials
are also unhappy with the arrangement because
they think it lets American companies off the hook
too easily. “Very frankly, we do not consider the safe
harbor as a successful way to solve problems of data
protection,” says Giovanni Buttarelli, general secre-
tary for the Italian Data Protection Commission,
echoing the sentiments of many of his colleagues.81
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Skepticism about Safe Harbor has also been
expressed on the U.S. side. The National Business
Coalition on E-Commerce and Privacy, an indus-
try lobbying group formed last year, complained to
the Commerce Department about Safe Harbor
shortly after the agreement was finalized. The
group, which includes business powerhouses such
as General Electric, Fidelity Investments, Home
Depot, Seagrams, John Deere, and Aflac, said that
national sovereignty has been compromised by the
agreement, as the EU privacy principles exceed any
domestic regulations imposed on U.S. businesses.
“The safe harbor agreement in effect establishes a
non-tariff trade barrier in that a U.S. person cannot
do business with EU unless that person agrees to
play by EU rules,” a letter from the coalition states.
“This trade barrier will disadvantage U.S. compa-
nies in relation to their competitors in other areas
which do not have to abide by the principles of the
EU directive.”82

Compounding that skepticism is the fact that
Safe Harbor does not cover U.S. financial institu-
tions. On March 23 the Bush administration sent
a letter to the European Commission objecting to
a set of proposed privacy rules affecting financial
service firms. In the letter, the Commerce and
Treasury Departments said the proposed rules
“impose unduly burdensome requirements that are
incompatible with real-world operations.”83 David
Aaron, the Clinton administration’s chief negotia-
tion on Safe Harbor, said that European officials
went beyond what was agreed to in that deal.
“Some of the things they added are obviously very
troublesome,” he said, backing the Bush adminis-
tration’s objections.84 The administration’s objec-
tives come at a time when U.S. financial services
firms are increasingly pressing European officials
to determine that U.S. data privacy measures in
that sector are adequate to protect EU citizens—a
move that seems unlikely.85
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Adar International, Inc. Numerical Algorithms Group, Inc.
Audits & Surveys Worldwide Oak Technology
CapitalVenue Pharmaceutical Product Development, Inc.
Cendant Data Services, Inc. Privacy Leaders
Crew Tags Int’l Qpass Inc.
Cybercitizens First Data Services, Inc. Responsys
Decision Analyst, Inc. Salesforce.com, Inc.
E-lection.com (LDE Inc.) Software 2010 LLC
e2 Communications, Inc. SonoSite, Inc.
enfoTrust networks Strategic Marketing Corporation
Entertainment Software Rating Board Exult, Inc. The Dun & Bradstreet Corporation
Genetic Technologies, Inc. The USERTRUST Network LLC
Global-Z International, Inc. TRUSTe
Global Medical Management, Inc. United Information Group (c/o ASW)
HealthMedia, Inc. USERFirst
Hewlett-Packard USERTrust Inc.
Lebensart Technology Arizona, Inc. USinternetworking, Inc.
Market Measures Interactive, LP Virage, Inc.
Mediamark Research, Inc. WellMed, Inc.
Naviant Marketing Solutions, Inc. World Research, Inc.
NOP Automotive, Inc. WorldChoiceTravel.com, Inc.

Table 2
Safe Harbor Certification List

Source: http://web.ita.doc.gov/safeharbor/shlist.nsf/webPages/safe+harbor+list, as of May 31, 2001.



Given internal dissatisfaction with Safe Harbor
in Europe, its failure to include the financial service
sector, and the general lack of response on the part
of U.S. businesses, the future of Safe Harbor is
shaky indeed. It is perhaps too soon to conclude
that Safe Harbor is doomed, but given the many
strikes against the agreement, prudence suggests
that the U.S. government should give some
thought to what to do if, or when, it collapses.

Market Privacy or
International Regulations?
The most encouraging news on the privacy

front comes from the private sector, which is
racing to develop tools that consumers can use
to protect information about themselves.
Although those innovations are not dependent
on international negotiations or treaties, they
do have the potential to help ameliorate the
tensions between governments. New market-
based solutions to protecting privacy are crucial
because many of the differences between the
United States and European Union are insur-
mountable. The difficulties with applying the
directive against small Web sites based wholly
in foreign countries are, for example, probably
so great as to make enforcement impossible.
Small Web sites will simply flout European
law, and there is little that data authorities can
do about it.

Fortunately, the danger to European con-
sumers is far less than is often imagined. For
one thing, it seems safe to assume that privacy-
skittish Europeans will be unlikely to divulge
their personal data to Web sites that do not fall
under European jurisdiction. If, contrary to
this expectation, personal information is freely
given on a regular basis, then perhaps EU neti-
zens are less concerned about privacy than is
generally assumed. Beyond such consumer
self-restraint, there is the range of “good priva-
cy practice” certification services that have
sprung up to meet the demand by online busi-
nesses to reassure customers that information
about them will not be used for unapproved
purposes. Several of those programs, such as
TRUSTe and the Better Business Bureau

Online, are already in use by the most heavily
trafficked sites on the Web.

However, seal programs are no longer the
only places that privacy-conscious consumers
can turn. Such programs are increasingly being
supplemented by a range of new services and
technologies that allow online shoppers to con-
duct anonymous transactions. Securicor,
Zeroknowledge.com, SafeWeb.com, and
Anonymizer.com are among the companies
that provide various degrees of privacy for
Internet users, either free or for a fee.

British-based Securicor, for example, allows
EU shoppers to protect their privacy with
greater certainty than relying on legal safe-
guards. Users register their personal information
with Securicor, including name, address, e-mail
address, and credit card numbers. They are then
able to shop either at a Securicor virtual mall or
at outside retailers’ Web sites. When a user
decides to make a purchase, he is taken to the
Securicor Web site, which authenticates the
buyer and processes the transaction. The end
retailer never knows who places the order or any
personal details about the customer. The only
information received by the retailer is the type
and quantity of items bought; payment is made
by Securicor. For additional privacy, customers
can have their goods delivered by Securicor
Omega Express, the company’s private delivery
service.86 In the United States a company called
iPrivacy is offering services similar to those
offered by Securicor.

Another privacy-enhancing technology on
the horizon is P3P, the Platform for Privacy
Preferences, a project of the World Wide Web
Consortium.87 P3P is a set of standardized pro-
tocols that a merchant can embed in his Web
site. The P3P protocols describe, in a machine-
readable format, precisely what uses will be
made of personal information collected at the
site: whether the information will be stored,
sold, traded, or used for marketing purposes. On
the consumer end, P3P-enabled Web browsers
read the privacy information embedded in the
site and compare it with a series of multiple
choice questions answered by the user. If the
P3P protocols indicate that the site has a per-
sonal data policy that matches or exceeds the
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user’s stated preferences, then nothing happens.
If, however, the site’s privacy policy indicates
that information will be used in an unapproved
manner—or if the site does not use P3P—then
the user will receive an appropriate warning.

Although the details of P3P are still being
worked out, the dominant players in the browser
market, Microsoft and Netscape, have already
committed to incorporate the finalized system
into their products. When that happens—which
it reportedly will near the end of 2001—P3P will
make it significantly easier for online shoppers to
dictate how information about them will be used.

P3P is not without limitations. It will not, for
instance, protect a Web user in Europe from all
transfers of her data to third parties, nor will it
ensure that she has a right to access and correct
disputed information. In short, P3P deals only
with privacy practice disclosure; it does not confer
any special rights on the data subject beyond the
inherent right not to visit a site with an unfavor-
able privacy policy. That is no small feat: by
automating the disclosure process, P3P can
ensure that a person never inadvertently gives out
personal information to the wrong Web site. P3P
promises to take the confusion out of currently
obscure, legalistic privacy policies and provide a
warning about sites that lack any privacy policy at
all. Under a perfectly functioning P3P system, it
seems reasonable to assume that all disclosures of
personal information are made with at least the
implicit consent of the data subject.

Would P3P obviate the need for agree-
ments, such as Safe Harbor, that seek to bridge
the gap between the different approaches to
information management in various parts of
the world? As with so many questions about
the directive, the answer is unclear. If a Web
site is coded for P3P, can a company assume
that whatever information a European decides
to volunteer has been given with the “unam-
biguous consent” required by Article 26? If so,
that information could be freely transferred out
of Europe. What of people with older software
that is not P3P enabled? Should owners of U.S.
Web sites refuse to do business with them?

There are no clear answers to such ques-
tions. One thing, however, seems certain: with
the proliferation of privacy-protecting tech-

nologies—including Securicor, iPrivacy, and
P3P—data regulations such as the directive are
already beginning to look dated. Consumers
are becoming ever more empowered to make
their own choices about privacy. It is hard to
see why, in such a world, the directive is need-
ed to protect consumers. As time goes by,
depending on how the directive is ultimately
implemented, the protectionist aspects of
European privacy law may be increasingly dif-
ficult to justify.

Conclusion

The EU Data Protection Directive is a con-
fusing document that is based on an inherently
flawed set of assumptions. It is only by carving
out a large number of exceptions to its core prin-
ciples, and by not strictly enforcing them, that
the directive has not yet imploded. But despite
its many shortcomings, the directive is likely to
remain the law of the land within Europe for the
foreseeable future. Policymakers in the United
States will have to deal with the directive
whether they like it or not.

It was understandable that the United
States negotiated Safe Harbor as a first attempt
to bridge the differences between the U.S. and
the European approaches to regulating the
flow of personal information, particularly given
the economic damage that the directive could
cause. But so far, judging by the paltry number
of companies that have been certified and the
continuing dissatisfaction of some European
officials, Safe Harbor does not seem to be
working. It is simply not worth the effort for
most U.S. companies to sign up. At best, most
large multinational companies will wait to see
if their operations are ever seriously threatened,
and small businesses will never sign up because
there is no practical way for Europe to enforce
restrictions against them.

It would therefore be prudent for U.S. poli-
cymakers to begin contemplating what they will
do in a post–Safe Harbor world. The first thing
that U.S. policymakers must realize is that
Europe does indeed have the right to set its own
privacy policies, even when such polices are
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costly and unnecessary. At the same time, how-
ever, Europe is bound by international trade
commitments that require it to apply permissi-
ble trade restrictions in a manner that does not
discriminate against countries or businesses.
Because the directive potentially falls short in
this area, the United States should not hesitate
to hold European countries to their pledges to
maintain open markets. If the directive is
enforced in such a way as to put U.S. companies
at an unfair disadvantage—which is entirely
possible—the United States should not hesitate
to defend its interests through the multilateral
dispute resolution mechanism of the WTO.

At the same time, it is important for policy-
makers to recognize that a lack of regulation is
not the same thing as a lack of privacy protec-
tion. In a market economy, businesses produce
the goods and services that consumers
demand, not because they are forced to do so
by the government, but because they will fail if
consumers are not happy. Privacy is no differ-
ent in that regard: if consumers desire it, busi-
nesses will provide it. People have different
appetites for privacy and should be free to
transact with businesses that share information
and with those that do not. Real harms, such as
fraud or theft, should be punished, but primar-
ily through torts and existing criminal law. If
new rules or enforcement programs prove nec-
essary in some cases, those programs should be
as narrowly targeted as possible.

It is to be hoped that the policing role of gov-
ernment will be minimal. Indeed, new technolo-
gies and private privacy certification systems are
already rendering moot many debates over priva-
cy policy. Seal programs already exist that give
privacy-conscious consumers an easy way to
determine if the Web sites they visit offer the level
of privacy they prefer. Soon P3P will make avoid-
ing sites that share information even easier.
(Incidentally, it is no accident that such market
innovations are being developed mostly in the
United States rather than in Europe.)

Relying on technology and market incen-
tives, rather than regulation, to protect privacy
empowers individual consumers to make their
own choices. By contrast, the one-size-fits-all
regulatory model of privacy protection forces

everyone—even people who are willing to
share personal information—to bear the costs
of compliance. The less information businesses
have about their customers and potential cus-
tomers, the higher the cost of goods and ser-
vices will be. It is simply not fair to insist that
everyone share that burden of inefficiency.

Finally, it is important to remember that the
philosophy of the directive is inimical to free
speech traditions in the United States. The
exchange of factually accurate information about
people and events is protected speech under the
First Amendment. If we accept the principle that
people have a broad-based right to restrict what
others say about them, even when the things
being said are true and no laws were violated in
the course of obtaining the information, then we
will have gone a long way toward weakening one
of the key pillars of our free society.

In short, U.S. policymakers should recognize
the many advantages that flow from a market-
based privacy regime and, further, that the United
States has a sovereign right to determine its own
polices in this area. They must not allow them-
selves to be bullied into adopting EU-style priva-
cy regulations designed to avoid sanctions under
the directive. Safe Harbor should not be aban-
doned today, but neither should it be counted on
as a secure port in future privacy storms.
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