
Global economic growth and personal freedom
are under attack by governments and international
organizations seeking to squelch financial privacy
and tax competition. Privacy rights and interna-
tional tax competition are beneficial constraints on
the monopoly power of governments. But high-tax
nations and organizations such as the European
Union are pressing for international agreements to
remove those limits on government power at the
expense of prosperity and freedom.

Today, individuals hold substantial wealth and
have many financial relationships, so financial pri-
vacy issues have become increasingly important.
Unfortunately, many nations are passing laws to
undermine financial privacy with initiatives such
as requiring banks to provide governments with
personal financial data. In the United States the
erosion of privacy started before September 11,
2001, but the war on terrorism has increased gov-
ernment intrusion and further eroded rights.

A parallel series of intrusions on financial pri-
vacy has occurred as governments have attempt-
ed to gain more tax revenue. Several internation-
al organizations, including the Paris-based
Organization for Economic Cooperation and
Development, have launched initiatives to sup-
press financial privacy in order to create a global

net of high taxes on capital income. 
Efforts to thwart tax competition through

government information sharing and other ini-
tiatives have been prompted by the rise in global
capital flows in recent years. Some countries,
such as Ireland, have taken advantage of the new
global economy and cut taxes to attract foreign
investments. But the governments of many bloat-
ed welfare states feel threatened by this global
reality and are taking unproductive steps to
defend their high-tax economies.

The war on terrorism has given governments
the green light to toughen intrusive laws at the
expense of individual financial freedom. The USA
Patriot Act of 2001 expands requirements that
banks report on their customers. Government
officials argue that bank secrecy is an obstacle to
law enforcement efforts to prevent money laun-
dering. Certainly, stopping money laundering by
terrorists is an important strategy for combating
national threats, but full frontal assaults on
financial privacy have not been shown to aid law
enforcement. Indeed, casting a government infor-
mation net too wide diverts law enforcement
from concentrating on individuals engaging in
real criminal activities, while permanently under-
mining the freedoms of law-abiding citizens.
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Introduction

Global economic growth and personal free-
dom are under attack by governments and
international organizations seeking to squelch
financial privacy and tax competition.
Individual privacy rights and tax competition
between nations are beneficial constraints on
the monopoly power of governments. But
high-tax nations and organizations such as the
European Union are trying to remove those
limits on government power at the expense of
prosperity and freedom.

In the United States, individual privacy is
protected by a variety of laws. For example, the
Fourth Amendment to the U.S. Constitution
prohibits unreasonable searches and seizures: 

The right of the people to be secure in
their persons, houses, papers, and
effects, against unreasonable searches
and seizures, shall not be violated, and
no Warrants shall issue, but upon
probable cause, supported by Oath or
affirmation, and particularly describ-
ing the place to be searched, and the
persons or things to be seized. 

Few provisions of the Bill of Rights grew so
directly out of the experience of the American
colonists as did the Fourth Amendment. It
draws on the idea that “every man’s house is
his castle,” a maxim celebrated in England as
recognizing the right of individuals to their
property against unlawful entry by the king’s
agents. In the modern information age, the
Fourth Amendment does not limit what data
the government may collect, but it does limit
the means by which they are collected. For
example, information searches must be based
on probable cause. That is, government inves-
tigators must have a rational belief that a
crime has been committed and that evidence
of the crime can be found. When court cases
arise, the issue is often framed as whether citi-
zens had a reasonable expectation of privacy in
the place, papers, or information that govern-
ment agents have examined or taken. 

Privacy is a precious commodity. People
should be able to live their lives as they see fit,
provided that they do not impinge on the
equal rights of others. When the Framers of
the Constitution struck the original balance
between personal privacy and the needs of law
enforcement, remote listening devices, wire
transfers, and electronic bank accounts had
not yet been invented. In his famous dissent in
Olmstead v. U.S. (1928), Justice Louis Brandeis
wrote: “The makers of our Constitution
sought to protect Americans in their beliefs,
their thoughts, their emotions and their sen-
sations. They conferred as against the
Government the right to be left alone—the
most comprehensive of the rights of man, the
right most valued by civilized men.”1 Financial
privacy concerns the ability to keep confiden-
tial the facts concerning one’s income, expen-
ditures, investments, and wealth. Without
financial privacy, many other fundamental
freedoms, such as the right to property and
freedom of speech, are endangered. 

Some nations, such as Switzerland, have
higher standards of financial privacy than
does the United States. In 1934 the Swiss fed-
eral parliament explicitly introduced criminal
sanctions for the violation of secrecy about
bank customers. Until then, various provi-
sions in the Swiss civil and labor code covered
bank secrecy, but sanctions did not fall with-
in the criminal domain. A number of factors
led to changes in the Swiss law. First, Nazi
Germany intensified its foreign exchange
controls in 1931. Adolf Hitler promulgated a
law under which Germans with foreign capi-
tal were to be punished by death. To enforce
the rule, the Gestapo began espionage on
Swiss banks, as it was well known that many
German Jews had placed assets there. Some
Germans were put to death for holding Swiss
accounts.2

Then, in 1932, a list of 2,000 French citizens
who had deposited their holdings in a Swiss
bank was discovered and made public by the
French police. Those clients included senators, a
former minister, bishops, and generals. The
French government jumped on the discovery
and announced that it would pressure the Swiss
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in order to gain legal authority over the accounts
of French citizens held in Switzerland.3

Those two events had a strong impact on
Swiss thinking. The increasing interference of
statist foreign regimes in its affairs convinced
the Swiss government of the necessity of rein-
forcing bank secrecy and defending
Switzerland’s strong support of civil liberties.
The Swiss government realized that a country
the size of Switzerland could defend its inde-
pendence only by means of clear and indis-
putable laws that would prohibit the violation
of bank secrecy even under foreign pressure.

In the United States, passage of the
Sixteenth Amendment to the Constitution in
1913 to allow the income tax triggered con-
cerns about the right to financial privacy.
Until 1913 the government did not have con-
stitutional authority to invade financial priva-
cy. Since 1913 U.S. courts have increasingly
placed limits on financial privacy claims and
permitted laws that require financial institu-
tions to automatically provide the govern-
ment with personal information. For example,
a 1976 Supreme Court decision found that
bank customers had no legal right to privacy
of personal information held by financial
institutions.4 The rationale was that bank
records are the business records of the bank,
not the private property of individuals. In
essence, the individual waives the expectation
of privacy by voluntarily doing business with a
financial institution.5

In response to that diminution of privacy
rights, Congress passed the Right to
Financial Privacy Act of 1978.6 The law was
designed to protect the confidentiality of
personal financial records by creating a statu-
tory protection for bank records. The law
states that “no government authority may
have access to, or obtain copies of, the infor-
mation contained in the financial records of
any customer from a financial institution
unless the financial records are reasonably
described.”7 It also requires that either the
customer authorize access or there be an
appropriate subpoena or summons, quali-
fied search warrant, or written request from
an authorized government authority.8

Erosion of Financial 
Privacy Rights

The Right to Financial Privacy Act exhibits
both the potential and the limitations of
statutory privacy protections. Peter Swire, for-
mer chief counselor for privacy in the Clinton
administration, explains that the “potential is
that the Act establishes fairly detailed proce-
dures before federal officials can gain access to
bank records.” However, the “limitations . . .
are suggested by the rather short list of cir-
cumstances where procedures are required
before data about individuals, in the hand of
other parties such as businesses, can be sup-
plied to the government.”9

Since the Right to Privacy Act was passed,
its protections for individuals have been
weakened. In the 1980s the act was amended
to allow law enforcement to delay the
moment when a bank account owner must
be notified that his records have been seized
in investigations of drug trafficking and espi-
onage. In addition, as a result of legislation
and court rulings, financial information can
now be revealed on the basis of much weaker
standards than the Fourth Amendment
requirement of probable cause.

In the 1990s a new threat to financial pri-
vacy rights was created by international
efforts to squelch tax competition between
countries. Such efforts typically involve gov-
ernment sharing of individual financial and
tax information. At the urging of high-tax
nations, the Paris-based Organization for
Economic Cooperation and Development
launched its “harmful tax competition” ini-
tiative in 1998. That initiative is designed to
pressure low-tax countries, such as
Switzerland and Luxembourg, to weaken
their financial privacy laws. The European
Union has launched a Savings Tax Directive
with similar goals of weakening privacy by
implementing large information-sharing sys-
tems between governments.

Such initiatives are sometimes presented
as efforts to combat money laundering. But a
much more troubling purpose of informa-
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tion-sharing initiatives is extraterritorial tax
enforcement aimed at suppressing tax com-
petition between countries. The United
Nations has its own plan to create a global tax
dragnet by setting up a new international tax
organization for government data sharing.

International efforts have been slowed by
resistance from low-tax countries and coun-
tries with stronger traditions of civil liberties
and privacy rights. Those countries are not
eager to denigrate their freedoms and their
strong economies by aiding foreign govern-
ments in pursuit of higher taxes. As global
investment flows have risen in recent
decades, countries such as Switzerland and
the United States have become havens of
security and privacy. Citizens of many unsta-
ble and authoritarian countries can protect
their assets from inflation and seizure by
greedy or corrupt regimes by sending their
capital to freer and more stable countries.

Many jurisdictions, such as Ireland and
the Cayman Islands, have attracted large
inflows of foreign investment by providing
stable economic climates, the rule of law, and
low taxation. High-tax countries have cried
foul, and rather than reform their own
economies they have sought to block such
international competition. They have pushed
for international organizations—such as the
OECD, the EU, and the UN—to launch ini-
tiatives to block the investment competition
taking place in the global economy. But
blocking competition does nothing to pro-
mote economic growth because it allows
high-tax countries to preserve their ineffi-
cient tax systems. 

As has the U.S. government, European
governments have used the new terrorist
threat to pass new rules ostensibly aimed at
stopping money laundering, but those rules
also attempt to stifle international tax com-
petition. In 2001 the European Parliament
passed a resolution calling for “common
action to impose adequate controls on the
international financial markets and to abol-
ish offshore banking and tax and secrecy
havens in order to effectively counter money
laundering practices.”10 European finance

ministers are also considering adopting a UN
resolution that would toughen sanctions
against financial centers that fail to comply
with transparency and information-exchange
guidelines. The fight against terrorism is
being used to end the beneficial tax competi-
tion created by offshore financial centers and
other jurisdictions with competitive invest-
ment climates. 

The EU and the OECD have argued that
bank secrecy laws are an obstacle to law
enforcement and lead to money laundering.
But there is little evidence that wholesale
assaults against financial privacy help law
enforcement. Indeed, there is substantial evi-
dence that large and complex information
systems divert law enforcement from concen-
trating on those individuals who are most
likely to engage in criminal activity. Instead, a
more constructive approach to fighting ter-
rorism would be to move away from all-
embracing information gathering toward
much more narrowly focused money-laun-
dering laws.

The OECD’s Campaign
against Tax Competition
The OECD is a multinational organization

made up of 30 democratic nations, including
the United States; its original mission was to
collect and disseminate economic data.
However, like other governmental organiza-
tions, the OECD is engaged in continuous
“mission creep.” In the late 1990s it emerged
as the leader in a campaign aimed at stamping
out “harmful” global tax competition. It
released a major report describing the issue in
1998 and followed up with reports in 2000
and 2001 identifying supposedly harmful tax
practices and blacklisting 41 jurisdictions
with tax policies of which it did not approve.11

The OECD says that, instead of being a
beneficial force, international tax competi-
tion “may hamper the application of pro-
gressive tax rates and the achievement of
redistributive goals.”12 In other words, tax
competition is a threat to expansive welfare
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states that have high taxes and practice large-
scale redistributions of wealth. As borders
have opened up in recent decades, the busi-
nesses and individuals that are targets of
heavy taxation have moved their activities to
more hospitable locations to escape such
backward and unreformed governments.

The OECD has been pressuring blacklist-
ed low-tax countries to either increase taxes
or rescind their strong financial privacy pro-
tections. A main OECD focus has been on
nullifying tax competition with greater gov-
ernment information sharing of private
financial data. The idea is to give tax collec-
tors in each country access to information
about the economic activities of citizens
abroad, in the hope that this will eliminate
the attractiveness of low-tax countries. Many
countries attempt to tax individuals on their
income on a worldwide basis, so gaining
access to foreign information helps high-tax
countries sustain their high tax rates.13 The
OECD has also campaigned against particu-
lar tax rules—“harmful preferential tax
regimes”—in major countries, including the
United States, Canada, Australia, and various
European countries.

The UN’s Proposed
International Tax

Organization
The United Nations launched its own anti-

competition initiative in 2001 when it issued
a report calling for an international tax orga-
nization (ITO) to develop norms for tax poli-
cy, engage in surveillance of tax systems, and
negotiate with countries to get them to
“desist from harmful tax competition.”14 The
report suggests that an ITO “could take a lead
role in restraining the tax competition
designed to attract multinationals.”15 The
game plan is to create greater financial infor-
mation sharing among members and impose
direct taxes to fund the UN without going
through member states. 

Another suggestion in the UN report, one
that is appalling from a civil liberties point of

view, is that the new ITO operate a global sys-
tem of taxing emigrants because brain drains
“expose source countries to the risk of eco-
nomic loss when many of their most able citi-
zens emigrate.”16 The idea seems to be that a
global governmental body would, for example,
assess a tax on new citizens of the United
States of Chinese origin and send the money
back to the government of China. Communist
countries routinely used emigration taxes as a
means of stopping their citizens from fleeing
oppressive regimes, and now the UN is endors-
ing that totalitarian idea.

The European Union’s
Savings Tax Directive

The European Union has moved aggres-
sively to try to stop tax competition between
member countries and to stifle broader inter-
national tax competition. A recent European
Parliament fact sheet explains that “the
objective of more recent moves towards a
general taxation policy has been to prevent
the harmful effects of tax competition,
notably the migration of national tax bases
as firms move between Member States in
search of the most favorable tax regime.”17

To eliminate tax competition, the EU has
moved toward harmonizing certain taxes
across countries. The most far-reaching
effort has been the imposition in 1992 of a
minimum standard value-added tax (VAT)
rate of 15 percent.

In 2000 the EU launched the Savings Tax
Directive.18 That directive seeks to create an
agreement between EU members and six non-
EU nations—the United States, Switzerland,
Liechtenstein, Andorra, Monaco, and San
Marino—on how to tax interest income earned
by foreign investors. Originally the EU sought
to implement a consistent withholding tax
rate applied to all interest in all EU member
states. But that initial solution was rejected by
those jurisdictions where banking secrecy is
paramount. After much debate, the EU put a
compromise agreement forward. Under this
proposal, selected nations would choose
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between imposing withholding taxes on such
income at a specific rate or requiring auto-
matic exchanges of information on invest-
ment earnings between governments to enable
home countries to tax such income.19

Here is how it would work: If an Italian
citizen made a bank deposit in Luxembourg,
the bank paying interest on the deposit
would either have to impose a withholding
tax on such income at a specific rate or send
information on the investment earnings to
the Italian government to enable it to levy a
tax. The idea is to eliminate the incentive to
invest capital in low-tax jurisdictions since no
matter where you invest you end up being
taxed at your home-country rate.

Implementation requires unanimous sup-
port from all EU member nations and six
non-EU jurisdictions. A number of European
low-tax jurisdictions (including some British
crown colonies) have announced that they
will not agree to the EU Savings Tax Directive
unless the United States, Switzerland, and
others also agree to it or adopt “equivalent
measures” to provide exchange of informa-
tion. The Swiss have refused to accept the EU
directive if it means that they would have to
violate their commitment to financial privacy
and systematically send financial information
about investors to foreign governments
regardless of whether the investors are sus-
pected of a crime. Austria, Belgium, and
Luxembourg under certain conditions may
impose withholding taxes to be remitted to
the home countries of foreign investors on a
country-by-country basis, but without identi-
fying the holders of specific accounts. 

U.S. Treasury Regulation on
Reporting Deposit Interest

In January 2001 the outgoing Clinton
administration issued a proposed interest-
reporting regulation titled “Guidance on
Reporting of Deposit Interest Paid to
Nonresident Aliens.”20 It would require U.S.
banks to report interest earned by foreigners to
the Internal Revenue Service. Since 1921 inter-

est on bank deposits paid to nonresidents and
foreign corporations has been tax-free unless
the interest was effectively connected with the
conduct of U.S. trade or business. Congress
debated the wisdom of retaining the tax
exemption on bank deposit interest on several
occasions and each time renewed the exemp-
tion.21 In 1984 Congress enacted a portfolio
interest exemption repealing the tax on interest
received by nonresident aliens on most portfo-
lio debt instruments. At that time, Congress
again made it clear that the goal was to attract
foreign capital to the United States.22

Since the United States does not tax the
earnings on those deposits, there is no need
for the U.S. government to track the deposit
amounts or interest earnings. All that needs
to be established is that payments of interest
are going to foreigners. If the U.S. govern-
ment collected information about income
earned by foreign investors, it would have an
obligation to share that information with the
governments of the investors’ home coun-
tries. Thus, the proposed new regulation
would be the equivalent of an automatic
information-sharing agreement with other
nations. It means that no evidence that a
crime has been committed would be required
for the information on U.S. investors to be
shared with other governments. The IRS
would collect the information about income
paid to foreigners and automatically forward
it to the investors’ home countries.

The regulation would impose a large com-
pliance burden on U.S. financial institutions
and reduce beneficial inflows of foreign
investment. U.S. capital markets would be
damaged if a significant portion of the esti-
mated $1 trillion attracted by the current
interest tax exemption were withdrawn.23

Why would the United States want to
shoot itself in the foot with such an economi-
cally damaging proposal? It appears that the
proposed regulation was released because the
Treasury Department wanted the United
States to become a full participant in global
tax exchange networks envisioned by groups
such the OECD, the UN, and the EU. Indeed,
in the Background and Explanation section of
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the proposed regulation, the IRS explains that
it “wants to help enforce foreign government
tax systems.” But the United States has no
interest in helping high-tax foreign govern-
ments defend their uncompetitive tax systems.

Since taking office, the Bush administra-
tion has slowed down the ambitious plans of
the OECD and the EU to construct an inter-
national cartel to curb tax competition.24

There has also been substantial opposition in
Congress to U.S. involvement with the
OECD initiative.25 The Bush administration
has also stated that it will not support the EU
Savings Tax Directive despite continuing
pressure from the EU. However, the adminis-
tration is considering supporting a modified
version of the interest-reporting regulation
that would apply only to certain OECD
countries with which the United States has a
tax treaty. Such efforts should be halted
because they infringe on U.S. economic free-
doms and would damage the U.S. economy.

A key danger of adopting this IRS regula-
tion, even in its modified form, is that the EU
will claim that the United States has satisfied
the “equivalent measure” to provide exchange
of information standards. That would put
Switzerland in the position of sole opponent to
the EU Savings Tax Directive. In other words,
the adoption of the IRS regulation would have
the domino effect of allowing the EU to move
forward with its international tax harmoniza-
tion scheme. Instead, the United States should
stand up for civil liberties and economic free-
dom and oppose the EU’s efforts.

Is Tax Competition
Harmful?

According to the OECD, “harmful” tax
competition is a problem that requires inter-
national agreements to stop.26 The OECD,
the EU, and to some extent the U.S. Treasury
have supported solutions to the supposed
problem that would require countries to
share large amounts of tax information. That
would allow governments to tax citizens on a
global basis and limit tax competition.

Describing tax competition as “harmful”
is an odd position for the OECD to take
because economists usually praise competi-
tion as encouraging production efficiency
and higher growth rates. Competition
between governments serves the same func-
tion by encouraging efficient provision of
government services by restraining the gov-
ernment’s monopoly power.27 Competition
between governments provides politicians
with incentives to improve government effi-
ciency and save taxpayers money.

With growing international flows of labor
and capital, national governments are
becoming more like local ones as they com-
pete for taxpayers across national borders. As
a result, tax competition may help prevent
wasteful government spending by limiting
the ability of governments to increase taxes.28

Efforts to restrict tax competition have
focused on propping up high tax rates on
capital income, such as dividends, interest,
and capital gains. Yet an important conclu-
sion of public finance literature is that in an
open world economy countries should
reduce tax rates on capital income to zero.29

Tax competition helps move the tax system
in that efficient direction. With tax competi-
tion, governments have an incentive to move
away from capital taxes due to fear of capital
flight.30 Indeed, since the 1980s tax competi-
tion has spurred reductions in income tax
rates on individuals and corporations, and a
number of countries have moved toward effi-
cient flat tax regimes.31

People aiming to stifle tax competition
often assume that competition is a zero-sum
game. In reality, the large economic gains
made possible by tax rate cuts mean that tax
competition can be beneficial for all coun-
tries. As countries adopt more efficient tax
systems, economic growth is maximized, and
all citizens have higher incomes. All countries
end up better off as each country pursues its
own interests. Europeans in high-tax coun-
tries would benefit as their bloated govern-
ments cut out unproductive spending and
focused more energy on creating more effi-
cient and lean government services.
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Tax harmonization initiatives aim to place
higher taxes on capital, yet capital formation is
the key to economic growth.32 Higher taxes on
savings and investment result in less invest-
ment, lower real wage growth, and more pover-
ty. World Bank data show that jurisdictions
with low taxes on capital income and a strong
commitment to financial privacy are also the
world’s richest. Those jurisdictions include
Luxembourg, Liechtenstein, Switzerland,
Bermuda, and the Cayman Islands, which had
among the highest per capita gross domestic
products in the world in 2002.33

A study by Enrique Mendoza assessing the
potential effects of European harmonization of
capital income taxes finds that the results could
be the opposite of what European policymakers
suppose. He concludes that “this policy, if
enacted along the lines followed in harmoniz-
ing value-added taxes, yields large capital out-
flows and a significant erosion of tax revenue
for Continental European countries while the
opposite effects benefit the United Kingdom.”34

Empirical studies have found that capital flows
are becoming increasingly sensitive to
taxation.35 Thus, the way for Europe to retain
and attract capital is for countries to sharply
reduce capital income taxes.

Financial Privacy vs.
Information Sharing

Governments Are Infamous for Abusing
Information 

To protect law-abiding citizens, governments
need to collect data on individuals suspected of
criminal actions or those who represent a threat
to national security. But governments should be
required to do so in a way that protects privacy
rights as broadly as possible.36 Information is
power for governments. Unfortunately, that
power can be abused by careless or criminal acts
by government agencies. Governments and
their employees are susceptible to abusing priva-
cy by snooping, leaking information in order to
damage enemies, and other destructive activi-
ties.

People who are trustful of governments
sometimes ask why privacy from government
matters if one has no unlawful actions to
hide. But experience shows that governments
often abuse the public trust and do not
observe established safeguards on collection
and dissemination of data. For example,
scandals occasionally erupt at the IRS regard-
ing employees snooping or politicians using
the agency to further personal agendas. In
1995 more than 500 IRS agents were caught
illegally snooping through tax records of
thousands of Americans, including acquain-
tances and celebrities. In response to the
ensuing scandal, the IRS fired five employees
and claimed to implement new privacy pro-
tection measures. Those new measures failed
as hundreds of IRS agents were caught
snooping again in 1997.37 A similar case of
abuse occurred this year in Britain when offi-
cials of the Inland Revenue Service were
found to have provided to journalists tax
information about certain celebrities. 

More recently, the U.S. General Accounting
Office released a stinging report on the gov-
ernment’s compliance with privacy laws. The
GAO found that personal data in many cases
are not being adequately protected.38 In a sur-
vey of 25 federal agencies, the GAO found a
significant lack of compliance with the federal
Privacy Act of 1974. The study reported the
existence of 2,400 federal databases contain-
ing personal information on citizens. 

Information abuse scandals are probably
inevitable when governments assume such
large powers of information collection. Other
governments no doubt have worse privacy
records than does the U.S. government since
many do not have the safeguards that are sup-
posed to be followed in the United States. Thus,
there is a substantial civil liberties danger in
entering into international information-shar-
ing agreements. Information exchanges with
foreign regimes that have poor civil rights track
records could lead to data being used against
political opponents and other enemies. In
many countries, government employees accept
bribes and are prey to extortionists or business-
es seeking information on competitors.
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Can Information Sharing Stop Capital
Flight?

To curtail capital flight, the OECD and the
EU are seeking to implement a global system
of automatic information sharing. The OECD
recommends that tax authorities adopt its
memorandum of understanding that, for tax
purposes, promotes automatic exchange of
information about dividends, interest, capital
gains, wages, and other sources of income.39

For example, if a French resident invested in
the United States, the U.S. government would
automatically inform the French government
of the transaction so the French government
could tax it. The goal is to reduce incentives
for individuals to invest in lower-tax foreign
countries so that their capital stays at home.
That would reduce beneficial tax competition
because no matter where French citizens
invested their money they would end up being
taxed at the French tax rate.

That is the goal of OECD and EU efforts,
but governments will probably be unsuccessful
at stopping tax-driven capital flight in today’s
sophisticated global economy. Financial capital
is the most mobile of all the factors of produc-
tion. Dramatic reductions in communication
costs, huge gains in computer power, the rise of
new techniques such as public key encryption,
and the Internet have facilitated rising capital
flows.40 Deputy Finance Minister Vito Tanzi of
Italy has described how globalization has com-
bined with electronic commerce to create “fiscal
termites” eating away at tax bases in high-tax
countries.41

The EU is trying to clamp down on inter-
national capital flows and wants U.S. support.
The EU’s Savings Tax Directive seeks not just
to amass information on investment flows
within the EU but to require U.S. assistance in
enforcing its tax laws. The EU notes that “pre-
cisely because of the risk that the proposal
could incite paying agent operations to relo-
cate outside of the EU, the European Council
decided that the adoption of the Directive
would be preceded by discussions with the
United States and key third countries.”42

But it appears that unless the EU convinces
every single nation to share information, capi-

tal will always be able to find a low-tax haven.
Indeed, if the EU is successful in getting some
investment havens to join its information-
sharing system, it will provide incentives for
other countries to lower their own taxes and
increase their provision of financial privacy to
attract capital. In the digital age, electronic
walls can be breached and partial information-
sharing schemes will not work as planned.

Government Information Sharing
Should Be Selective and Limited

Governments need procedures for sharing
information in order to combat terrorism and
other international criminal activity. However,
information sharing needs to be placed under
rigid constraints to prevent abuses. For exam-
ple, information should only be shared nar-
rowly among democratic governments that
have legal regimes with enforceable limits on
the use of such information. Such limits
should include that governments share infor-
mation only on individuals or organizations
that are reasonably suspected of criminal
activity.

By contrast, plans are being proposed to cre-
ate broad automatic information-sharing
agreements. Under the EU’s initiative, for exam-
ple, U.S. banks would have to report financial
information about their foreign customers to
the customers’ home governments, regardless
of whether the customers were suspected of
crimes.43

Government information collection that is
too broad is not only abusive of civil liberties
but is often counterproductive in fighting
crime. The fight against money laundering in
the United States in recent years illustrates the
problem. The U.S. government collects a huge
amount of information from financial institu-
tions through mandated automatic reporting.
But the government does a poor job of analyz-
ing that data to stop laundering. For example,
under the Bank Secrecy Act of 1987, the feder-
al government requires financial institutions
to file Currency Transaction Reports whenev-
er an individual conducts one or more cash
transactions in a single day involving more
than $10,000.44
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Even moderately sophisticated criminals
find the CTR system fairly simple to evade.
The system is also ineffective because the
huge volume of reports generated creates a
needle-in-the-haystack problem of finding
criminal activity. Between 1987 and 1995, the
government collected 77 million CTRs.45 No
showing of probable cause is required to
access the reports that are stored in a data-
base open to all U.S. Attorney’s Offices and
59 law enforcement agencies.46 Yet, on the
basis of those 77 million records, only 3,000
money laundering cases were filed, resulting
in 7,300 defendants charged, 2,295 guilty
pleas, and 580 guilty verdicts.47

The system’s compliance burden and pri-
vacy infringement are very high relative to
the small amount of criminal activity halted.
President Bush’s former National Economic
Council chairman, Lawrence Lindsey, noted
the problem: “In excess of 100,000 reports
were filled by innocent citizens in order to get
one conviction. That ratio of 99,999 to one is
something we should not tolerate as a rea-
sonable balance between privacy and the col-
lection of guilty verdicts.” 48

Congress did respond to the problem of
the overwhelming volume of paperwork creat-
ed by the 1987 CTR law. In 1994 it passed the
Money Laundering Suppression Act, which
aimed to reduce the volume of CTRs by
streamlining the CTR process with exemp-
tions for certain classes of customers.49 But
those changes have not stemmed the massive
flood of information created by the reporting
system. The government’s Financial Crimes
Enforcement Network (FinCen) reports that
“the number of CTRs filed is still extremely
high with 12.3 million CTRs in 2002.”50

Other government reporting systems have
the same problem of excessive information col-
lection and high compliance costs. The
Anti–Money Laundering Act of 1992 added the
Suspicious Activity Report to the government’s
arsenal in the war on money laundering. It
aimed to track suspicious wire transfers.51 The
collection of SARs, which are filed with the
Treasury Department, started with 52,069 filed
in 1996.52 The following year SAR volume

increased 56 percent to 81,200 reports. The
number of SAR reports has kept increasing
with 162,700 SARs filed in 2000, 203,538 in
2001, and 224,200 in 2002.53

CTRs and SARs are costly for financial
institutions. According to the American
Bankers Association, the cost of meeting all
the reporting requirements imposed by the
U.S government totals about $10 billion
annually.54 SARs are difficult to comply with
partly because of the lack of clear and objec-
tive guidelines. And as a result, like CTRs,
they have been shown to be ineffective. In
2002 the total number of CTRs and SARs
filed was 12,524,200, and, according to
FinCen, that year only 1,106 money-launder-
ing cases were filed.55 That means that one
person was charged, and far fewer convicted,
for every 11,324 reports filed. 

Congress made financial reporting systems
even broader and more complex with passage
of the USA Patriot Act in 2001.56 For instance,
the law created a series of reporting require-
ments for brokers, insurance companies, real
estate agents, and other businesses. Those new
requirements will create a new flood of data
into the government’s hands, making it even
more difficult to find the needle of criminal
activity in the haystack of data.

The Patriot Act also created reporting
requirements for foreign governments. In par-
ticular, Title III of the act, called “International
Money Laundering Abatement and Anti-
Terrorist Financing Act of 2001,” targets what
is called “Jurisdictions of Primary Money
Laundering Concern.” Sections 301 and 302
describe criteria that the secretary of the
Treasury should use to identify such jurisdic-
tions and lists the sanctions to be applied to
them if they do not agree to share data with the
U.S. government.57 Some of the criteria used to
identify money-laundering jurisdictions seem
appropriate. But others have nothing to do
with money laundering and appear to be
aimed at punishing countries that have low
taxes. For example, the bill seeks to impose
sanctions on jurisdictions that offer “special
tax or regulatory advantages to nonresidents”
and on countries “characterized as a tax haven
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or offshore banking or secrecy haven.” Yet at
no point is a reason offered to explain why low
taxes are supposed to facilitate illegal money
laundering. In sum, excessive information col-
lection and information sharing by govern-
ments will limit beneficial capital flows and
infringe civil liberties, while not being effective
in stopping crime.

Conclusions and
Recommendations

Efforts to increase information reporting
and information sharing between govern-
ments are said to be needed to fight terrorism
and money laundering. But such initiatives
are often used to achieve another goal: shield-
ing high-tax nations from international tax
competition. The battles against terrorism
and money laundering can be pursued with-
out destroying financial privacy or damaging
beneficial tax competition. 

A number of constructive proposals were
developed in a May 2001 report by the Task
Force on Information Exchange and Financial
Privacy titled “Report on Financial Privacy, Law
Enforcement and Terrorism.”58 The task force,
chaired by former senator Mack Mattingly, was
composed of former law enforcement officials,
tax attorneys, and economists.59 It developed a
program that would enhance the ability of gov-
ernments to fight terrorism and organized
crime, while increasing the financial privacy of
ordinary law-abiding citizens.

The task force recommended the forma-
tion of an international Convention on
Privacy and Information Exchange composed
of democratic governments that respect the
rule of law and have strong safeguards to pre-
vent information from being obtained by gov-
ernments and hostile parties for inappropriate
purposes. The proposed convention would
streamline and improve exchanges of infor-
mation for law enforcement purposes. Under
no condition would that information be used
for tax purposes. The convention would estab-
lish restrictions on the uses to which collected
information could be put and establish a pri-

vate right of action to enforce individual legal
rights under the convention. 

The task force also proposed that money-
laundering laws be better targeted. So that
investigators are not buried in a mountain of
currency transactions reports and suspicious
activity reports, a system should be devel-
oped such that the activities of persons on a
watch list are reported by financial institu-
tions to appropriate authorities. Persons
could be placed on the watch list if the gov-
ernment had a reasonable and significant
suspicion of unlawful conduct. 

Countries should work with jurisdictions
committed to low taxes and financial privacy
to obtain information about criminals, rather
than bully them to raise their taxes. Efforts by
the OECD and the EU to achieve tax harmo-
nization are getting in the way of countries
cooperating and exchanging information
about terrorists. The OECD, the EU, and the
U.S. Treasury proposals to share information
broadly and systematically should be rejected.
The creation of a UN international tax organi-
zation should be opposed. 

Tax competition and financial privacy are
necessary for both high economic growth
and enhanced personal freedom. Tax compe-
tition and financial privacy are not in conflict
with law enforcement efforts against terror-
ism. Indeed, tax competition and financial
privacy should be celebrated as important
bulwarks of individual liberty. 
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