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EXECUTIVE SUMMARY

Popular tech companies—Google, Facebook, 
Twitter, and others—have strongly protected 
free speech online, a policy widely associated 
with the legal norms of the United States. 
American tech companies, however, oper-

ate globally, and their platforms are subject to regulation 
by the European Union, whose member states offer less 
protection to expression than does the United States. 
European regulators are pressuring tech companies to 
control and suppress extreme speech. The regulators’ 
clear warning is that, if the companies do not comply 

“voluntarily,” they will face harsher laws and potential 
liability. This regulatory effort runs the risk of censorship 
creep, whereby a wide array of protected speech, including 
political criticism and newsworthy content, may end up 
being removed from online platforms on a global scale.

European regulators cannot be expected to pull back 
and adopt U.S. norms for speech. The tech company lead-
ers may, however, reduce the risks to free speech by insist-
ing on clear definitions of “hate speech,” holding regulators 
accountable before the public, fostering detailed transpar-
ency of government actions, and appointing ombudsmen.
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“European 
lawmakers 
have pressed 
companies 
to ban ‘fake 
news’ to 
help combat 
extremist 
expression; 
they will 
press for the 
removal of 
far more, 
including 
political 
dissent and 
cultural com-
mentary.”

INTRODUCTION
For much of its history, Silicon Valley has 

been a full-throated champion of First Amend-
ment values. When online platforms banned 
certain types of speech in terms-of-service 
(TOS) agreements, they proceeded cautious-
ly, with a preference for an American-style 
approach to free expression. More recently, 
tech companies have tailored their speech pol-
icies to European norms rather than American 
ones. Ordinary market forces were not behind 
this shift. Instead, threatened legislation 
prompted the change.

In the wake of terrorist attacks in late 2015, 
European Union (EU) regulators warned tech 
companies that they would face prohibitively 
expensive fines and potential criminal penal-
ties unless extremist and hateful content was 
swiftly removed. In response, the dominant 
social media platforms have altered their 
speech policies to ban extremist content 
in ways that risk censorship creep. Already, 
European lawmakers have pressed companies 
to ban “fake news” to help combat extremist 
expression.1 No doubt, they will press for the 
removal of far more, including political dis-
sent and cultural commentary. The impact 
will be far reaching. Because TOS agreements 
apply everywhere that platforms are accessed, 
the changes will affect free expression on a 
global scale.

This study offers potential safeguards 
to prevent censorship creep. Companies 
can and should adopt prophylactic protec-
tions designed to contain government over-
reach and censorship creep for the good of 
free expression. Censorship creep can be 
contained with definitional clarity, robust 
accountability, detailed transparency, and 
ombudsman oversight. The proposals that 
follow may be attractive to tech executives 
and the informed public interested in cur-
tailing government overreach and conveying 
their commitment to users’ free expression. 
As Apple’s struggle with the U.S. government 
over encryption illustrated, tech companies 
enjoy public support when they defend funda-
mental freedoms.

FROM FREE SPEECH CHAMPIONS 
TO COERCED CENSORS

A decade ago, Sen. Joseph Lieberman 
(D-CT) publicly chastised YouTube for refus-
ing to remove terrorist training videos. The 
senator’s pressure failed to produce results 
because the company prioritized the protec-
tion of users’ free speech over its popularity 
on Capitol Hill.2 Crucially, the company knew 
that there was little that Congress could actu-
ally do given the First Amendment’s robust 
protections against most viewpoint-based reg-
ulation. Long after the showdown with Sena-
tor Lieberman, American-style free speech 
values continued to guide tech companies’ pol-
icies about what expression was permissible 
on their platforms. TOS agreements typically 
protected users’ ability to express unpopular 
views while prohibiting targeted abuse that 
silenced individuals.3

Of late, however, Silicon Valley’s commit-
ment to free speech has eroded. The catalyst was 
a spate of terrorist attacks in Paris and Brussels 
in late 2015. European regulators blamed 
Silicon Valley for giving extremist groups access 
to potential recruits. They warned that unless 
online platforms guaranteed the swift removal 
of extremist or hateful speech, they would face 
prohibitively expensive fines and criminal pen-
alties.4 The regulators’ threats were not idle: in 
the EU, unlike in the United States, there isn’t a 
heavy presumption against speech restrictions.

To stave off threatened European regula-
tion, tech companies have retreated from 
a strong free speech stance. In May 2016, 
Facebook, Microsoft, Twitter, and YouTube 
(referred to in the rest of the paper as “the 
Companies”) signed an agreement with the 
European Commission to “prohibit the pro-
motion of incitement to violence and hateful 
conduct.”5 The agreement defined “hateful 
conduct” as speech inciting violence or hatred 
against protected groups. Under the agree-
ment, the Companies pledged to remove 
reported hate speech that violated TOS with-
in 24 hours. The European Commission was 
given the right to review the companies’ com-
pliance with the agreement.
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“‘Hateful 
conduct’ 
and ‘violent 
extremist 
material’ are 
vague terms 
that can be 
stretched 
to include 
political 
dissent and 
cultural com-
mentary.”

On December 5, 2016, the day before the 
European Commission issued a report sharply 
criticizing compliance with the hate-speech 
agreement, the Companies announced plans for 
an industry database of “hashes”—unique digi-
tal signatures—of extremist material banned 
on their platforms. The hash technology would 
enable the immediate flagging and removal of 
prohibited content on participating compa-
nies’ platforms. According to the announce-
ment, other companies will be given access to 
the database as soon as it is operational.6 The 
European Commission hailed the industry 
database as the “next logical step” in a “public-
private partnership” to combat extremism.7

This industry database indicates how much 
the debate has moved toward government 
oversight of digital speech. Just months before, 
executives in the tech industry dismissed calls 
for such a database on the grounds that “vio-
lent extremist material” was a malleable term 
and governments would surely pressure com-
panies to include hashes that would silence far 
more than terrorist propaganda. To address 
such free speech concerns, the Companies 
have explained that content will be hashed only 
if it involves “the most extreme and egregious 
terrorist images and videos . . . content most 
likely to violate all of our respective companies’ 
content policies.”8 Hashed material will not be 
deleted from participants’ sites immediately. 
Instead, each company will review content 
included in the database under its own policies.9

Following the announcement of the hate 
speech agreement and the industry database, 
the demands of European leaders have only 
escalated. After a series of terrorist attacks in 
London in 2017, British Prime Minister Teresa 
May and French President Emmanuel Macron 
threatened steep fines for failure to remove 
extremist propaganda from online platforms.10 
Shortly thereafter, Google announced a four-
part plan to address terrorist propaganda that 
included the increased use of technology to 
identify terrorist-related videos, the hiring of 
additional content moderators, the removal 
of advertising on objectionable videos, and 
the directing of potential terrorist recruits 

to counter-radicalization videos.11 Facebook 
responded with a pledge to increase its use of 
artificial intelligence to stop the spread of ter-
rorist propaganda and to hire 3,000 more people 
to review speech reported as TOS violations.12

The Companies have not chosen this path 
for efficiency’s sake or to satisfy the concerns of 
advertisers and advocates. Instead, European 
regulators have extracted private speech com-
mitments by threatening to pass new laws mak-
ing platforms liable for extremist speech. Unlike 
in the United States, there isn’t a heavy pre-
sumption against speech restrictions in the EU, 
although laws penalizing speech must satisfy a 
proportionality analysis.13 No matter how often 
EU lawmakers describe the recent changes to 
private speech practices as “voluntary,” the fact is 
that they were the product of government coer-
cion. And such coercion may be expanding. Apart 
from such incentives for increased regulation, 
the Companies probably still prefer freedom of 
speech. How can they act on that commitment 
even as the EU seeks more coercion?

Censorship Creep at a Global Scale
To be sure, companies’ changed policies 

may have some important benefits. With less 
terrorist propaganda and hate speech online, 
there might be fewer people joining ISIS (the 
Islamic State of Iraq and Syria) fighters in Syria 
or planting bombs in markets and restaurants. 
But the policy changes pose a risk of censor-
ship creep as well.

Definitional ambiguity is part of the prob-
lem. “Hateful conduct” and “violent extrem-
ist material” are vague terms that can be 
stretched to include political dissent and cul-
tural commentary. They could be extended to 
a government official’s tweets, posts critiquing 
a politician, or a civil rights activist’s profile.14 
Violent extremist material could be inter-
preted to cover violent content of all kinds, 
including news reports, and not just gruesome 
beheading videos.

Censorship creep isn’t merely a theoretical 
possibility—it is already happening. European 
regulators’ calls to remove “illegal hate speech” 
have quickly ballooned to cover expression 
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“Extremist and 
hateful speech 
adds valuable 
information 
to public 
discourse: the 
fact that such 
views exist 
can highlight 
the need 
to counter 
them.”

that does not violate existing EU law, including 
bogus news stories. Commenting on the hate-
speech agreement, European Justice Commis-
sioner Věra Jurová criticized the Companies 
for failing to remove “online radicalization, 
terrorist propaganda, and fake news.” 15 Legit-
imate debate could easily fall within Jurová’s 
characterization of hate speech.

As more expression is deemed to violate 
TOS agreements, more expression will be 
deleted. When content is reported as hate 
speech, the likely response will be removal.16 
Removal of reported content would forestall 
criticism and would be cheaper than the cost 
of complying with new laws. The pledge to 
review hate-speech reports within 24 hours 
will reinforce this tendency. Speed inevitably 
sacrifices thoughtful deliberation. Similarly, 
there surely will be pressure to remove con-
tent that other companies have designated as 
violent extremist expression. If that were the 
case, the industry database would become a 
“delete-it-all” program.17

These developments will have a far-reaching 
impact because TOS agreements typically apply 
globally.18 Unlike a court order that applies only 
within the issuing country’s borders, a com-
pany’s decision about a TOS violation applies 
everywhere its services are accessed.19 This 
is true for hate speech and violent extremist 
material included in the database. Removal 
for a TOS violation means worldwide removal. 
This sort of censorship is hard to circumvent.

The stakes for free expression are high. 
Content may be removed even though it is 
essential for public debate and the reporting 
of news.20 A key insight of free speech theory 
is that individuals need to speak and listen to 
make decisions about the kind of society they 
want.21 As the editorial board of the Washington 
Post wrote in response to social media compa-
nies’ removal of terrorist propaganda, “Citi-
zens of every country deserve to know what is 
going on in the world and what people at both 
ends of the spectrum think about it—however 
hard that is to stomach.”22

Extremist and hateful speech adds valu-
able information to public discourse: the fact 

that such views exist can highlight the need 
to counter them.23 As human rights activist 
Aryeh Neier has argued, “Freedom of speech 
itself serves as the best antidote to the poi-
sonous doctrines of those trying to promote 
hate.”24 The expression of hate or extremist 
views enables society to assert strong social 
norms rejecting them.25

Removal of extremist expression would 
undermine efforts designed to change people’s 
minds.26 For example, Jigsaw, a Google-owned 
think tank, has developed a program that uses a 
combination of Google’s advertising algorithms 
and YouTube’s video platform to identify aspir-
ing ISIS recruits and to offer alternatives to 
hateful ideologies. The program places adver-
tising alongside results for keywords and phras-
es commonly searched for by people attracted 
to ISIS. The ads link to YouTube channels con-
taining videos that have potential to undo ISIS’s 
brainwashing, such as testimonials from former 
extremists and imams denouncing ISIS’s cor-
ruption of Islam.27

Even if the majority of people embrac-
ing hateful ideas may not be open to coun-
ter speech, some may be.28 In 2009, Megan 
Phelps-Roper, a member of the Westboro 
Baptist Church, developed a considerable fol-
lowing tweeting hateful views about lesbian, 
gay, bisexual, and transgender individuals. She 
connected online with people who explained 
the cruelty of her positions. Phelps-Roper’s 
interactions on Twitter ultimately led her 
to reject bigotry.29 In a Brookings Institu-
tion study titled “The ISIS Twitter Census,” 
J. M. Berger and Jonathon Morgan found that 
“when we segregate members of ISIS social 
networks, we are, to some extent, also closing 
off potential exit ramps.”30

Moreover, the removal of expression denies 
disaffected individuals opportunities to let off 
steam that might stop them from turning to vio-
lence.31 As noted by the United Nations Gen-
eral Assembly in its Plan of Action to Prevent 
Violent Extremism, blocking online activity 
fuels narratives of victimization and risks fur-
ther isolating disaffected individuals. Aggrieved 
speakers may feel even more aggrieved and 
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“Silicon 
Valley may 
be our best 
protection 
against 
censorship 
creep.”

more inclined to act on pent-up anger. Remov-
ing an ISIS Twitter account could “increase the 
speed and intensity of radicalization for those 
who do manage to enter the network.”32

PROTECTIONS AGAINST 
CENSORSHIP CREEP

European regulators have effectively exert-
ed power over the expression of people who 
do not live in their jurisdictions and cannot 
hold them accountable. The result is world-
wide conformity with European speech values 
without meaningful accountability or over-
sight.33 Given the success of these efforts, 
European regulators will continue to demand 
more “voluntary” changes to coerce confor-
mity with desired speech norms. Such “public-
private partnerships” are fruitful courses of 
action for state censors. They secure the adop-
tion of governmental preferences without the 
burdens of formal process. EU regulators will 
hardly rein in their pressure on their own.

Silicon Valley may be our best protection 
against censorship creep. Tech companies can 
pursue several strategies to push back against 
government overreach: definitional clarity, 
robust accountability, detailed transparency, 
and ombudsmen oversight.

Definitional Clarity
Government requests to remove hate 

speech or to hash extremist material should be 
reviewed under a well-developed set of defini-
tions. Clarity in the definition, meaning, and 
application of both terms would help con-
strain censorship creep. To that end, policies 
should provide specific examples of content 
deserving designation as hate speech or vio-
lent extremist material. This would help pre-
vent the gradual broadening of the standards 
governing the removal of expression.

Some have suggested that companies look 
to international human rights law for guidance 
in defining both terms.34 But human rights law 
is unlikely to provide clarity because it contains 
exceptionally flexible standards.35 The Coun-
cil of Europe’s secretary general is drafting 

“common European standards for hate speech 
and terrorist material to better protect free-
dom of expression online.”36 That project 
will be helpful if it provides clear definitions 
and illustrations that curtail the malleability 
of both terms.37 As tech companies work on 
their definitions of hate speech and extrem-
ist material, they should consider including 
human rights groups and academics in their 
efforts.38 Civil liberties groups have argued for 
a role in helping companies understand “vari-
ous meanings given to ‘violent extremism’ and 
related concepts, and the potential impact of 
ambiguity in this area on the promotion and 
protection of human rights.”39

Those definitions, while designed for con-
tent moderators, should be shared publicly so 
that government actors can understand the 
limits of efforts to remove speech under TOS 
agreements and community guidelines. With 
those limits in mind, governmental authorities 
may be less inclined to try to silence unpopular 
but protected expression.

Robust Accountability
Rigorous accountability is essential to check 

government efforts to censor disfavored view-
points and dissent. Removal requests by state 
authorities (or nongovernmental organizations 
[NGOs] acting on the state’s behalf) should be 
subject to rigorous review. For instance, the 
European Commission worked with 12 NGOs 
to report hate speech and assess companies’ 
compliance with the hate speech agreement. 
To start, government officials or NGOs acting 
on their behalf should be required to identify 
themselves when reporting content for TOS 
violations. Online platforms must know that 
they are dealing with governmental authori-
ties or their surrogates. Companies should have 
a separate reporting channel for government 
authorities and any organizations working 
on the state’s behalf. Twitter, for instance, has 
“intake channels dedicated for law enforce-
ment and other authorized reporters” to file 
“legal requests.”40 All removal requests made by 
state actors or their surrogates, including TOS 
reports, should proceed through that channel.
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“When state 
actors seek 
to suppress 
speech 
under terms 
of service 
agreements, 
reviewers 
should view 
their requests 
with a 
presumption 
against 
removal, or at 
least a healthy 
dose of 
skepticism.”

Government requests should be viewed 
through a special lens. Governments raise par-
ticularly troubling concerns about silencing 
political dissent. To be sure, ordinary people 
can be hecklers, but the concern for govern-
ments is systematic efforts to silence dissent 
or unfavorable news. When state actors seek 
to suppress speech under TOS agreements, 
reviewers should view their requests with a 
presumption against removal, or at least a 
healthy dose of skepticism.41 Content moder-
ators should receive training about censorship 
creep, including past and present governmen-
tal efforts to silence critics. Training should 
focus on how to distinguish banned material 
from newsworthy content. This is not an easy 
task, but it is crucial nonetheless.

Decisions related to government requests 
should be accompanied by an explanation—
decisionmakers who have to articulate their 
reasons are likely to think more carefully about 
their decisions.42 When a moderator decides 
to grant a government request for removal 
on the basis of a TOS violation, that decision 
should automatically pass through a second 
layer of review. Individuals whose speech is 
removed should be notified about the removal 
and given a chance to appeal.

Even-stronger protections are essential 
to prevent governments from co-opting the 
industry database, which runs the risk of 
becoming a total blacklist as more compa-
nies participate. The Tech Companies could 
adopt a blanket rule that governments can-
not contribute hashes to the database.43 An 
alternative is to subject government requests 
to several layers of review and to condition the 
submission on the approval of senior staff.44

Detailed Transparency
Another check on censorship creep is for 

companies to provide detailed reports on gov-
ernmental efforts to censor hate speech and 
extremist material through informal mea-
sures. Transparency reports enable public con-
versation about censorship. European users 
can contact lawmakers with concerns about 
authorities’ attempts to use tech companies as 

censorship proxies. The more users understand 
about companies’ efforts to protect their funda-
mental freedoms, the more users will trust the 
platforms they use. Human rights advocates 
can call attention to concerns about censorship 
creep. Ultimately, transparency reports can gen-
erate “productive discussion about the appro-
priate use and limits of [state] authority.”45

Some social media companies have provid-
ed transparency about government requests 
to suppress speech. Twitter has been hailed 
for its transparency efforts, and rightfully so. 
The company’s 2016 Transparency Report 
details the number of legal requests for con-
tent removal broken down by country.46 Cru-
cially, and uniquely, it discloses the number of 
government requests seeking removal of ter-
rorism content for TOS violations.47 Twitter is 
working to expand its reporting of all “known, 
non-legal government TOS requests we 
receive through our standard customer service 
intake channels, such as requests to remove 
impersonating accounts and other content 
that violates our Rules against abuse.”48

Much as Twitter has done for terrorist con-
tent and expects to do far more of in the future, 
corporate transparency reports should detail 
the number, subject matter, and results of all 
government requests to remove content for 
TOS violations.49 If governments are allowed 
to request the addition of hashes to the indus-
try database, transparency reports should 
include details about those requests. Although 
transparency cannot solve the problem of cen-
sorship creep, it can help contain it, especially 
if strong standards and robust accountability 
procedures are adopted.

Ombudsmen Oversight
An acute concern of censorship creep is 

its potential to suppress newsworthy content. 
Governments may seek to remove terror-
ist or hateful content whose publication is in 
the legitimate public interest. To address this 
concern, companies should consider hiring 
or consulting ombudsmen whose life’s work 
is the newsgathering process.50 Ombudsmen, 
who are also known as public editors, work to 
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protect press freedom and to promote high-
quality journalism. Their role is to “act in the 
best interest of the news consumer.”51

Ombudsmen should have a special role in 
assessing government removal requests made 
through informal channels such as TOS or 
industry databases. They can help identify 
requests that would remove material that is 
important for public debate and knowledge. 
Then, too, because the industry database 
raises special concerns about the suppression 
of expression, ombudsmen could review all 
contributions to the database with the public 
interest in mind.

CONCLUSION
By pressuring Silicon Valley to alter private 

speech policies and practices, EU regulators 
have effectively set the rules for free expression 
across the globe. The question is whether tech 
companies will fight on behalf of their users to 
contain government overreach. My proposals 
for definitional clarity, robust accountability, 
detailed transparency, and ombudsmen over-
sight will help combat censorship creep.

NOTES
This paper is based on Danielle Keats Citron, 
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this effort.
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