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Drones on the Border

Efficacy and Privacy Implications

By Davip J. BIER AND MATTHEW FEENEY

n response to President Donald Trump’s call for

a border wall, some members of Congress have

instead offered a “virtual wall”—ocean-to-ocean

border surveillance with technology, especially

unmanned aircraft known as drones. US. Cus-
toms and Border Protection (CBP) already operates a fleet of
nine unmanned aircraft. Although drones have been widely
used in foreign battlefields, they have failed to help CBP
apprehend illegal border crossers and seize drugs. Drones
have led to only 0.5 ercent of apprehensions at a cost of
$32,000 per arrest.

At the same time, drones undermine Americans’ privacy.
Their surveillance records the daily lives of Americans living
along the border, and because CBP regularly uses its drones
to support the operations of other federal agencies as well as
state and local police, its drones allow for government sur-
veillance nationwide with minimal oversight and without
warrants. CBP should wind down its drone program and, in
the meantime, establish more robust privacy protections.

BACKGROUND

Since fiscal year 2006, CBP’s Air and Marine Operations has
operated Predator B drones, a version of the military’s MQ-9
Reaper drone, along the border." A drone crew consisting of a
pilot, a sensor operator, and a radar operator controls the air-
craft and relays information about suspected crossings to the
US. Border Patrol.* In September 2017, CBP began testing

smaller hand-launched drones, including AeroVironment’s
Raven and Puma small unmanned aircraft systems.? In the
summer of 2016, the agency solicited offers for small drones
with facial recognition capability* The agency will finish its
review of the hand-launched systems in spring 2018.

LIMITATIONS OF DRONES

The biggest difficulty with drones is positioning them
to surveil the border. Although CBP often comes close to
or exceeds its flight-hour goals, its Predators were airborne
only 6.4 percent of available hours per year from 2013 to 2016
(Table )—on average just 1 hour and 35 minutes per day.* CBP’s
other aerial assets, such as unmanned buoyant aircraft outfit-
ted with Tethered Aerostat Radar System (TARS), conduct
surveillance at 15,000 feet and operate around 60 percent of
the time.” A Predator B drone engine cannot regularly handle
its maximum flight of 20 hours; even 6 or 7 hours of operation
per day would cut at least 15 years off the 20-year lifespans of
such engines.®

CBP managed to conduct only 69 percent of its scheduled
drone launches in 2016.° The agency canceled 20 percent of
its drone flights because of weather alone. When the flights
do take place, weather can prevent drones from flying in the
highest value airspace.” Even occasional cloud cover can
disrupt surveillance. In 2010, CBP allowed CNN to record
an incident where operators tracked a group across the bor-
der, but just as the pilots started to instruct the agents on the
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Table 1

Total flight hours for CBP Predator B drones and share of total available hours, 2013-2016

Total flight hours

Share of total available hours (percent) 5.8

4,615

5,515 5,540 20,780

5.6 7.0 7.0 6.4

Source: Government Accountability Office.

Table 2
Apprehensions attributable to drones and all apprehensions, 2013—2016

Drone apprehensions 2,252 1,834
All apprehensions 420,789 486,651
Drone share (percent) 0.5 0.4

2,136 1,729 7,951
337117 415,816 1,660,373
0.6 0.4 0.5

Sources: United States Border Patrol; Government Accountability Office.

Table 3

Marijuana seizures attributable to drones and all seizures, 2013—2016

Drone seizures 56,308 68,624
All seizures 2,430,123 1,922,545
Drone share (percent) 23 3.6

68,913 29,972 223,817
1,538,307 1,294,052 7,185,027
4.5 23 31

Sources: United States Border Patrol; Government Accountability Office.

ground, clouds blocked their view; and the subjects escaped.”
Unlike U.S. Border Patrol agents in the field, drones cannot
apprehend subjects.

Moreover, two of the CBP drones (18 percent of its fleet)
have crashed within just 1o years of purchase—one because of
human error in 2006 and another owing to a generator failure
in 2014."* The U.S. Air Force has crashed the same share of its
version of the Predator B.” Of the 15 CBP or military crashes
where the cause is publicly known, seven occurred because
of mechanical failure, five were caused by pilot error, two by
a combination of mechanical and pilot failure, and one by
the weather."*

CBP drones also lack the authority to fly in certain areas.
They require advanced permission from the U.S. Depart-
ment of Defense to fly in restricted airspace and they cannot

fly in areas with a high volume of commercial flights.” Such
restrictions block off large areas near San Diego, California,
and Yuma, Arizona. Drones regularly patrolled only about
170 miles of the 2,000-mile southern land border in 2013,
according to the most recent available data.’ For these rea-
sons, CBP drones fail to replace or displace any other surveil-
lance equipment or agents in the field.

EFFECTIVENESS OF DRONES

When CBP drones do fly, they contribute little to border
security. From 2013 to 2016, the US. Border Patrol attrib-
uted fewer than 8,000 of its 1.7 million apprehensions to
drones (Table 2)."” During the same years, only 3 percent of
all US. Border Patrol marijuana seizures—which account




Table 4

Flight hours and costs for Customs and Border Protection Predator B drones, 2013-2016

Flight hours

5110

Total costs $62,623,050

4,615

$56,556,825

5,515 5,540 20,780

$67,586,325 $67,892,700 $254,658,900

Sources: Department of Homeland Security Office of Inspector General; Government Accountability Office.

Table 5

Cost per apprehension by source of apprehension—Predator B drones and overall, 2013-2016

Overall

$8,239.00

Drones $27,807.75

$7,469.12

$30,837.96

Average
$11,265.59 $8,760.65 $8,758.50
$31,641.54 $39,267.03 $32,028.54

Sources: Author’s calculations based on Department of Homeland Security Office of Inspector General; Government Accountability Office; Customs and Border

Protection.

for 99.3 percent of Border Patrol’s drug seizures by weight—
occurred in part because of drones (Table 3).18 The agency has
not provided any estimate of how many of these seizures or
apprehensions would have occurred anyway had drones not
identified them.

CBP asserts that drones detect patterns of illegal entries,
allowing the agency to reposition its assets accordingly.
However, only 2 percent of drone missions resulted in any
evidence of a previously undetected illegal crossing in 2014."
Moreover, the Government Accountability Office found that
drones detected only 21,384 suspected border crossers from
2014 to 2016.”° Yet during this time, the US. Border Patrol
apprehended 1.2 million people while an estimated §70,000
evaded capture.” In other words, drones may have detected
at most 1.2 percent of total illegal border crossings.

COST OF DRONES

Each Predator B drone costs $17 million to purchase and
$12,255 per flight hour to operate.”” Thus, CBP’s drone pro-
gram cost a grand total of $255 million from 2013 to 2016
(Table 4). These figures likely understate the cost of the
systems’ depreciation because they assume a 20-year lifes-
pan, but 18 percent of CBP drones crashed in their first 10
years. For comparison, manned aircraft with surveillance
capabilities similar to the Predator B cost only about $1,500
to $2,000 per flight hour.** Each drone apprehension costs
the federal government $32,000 (Table 5). This cost of drone

apprehension compares with the average cost of apprehen-
sion of less than $9,000.%

In 2014, the Office of Inspector General for the Depart-
ment of Homeland Security (DHS) found that CBP’s Preda-
tor B drone program’s effectiveness was unproven and did
not meet program expectations.?® In 2016, DHS recom-
mended that CBP not expand its drone program because of
operational difficulties and exorbitant costs.”’

PRIVACY IMPLICATIONS

No law requires CBP to obtain a warrant before using
drones for surveillance, and the US. Supreme Court has
upheld warrantless aerial surveillance in three cases.”® The
CBP may establish its standards for surveillance and conduct
operations without a court order or even suspicion that those
under surveillance have committed a crime, thereby allow-
ing the CBP to freely use its surveillance authority to collect
information on the lives of law-abiding U.S. residents inside
the United States. The quality of the drone footage and the
long distances from the physical border where drones often
operate considerably amplify this concern. Congress should
establish clear and strict rules for CBP drone operations.

Drones allow for real-time, high-quality video feeds
of the ground.?” Predator B drones are supposed to avoid
urban areas, and CBP states that it does not deploy them to
monitor protests and other activities protected by the First
Amendment.>° Nonetheless, they collect enormous amounts
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of information on US. residents, including citizens, in bor-
der regions. CBP’s Federal Aviation Administration (FAA)
drone authorization allows CBP drones to operate along and
within 25 to 60 miles of the southern border and along and
within 100 miles of the northern border.?" Residents are well
aware of drone surveillance and may change their behavior
in response.’*

Each Predator B carries a ball camera that can stream
live video in electrical optimal (Images 1 and 2) or infrared
(Image 3).* Some CBP drones also use Synthetic Aperture
Radar, which allows for digital comparison of two areas of
the border at different times to detect patterns in crossings.>*
Two CBP drones in Arizona can carry VADER (Vehicle and
Dismount Exploitation Radar), a brand of airborne tactical
radar.® VADER allows the drone to identify moving objects
such as persons or vehicles and track them on the ground in
real-time.

The FAA requires Predator drones to fly between 19,000
to 28,000 feet.3® According to DHS, images from a Predator
drone’s current camera cannot identify an individual’s exact
height, weight, eye color, hairstyle, or facial image from such a
high altitude, but they can identify backpacks, vehicle types,
and firearms (Image 2).3” These limitations would not apply
to the smaller drones that CBP is currently testing.3® Small
drones fly closer to the ground and can identify people’s eth-
nicity, height, weight, and hairstyle. Image 4 is a frame from
a video from one of CBP’s small drones.?? Small drones can
identify faces, and operators are able to read license plates,
signs, banners, and other writing from the air.

Worryingly, CBP wants to combine its small drones
with facial recognition software that could compare drone-
captured images to a vast array of images in law enforcement
databases.*® The FBI’s Facial Analysis, Comparison, and
Evaluation (FACE) Services unit allows the agency to access
driver’s license photos from 16 states and 411 million images
from other sources, including the State and Defense depart-
ments.*' The FBI’s Next Generation Identification and the
Interstate Photo System (NGI-IPS) include more than 30
million photos.** Around half of all American adults are in a
law enforcement facial recognition network.*

Facial recognition programs are prone to errors.** A May
2016 Government Accountability Office report revealed
that, although the FBI did not rigorously test the accuracy
of NGI-IPS prior to deployment, what testing did take place
found that the software failed 14 percent of the time to include
the correct person in a 50-person list.# Research on a num-
ber of facial recognition systems has found that their error
rates are not evenly distributed among races and genders.4° If

CBP’s small drones begin to use facial recognition technology,
law enforcement agencies run the increased risk of detaining
law-abiding people as suspected border crossers.

NON-BORDER PATROL USES
OF BORDER DRONES

CBP often uses its aircraft to assist non-Border Patrol
operations.*’ From 2010 to 2012, CBP operators flew 687
missions on behalf of other agencies.*® From 2013 to 2016,
only about half of CBP drone flight hours were actually in
support of Border Patrol.#? Furthermore, CBP reports that
20 percent of all Predator B flights were not in coastal or
border areas’° The cooperation between CBP and other
federal agencies means that Americans living near the border
aren’t the only ones who risk having their privacy infringed
by CBP drones.

State and local agencies also often request CBP drone
assistance for routine law enforcement matters. From 2013
to 2016, CBP drones flew 416 flight hours for state and local
police, often failing to record which police departments were
requesting CBP drone assistance.’' The first reported case
of a drone aiding a domestic arrest occurred in 2011 when
CBP deployed a drone without a warrant in North Dakota to
determine whether suspects that local police were seeking to
arrest were armed.’” A district judge rejected one of the sus-
pect’s motion to suppress the warrantless drone surveillance,
writing that “there was no improper use of an unmanned
aerial vehicle.”

DHS does not indicate whether CBP adheres to state
warrant requirements when assisting local law enforcement
agencies.’* For instance, Texas requires local police to obtain
warrants to conduct searches with drones, whereas the other
three southwest border states do not.”> Thus, CBP drones
could be aloophole allowing local police to evade local demo-
cratic scrutiny of drone use or the requirement for a search
warrant. Unfortunately, CBP fails to release sufficient data
on local support operations to identify exactly how they
are used.

RECOMMENDATIONS

If CBP chooses to continue flying expensive and ineffec-
tive drones, the agency should at least mandate the following
privacy protections:

® CBP should use its drones solely for border security
operations except in the case of states of emergency.




Image 1
CBP Predator electrical optimal

Image 2
Men with rifles in Iraq

Source: US. Department of Homeland Security.

Image 3
Predator infrared image

Source: L Espresso.

Image 4
CBP small drone image of the border

Source: CNN.

= CBP should not conduct drone surveillance more than
five miles from the border.

® Jf CBP does use its drones to support state and local
operations, it should ensure that its drone pilots com-
ply with state and local drone legislation, including
warrant requirements.

= CBP should not seek drones with facial recognition
capability, which puts law-abiding Americans’ privacy
at increased risk.

® At least six months before deploying new surveillance
technology, CBP should disclose details about the
technology’s capabilities, including information about
the type of data to be collected, how long CBP plans to
keep the data, when CBP will share the data, and with
whom it will share the data.

= CBP should study replacing drones with surveillance

Source: U.S. Customs and Border Protection.

technology that limits unnecessary data collection on
U.S. residents.

CONCLUSION

CBP’s drone program has failed to live up to its expecta-
tions. Its expense, disproportionately small contribution to
border security, and infringement on Americans’ privacy are
good reasons for CBP to wind down its drone program. How-
ever, if CBP does continue to use drones, it should further
constrain their use to prevent unnecessary data collection
of Americans. China and other authoritarian countries have
already begun to use drones to conduct domestic suspicion-
less surveillance, including of protesters and dissidents.’®
The United States should put in place safeguards to prevent
similar actions here.
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