
More than a month into the investigation, police 
had made little progress--so they decided to 

take a less conventional approach.

Police use geofence warrants when 
they know where a crime happened 

but have no idea who did it.

Where a traditional search warrant 
targets a specific suspect, a geofence 

warrant targets a specific area.

A geofence is a virtual boundary that police 
draw around a crime scene to identify who 

was in the area when a crime occurred.

Police then compel tech companies to 
hand over location data for everyone inside 
the boundary at the relevant time--allowing 

investigators to identify potential suspects.

On May 20, 2019, a man robbed 
the Call Federal Credit Union 

in Midlothian, Virginia.

Local police responded to the 
scene. They interviewed witnesses 
and reviewed surveillance footage 
but came up largely empty-handed.

We’ve looked 
through all the 
evidence, and we 

still have no 
leads.

| have an idea. 
Have you heard 
of a geofence 

warrant?
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In this case, police drew a geofence 
300 meters wide around the bank and 

other nearby businesses.

Geofence warrants force Google to 
cast a wide net, capturing Location 

History for any of its 500 million users 
who happened to be near the crime scene.

The result is a dragnet that sweeps up the data 
of countless innocent people--not because 
they are suspects, but simply because they 

were in the wrong place at the wrong time.

Google calls 
Location History 
optional. but 
every Google 
app prompts 

users to enable 
it--and warns 
them against 
opting out.

Today, more than 500 
million people are using 

Google’s Location 
History services.

When Google is served 
with a geofence warrant, 
it must turn over “Google 
Location History” for all 
users in a specified area 
during a set time window.

Google Location History 
tracks users' locations every 

two minutes, automatically 
collecting and storing this 
data whenever someone uses 

products such as Google 
Maps, Calendar, and Photos.

You need to hand over 
the records for every 

Google user whose phone 
pinged in this area before 
and after the robbery 

occurred.

oK, fine. but 
you’re not getting 

everything at 
once.

 We want to 
protect people’s 

digital records, so 
we’re going to go 

through this 
step-by-step.
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Google’s three-step 
process looked like this.

In Step One, Google produced 
anonymized information for every 

account inside the geofence during the 
30 minutes before and after the robbery.

In Step Three, Google unmasked specific 
users whom the police identified in Step Two: 

the potential suspect and any innocent 
people swept up in the geofence.

In this case, Step One revealed 19 users, and 
the pool narrowed to 9 people in Step Two. At 
Step Three, Google unmasked the identities of 

3 users--one of them, Okello Chatrie.

All of this was done without the knowledge or 
consent of the people swept up in the geofence.

Chatrie was 
arrested and 

charged with the 
bank robbery.

After his arrest, Chatrie filed a motion to 
suppress, arguing that the geofence 

warrant violated the Fourth Amendment.

In Step Two, police could request movement data 
for certain users identified in Step One. This time, 

they could follow the users’ movements inside and 
outside the perimeter over a two-hour window.

The Fourth 
Amendment requires 
that all warrants be 

supported by probable 
cause and particularly 

describe what the 
government intends 

to search.

| agree. 
However, | am not 

going to suppress 
the evidence because 
| believe the police 

were acting in 
good faith.
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based on this ruling, Chatrie entered a 
conditional guilty plea. He reserved his right 
to appeal the denial of his motion to suppress 

to the Fourth Circuit Court of Appeals.

The Fourth Circuit granted a rehearing en banc. It divided 
7–7 on whether a Fourth Amendment search had occurred. 
It affirmed in a one-sentence, unsigned opinion after Chief 

Judge Albert Diaz declined to break the tie.

The Supreme Court agreed to 
hear Chatrie’s case and finally 
answer the broader question 

that so divided the Fourth Circuit: 
Does the government need a 
warrant before it obtains 
Google location history?

Normally, courts answer this question 
by asking whether a person expected 
the thing searched to stay private-- 

and whether society accepts that 
expectation as reasonable.

but the “third-party doctrine” says that 
once someone shares information with a third 

party--such as a bank or a phone company--
they lose their expectation of privacy in it.

A divided Fourth Circuit panel affirmed the denial 
of Chatrie’s motion on different grounds.

The majority held that--despite the multiple 
rounds of review of Google users’ Location 

History records--no search occurred 
because Chatrie had voluntarily exposed 

his Location History to Google.
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With the development 
of new technology, 

courts have struggled 
with when to apply the 
third-party doctrine.

And this is especially true with digital 
records--including location history-- 

which are generated and stored by 
third-party companies, like Google.

In Chatrie v. United States, the Supreme Court 
decided whether the third-party doctrine 
applies to the cell phone location history 

Google generates and stores.

Predictably, the 
government argued that it 
did not need a warrant.

but the Court 
disagreed.

It resembles other types of private 
materials, including emails, documents, 

photographs, or calendars, that 
people reasonably view as their 

own--even when those materials are 
shared with a third party.

The Court explained that Google Location 
History is like a personal journal of a 

user’s movements, WITH INFORMATION THAT THE 
USER CAN DECIDE WHETHER AND HOW TO DISTRIBUTE.

Chatrie chose to share 
his location information with 

Google, a third party. He has no 
reasonable expectation of 
privacy, so we don’t need

 a warrant.

The government 
invades a reasonable 

expectation of privacy by 
accessing cell phone 

location data--even if the time 
window is limited or the data 

came from a third-party 
tech company.

| agree for a 
different reason. Statutes 
and case law confirm that 

Location History is a person’s 
“paper or effect” under the 

Fourth Amendment, and 
obtaining it counts as 

a search. 1818



The Court’s decision 
answered an important 
question about how the 

Fourth Amendment protects 
privacy in the digital age.

It is now up to lower courts 
to determine how far its 

logic reaches to protect 
against the next generation 

of technology-enabled 
surveillance.

Chatrie’s case is 
far from over.

The Court’s decision makes clear that the 
warrantless acquisition of cell phone location 

records violates the Fourth Amendment.

Here, the government had a warrant--just 
not a traditional one--and questions remain 

about whether the geofence warrant 
complies with the Fourth Amendment.

The Supreme Court has left that 
question to the lower courts 

to figure out…for now.
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