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Section 230 Protections
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EXECUTIVE SUMMARY

ection 230 is a cornerstone of how online speech
works in the United States. It allows websites
and platforms to host user-generated content
without being legally responsible for everything
their users say, while still giving them the freedom to
remove content that they and their users may find
objectionable. This legal framework helped the internet
grow into a place where millions of Americans can speak,

create, organize, and do business.

® Section 230 removed legal incentives that discouraged
content moderation, allowing online platforms to
engage in the moderation of user-generated content

without assuming liability for all user speech.

-
(('7?11

Section 230 has enabled more free expression and
innovation by protecting platforms from being held
legally responsible for everything posted by their users.
Weakening or repealing Section 230 would backfire,
pushing platforms to over-remove lawful speech, limit
features, or exit markets to manage legal risk.
Expanding platform liability would entrench large
incumbents by raising legal and compliance costs that
small and new companies cannot absorb, ultimately
reducing competition and innovation.

As new technologies emerge, such as generative

AJ, preserving a stable speech-protective liability
framework is essential for the United States to remain

aleader in innovation and free expression.
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INTRODUCTION

The US has the world’s most vibrant online speech
industry. This industry has arisen from the incredible
innovation of new products and platforms and resulted in
a drastic increase in the ability of users to create content,
express themselves, and access information. The explosion
in innovation and expression are the result of the US’s
pro-innovation policies.

Perhaps the most important and oft-discussed policy
is Section 230 of the Communications Act, as amended
by the Telecommunications Act of 1996. Section 230
provides liability protection for online platforms by holding
those who post content online responsible for any harms
associated with online speech, rather than the platforms
themselves. In the 30 years since the passage of Section 230,
countless websites, tools, and platforms have emerged and
prospered as a result.

But not everyone has seen Section 230 as an undisputed
good.' Some have framed Section 230’s liability protections
as a special handout to big technology companies.?
Others blame section 230 for the spread of arguably
harmful content online.? Still others believe it is used to
bias online speech against one group or political party.*
And many have confused how Section 230 interacts with
the First Amendment’s protection of free expression, even
30 years after Section 230 went into effect.® For these
reasons, there have been many proposals to modify or

eliminate Section 230.

“While policymakers and critics
may have various concerns
around technology, Section 230 is
not the problem, but rather part of
the solution.”

In this paper I will explain the history behind
Section 230, what it does, and how it works together with
the First Amendment to protect speech online. I will also
show why various efforts to limit or remove Section 230
would be harmful to expression and innovation, and
discuss how we should think about Section 230 as

we move forward with new technologies, such as Al

While policymakers and critics may have various concerns
around technology, Section 230 is not the problem,

but rather part of the solution. By protecting online
platforms—big and especially the small—from onerous
legal liability, Section 230 continues to move us toward a

more innovative and free future.

A BRIEF HISTORY OF ONLINE
SPEECH AND LEGAL PROTECTION

The early 1990s saw the rise of the modern internet with
the development of the World Wide Web and the emergence
of user-friendly browsers.® But with the emergence of
this new boundless internet, legal questions quickly arose
regarding intermediary liability, that is, to what degree
are intermediaries such as websites liable for hosting
defamatory and other forms of problematic content created

by third parties.

Why Section 230 Was Created

In the case of Cubby, Inc. v. CompuServe Inc. (1991),
Cubby was an early online news publication that sued a
competitor newsletter, Rumorville, for libelous statements
made about Cubby’s business practices. Cubby also sued
CompuServe—one of the dominant early online services
that connected users online via message boards, moderated
forums, file sharing, and connection to the broader
internet—because CompuServe hosted the Rumorville
publication.” Ultimately, the federal court dismissed the
case since CompuServe was a distributor and “neither
knew nor had reason to know of the allegedly defamatory
statements.”® Given the growing amount of content on the
nascent internet, the decision recognized that it would be
“no more feasible for CompuServe [or other internet services
and platforms] to examine every publication it carries for
potentially defamatory statements than it would be for any
other distributor to do so.”’

But even this level of liability protection was only
partial. Once a distributor was notified of the potentially
problematic speech, the distributor then had reason to know
and could be held liable for any inaction from that point
forward.!® In essence, the Cubby case had created a notice

and takedown liability regime. And it created an incentive



for online services to be ignorant about the content they
were hosting because then they could legitimately claim to
have no knowledge of any given piece of content and thus

avoid liability.

“Companies may face a ‘moderator’s
dilemma,’ in which they have a
perverse incentive to not moderate,
even if most users want at least
some moderation.”

And then the Stratton Oakmont, Inc. v. Prodigy Services
Co. case in 1995 would further throw the question of legal
liability into doubt. A user posted on Prodigy’s “Money
Talk” message board accusing Stratton Oakmont and its
president, Daniel Porush, of various financial crimes and
fraud—notable given that Porush would plead guilty to
financial crimes in 1999, and Stratton Oakmont is the
company depicted in film The Wolf of Wall Street. But Porush
sued Prodigy, arguing that Prodigy should be held liable
for defamatory content posted on its message boards.

The primary difference between Prodigy and CompuServe
was that Prodigy tried to play some role in moderating
content. It had content guidelines and could remove posts
or users for violations." The New York court found that
“such decisions constitute editorial control” and that even
though such control was incomplete or imperfect, it “does
not minimize or eviscerate the simple fact that Prodigy has
uniquely arrogated to itself the role of determining what
is proper” on its service.”® By trying to be a more “family-
oriented” type of service, Prodigy had made itself liable for
content posted by its users.”

These cases presented a dilemma to the burgeoning set of
websites hosting user speech. On the one hand, platforms
may want to remove obscene, noxious, or objectionable
content to cultivate websites that do not scare away or
disgust users, but engaging in such moderation makes
them liable for any harmful speech. On the other hand,
being purposefully ignorant of user-generated content and
moving to aggressively remove content only once informed
of its potential harm might create disruptive and unhelpful

experiences for users, but at least companies acting this way

couldn’t be held liable for what their users posted. The result
of this “moderator’s dilemma” was that companies faced

a perverse incentive to not moderate, even if most users
wanted at least some moderation.™*

In response to the moderator’s dilemma exemplified by
the Cubby and Stratton Oakmont decisions and concerns
about the impact they would have on online speech and
innovation, Reps. Chris Cox (R-CA) and Ron Wyden (D-OR)
successfully added an amendment to the Communications
Decency Act 0of 1996, a law attempting to regulate indecent
online speech through updates to the Communications Act
of 1934."° This amendment would become Section 230 of the

Communications Act.

What Is Section 230?

Section 230 of the Communications Act opens with
the findings of Congress that identify the importance
of allowing the internet to flourish through various
online services and the desire of the US government to
promote innovation and greater expression by removing
disincentives for the development of content-moderation
tools. Even years later, this remains central to understanding

the law. The core legal protections include:

(c) Protection for “Good Samaritan” Blocking and
Screening of Offensive Material.—
(1) Treatment of Publisher or Speaker.—No provider
or user of an interactive computer service shall be
treated as the publisher or speaker of any information
provided by another information content provider.
(2) Civil Liability.—No provider or user of an
interactive computer service shall be held liable on
account of—
(A) any action voluntarily taken in good faith to
restrict access to or availability of material that
the provider or user considers to be obscene, lewd,
lascivious, filthy, excessively violent, harassing,
or otherwise objectionable, whether or not such
material is constitutionally protected; or
(B) any action taken to enable or make available
to information content providers or others the
technical means to restrict access to material

described in [subparagraph (A)]."



What Liability Protections
Section 230 Offers

Section 230 offers two related sets of liability protection
to all websites, platforms, and online service providers that
host user-generated content.”” First, Section 230 states
that interactive computer services shall not be treated as
the publisher or speakers of information that was provided
by a third party. This provision is aimed at the limited-
liability protection offered under the Cubby decision by
clearly establishing that user-generated content that an
online service hosts, publishes, or distributes should not be
treated as its own speech. As Cox has summarized: “What
Section 230 added to the general body of law was the
principle that an individual or entity operating a website
should not, in addition to its own legal responsibilities,
be required to monitor all of the content created by third
parties and thereby become derivatively liable for the

illegal acts of others.”"®

“The innovation of Section 230—
notes Rep. Chris Cox (R-CA)—is
that a website should not be
required to monitor all of the
content created by third parties
and become derivatively liable for
theillegal acts of others.”

The second liability protection offered by Section 230
is that a platform maintains its protections from liability
even if it acts to moderate content. This provision directly
addresses and reverses the Stratton Oakmont decision by
allowing platforms to moderate online content in good
faith that the platform considers obscene, lewd, lascivious,
filthy, excessively violent, harassing, or otherwise
objectionable, without being held liable as a result. This
provision also protects platforms that create and share
tools that empower others to restrict content that may
be objectionable. In sum, it permits companies to create
websites and platforms that are not a free-fire zone where
any and all speech must be tolerated. Instead, it allows
companies to take action against speech that is protected

by the First Amendment but that the company and its users

may not wish to see. There has been some disagreement
among the relatively few court cases addressing how widely
to interpret the “good faith” or “otherwise objectionable”
clauses, but the decisions of these cases have generally
supported the right to reduce or remove content."”
Furthermore, Section 230 exempts several categories from
liability protection. Section 230 cannot be used as a defense
in cases involving the enforcement of federal criminal
laws, which has been interpreted to mean that Section 230
provides protection from prosecution under state criminal
laws, but not federal law.*° For example, Section 230 does
not shield platforms from prosecution under child sexual
exploitation laws if the federal government finds a platform
to be actively taking part in the exploitation of children.
Section 230 immunity also does not apply to “any law
pertaining to intellectual property,” thus it does not protect

against lawsuits regarding copyright or trademark issues.”

Essential Legal Interpretations
of Section 230

The first legal case involving Section 230 was Reno v.
ACLU, in 1997, in which a unanimous Supreme Court quickly
struck down most of the Communications Decency Act for
violating the First Amendment. But importantly, it did not
strike down Section 230.22 As a result, Section 230 went into
effect and began to appear in legal disputes.

The first major case focused on Section 230’s protections
was Zeran v. America Online, Inc., also in 1997. In 1995,
an anonymous user or users posted content on America
Online’s (AOL’s) bulletin boards that praised the Oklahoma
City Bombings, notably by advertising for sale items that
included slogans such as “Visit Oklahoma, It’s a BLAST!!!”
or “McVeigh for President 1996.” The advertisements told
those who were interested in the items to call Ken, and they
listed the phone number of Kenneth Zeran, who had nothing
to do with the content. Zeran was quickly inundated with
phone calls expressing anger and threats. While AOL worked
to take down content when notified by Zeran, it could not
stem the tide of new posts that resulted in more phone calls
and threats. Zeran sued AOL for not taking sufficient action
to remove this harmful content. But the district court and
the Fourth Circuit agreed that Zeran was attempting to

hold AOL responsible for being a publisher of content that



it had not created. The courts in Zeran faithfully interpreted

Section 230, stating that

Congress made a policy choice, however, not to deter
harmful online speech through the separate route

of imposing tort liability on companies that serve as
intermediaries for other parties’ potentially injurious
messages. Congress’ purpose in providing the § 230
immunity was thus evident. Interactive computer
services have millions of users. . . . The specter of tort
liability in an area of such prolific speech would have
an obvious chilling effect. . . . Faced with potential
liability for each message republished by their
services, interactive computer service providers might
choose to severely restrict the number and type of

messages posted.”

In Zeran and subsequent cases, the courts’ Section 230
jurisprudence recognized that liability protections allow
platforms to have lawsuits that target them for hosting and
moderating the speech of third parties dismissed quickly,
rather than going through the full range of costly litigation.
This interpretation was formalized by the courts into a three-
part test, first developed in Barnes v. Yahoo!, when considering

whether to dismiss a lawsuit on the grounds of Section 230:

® The defendantis an interactive computer service;

® The plaintiff’s claim treats the defendant as a
publisher or speaker; and

® The plaintiff’s claim derives from content the

defendant did not create.?*

If a platform meets all these conditions, then it is protected

from liability and the case is dismissed.

Section 230’s Benefits to Companies

Without Section 230, some lawsuits would find
companies liable for hosting different sorts of harmful
speech or making certain content-moderation decisions,
thus imposing significant penalties on them. Other lawsuits
against platforms would ultimately fail to prove that the
platform was responsible for whatever harm was alleged,

yet would still be very costly.

According to a 2019 report by Engine, an organization
focused on supporting start-up technology companies,
legal costs dramatically increase once litigation begins.
The costs of discovery and an actual court battle can rise
into hundreds of thousands of dollars or more.* Even for an
organization confident of winning at trial, it may simply be
cheaper to settle rather than proceed. The problem is that
facing such legal costs as a regular occurrence will quickly
devastate a company. Section 230’s liability protections
allow platforms to request the dismissal of such cases right
from the beginning. The legal costs of handling a motion
to dismiss are likely in the $15,000 to $40,000 range but
can reach as high as $80,000. Still, such costs are far lower
than a full lawsuit and, because itis handled early in the
legal process, succeeding with a motion to dismiss will
be far less disruptive to the ongoing operations of the
platform. And Section 230’s clear protections also serve as
a disincentive for lawsuits targeting platforms for hosting

user-generated content in the first place.

“Legal protections are especially
critical for smaller platforms and
websites that simply do not have
the resources to employ extensive
content moderation and legal
teams.”

These legal protections are especially critical for smaller
platforms and websites that simply do not have the
resources to employ extensive content moderation and
legal teams that would be necessary to adjudicate cases
in a more litigious environment without Section 230.%
Without Section 230, these small companies would have
to pull their limited staff and monetary resources away
from developing innovative new products and services to
instead address constant legal risks and costs. This may
entirely prevent a startup from developing a successful
product. A 2019 study by Techdirt founder Mike Masnick
found that 28 percent of social media startups—governed
by Section 230—were successful. But startups in the
digital music space—governed by a far less protective

liability regime under the Digital Millenium Copyright



Act—succeeded a bit less than 8 percent of the time.?’
Section 230 was, and remains, essential for online

innovation and competition.

CHALLENGES TO SECTION
230 AND ONLINE SPEECH

Section 230, together with the First Amendment’s
protections for speech, has created a powerful bulwark
against government and costly legal threats to online
speech, resulting in an unprecedented surge in expression
and economic opportunity. Such changes, however, have
given rise to various objections, whether it be complaints
about too little content moderation, too much or biased
moderation, or just that Section 230 is a special handout to
technology companies that is unfair and unnecessary.

Ultimately, even though these issues vary significantly,
they have created enough common cause for a significant
number of experts and policymakers to call for major
reform, or even abolition, of Section 230, as well as more
general assaults on online speech. Over time, these critics
have proposed a host of potential changes or challenges
to Section 230 or the First Amendment, with several
limited examples passing into law. While they may be
well intentioned, such changes pose a major risk to free
expression and innovation by threatening intermediaries
that carry user-generated content. These various arguments
and proposals may seek to rectify some real or perceived
inequity or injustice under the current pro-expression
legal framework, but these proposals to create additional
liability and responsibilities for online platforms will have
significant counterproductive consequences.

The primary objections to Section 230 protection for
online speech could be grouped into three buckets: failures to
moderate; aggressive moderation and bias; and Section 230

functioning as a special handout to large companies

Failures to Moderate

A core critique of Section 230 is that platforms have
failed to moderate sufficiently to merit legal protection.
This criticism sometimes targets specific categories of
content—such as pornography, human trafficking, or

terrorist material—and at other times it reflects broader

concerns, including content deemed harmful to minors.
While free-expression advocates rightly emphasize the
extraordinary benefits that strong legal protections have
enabled, these arguments do not negate the seriousness of
these concerns.

One of the most prominent challenges to Section 230
involved Backpage.com, a classified advertising site similar to
Craigslist, which became known for its adult services section.
That section frequently included sex trafficking, including
trafficking of minors. Although Backpage claimed to combat
illegal activity, it often edited ads to obscure their illegality,
effectively facilitating trafficking. While courts initially
shielded Backpage under Section 230—sometimes expressing
regret at their inability to impose accountability—Ilater
rulings found that the site’s active role in rewriting ads made
it an information provider, thus stripping it of Section 230
protection. The site’s owners were ultimately convicted of

money laundering under existing law in 2023.%8

“The mostimmediate and
predictable consequence of
measures intended to hold
companies liable for harmful
contentis to strongly incentivize
overmoderation in order to
reduce legal risk.”

In two cases that were decided by the Supreme Court in
2023, Google v. Gonzalez and Twitter v. Taamneh, families
of victims killed in ISIS terrorist attacks argued that social
media platforms aided and abetted terrorism by allowing
terrorist content to spread. The platforms contended that
Section 230 barred such claims and that merely operating
platforms that were misused by terrorists did not constitute
aiding and abetting. The Court declined to rule on
Section 230, instead holding that a failure to remove enough
ISIS-related content—“out of hundreds of millions of users
worldwide and an immense ocean of content”—did not
amount to intentional aid or participation in terrorism.?’

The situations described here and elsewhere are
unquestionably tragic.*® In response, policymakers have

proposed—and in some cases adopted—measures intended



to hold companies accountable for harmful content.

The most immediate and predictable consequence of
these policies, however, is to strongly incentivize over-
moderation in order to reduce legal risk. Platforms must
identify and remove content for which they may be held
liable. Yet beyond such clearly covered content lies a far
larger gray area, where users discuss harmful topics in
indirect, academic, satirical, critical, or otherwise lawful or
nonharmful ways. Although this speech is not the intended
target of such policies, its proximity to prohibited content
makes it risky to host. Faced with limited moderation
resources and significant legal exposure, companies will
predictably err on the side of removal, silencing large

amounts of legitimate and valuable speech at scale.

The Error of FOSTA-SESTA

A prominent example of over-moderation following a
policy change that limited Section 230’s liability protections
is the 2018 joint passage of the Fight Online Sex Trafficking
Act and the Stop Enabling Sex Traffickers Act (FOSTA-
SESTA, commonly referred to as just FOSTA). FOSTA was
enacted largely in response to Backpage, even though courts

ultimately allowed Backpage to be prosecuted and taken

down under existing federal criminal law. Early prosecutorial

failures, however, led policymakers to conclude that
additional action was needed to compel platforms to do
more to combat sex trafficking. No one doubts the good

intentions behind these efforts to stop horrific abuse.

“As with many online speech
issues, existing laws are often
sufficient to address harmful
conduct, although common-law
development may take time to
reach the correct outcome.”

But sadly, the actual impact of FOSTA has been to broadly
silence online conversations about sex.* By stripping
Section 230 protections from platforms hosting content
related to sex trafficking and prostitution, the law exposed

them to significant legal risk. As a result, platforms have

removed lawful and nonharmful content to avoid liability.
This includes sex education, discussions among sex workers
about safety or dangerous clients, and information about
legal sexual activity. In some cases, entire sex-related
platforms shut down in response to liability concerns.
Rather than protecting people from sexual crimes or
trafficking, FOSTA has often limited access to safety-related
information. Moreover, FOSTA has rarely been used to
prosecute traffickers and it has not been successfully used to
impose civil liability on platforms.*>

Finally, this rarely used law—with its narrow but outsized
impact on lawful speech—was not necessary to address
Backpage. Courts ultimately determined that Backpage’s
conduct fell outside Section 230’s protections and convicted
its owners of money laundering related to prostitution and
sex trafficking. As with many online speech issues, existing
laws are often sufficient to address harmful conduct,
although common-law development may take time to reach

the correct outcome.

Broader Proposals to Compel Moderation

Other proposed bills would similarly create liability for
platforms that host various forms of user-generated content,

including platforms that:

® host the advertisement and sale of illicit drugs;*

® host firearm sales;**

e fail to report terrorist activity;*®

® host “health misinformation;”3¢

® fajl to remove any content that could cause
“irreparable harm;”*

® use algorithms to recommend or sort content that is
harmful; 3

® host content resulting in “bodily injury or harm to
mental health” of children;* or

® fajl to take “reasonable efforts to address unlawful

activity.”*°

Of course, some advocates and policymakers have proposed
going as far as removing Section 230 entirely.*!
Each of these proposals would create new areas of

potential liability for platforms and websites that extend

beyond criminal and objectively harmful content, especially



as some harms being targeted are vague and subjective.
For example, removing liability protections for platforms
hosting content related to illicit gun sales or gun crimes
would likely result in the removal of lawful discussion of
firearms or gun rights advocacy. Eliminating Section 230
protections for platforms where illicit drug sales occur
would similarly incentivize the removal of content

about drug rehabilitation and recovery. Policies aimed at
protecting minors from harmful content, such as material
related to anorexia or self-harm, would likely suppress
access to resources and support for those facing mental
health challenges. In each case, the threat of liability may
reduce some harmful content, but it will also predictably
eliminate lawful and even beneficial speech, sometimes

closing entire communities, websites, or platforms.

“The threat of liability may reduce
some harmful content, but it
will also predictably eliminate
lawful and even beneficial
speech, sometimes closing
entire communities, websites, or
platforms.”

The effects would extend far beyond social media,
shaping what products can be sold on platforms such
as Amazon or Etsy, what reviews appear on Yelp or
TripAdvisor, and what search results are displayed by
Google or DuckDuckGo. Proposals to repeal Section 230
altogether would fundamentally alter online engagement,
reviving the perverse incentives of the early 1990s:
Platforms would either moderate very little or else
aggressively moderate, quickly removing any content that
poses even a potential liability.

Arecent example from 2025 is the well-intentioned TAKE IT
DOWN Act, which holds platforms responsible for failing to
promptly remove nonconsensual intimate imagery, including
Al-generated content, despite Section 230’s traditional
protections for hosting third-party content. While such
material is illegal and those who create it should be held
accountable, imposing liability on platforms incentivizes

more moderation than likely would otherwise occur. Under a

notice-and-takedown regime, platforms will likely remove
a wide range of sexual content out of fear of Federal Trade
Commission enforcement, including political satire, cartoon
or Al-generated imagery, controversial but lawful material,
or sexual content that someone simply wants suppressed.
Although such speech may fall outside the law’s scope,
platforms would still have to assess legal risk within 48 hours.
Compounding the problem, the reporting system imposes
no penalties for fraudulent or frivolous claims, thus enabling
abuse by political or powerful actors. Smaller platforms, with
limited moderation capacity and legal resources, will struggle
the most and may respond by removing speech by default or

banning entire categories of content to reduce their risk.

Section 230 Critiques Are Often Attacks on
the First Amendment

Itis important to also note that many policies target
third-party speech that, while potentially harmful or
illegal, includes a great deal of speech protected by the
First Amendment. Content labeled as “misinformation,”
generically harmful content, and firearm sales are examples
of protected speech. In these instances, policymakers aren’t
really frustrated with Section 230— they are frustrated with
the First Amendment.

This frustration was recently on display in the aftermath
of the assassination of Charlie Kirk, in which some users
posted content ghoulishly celebrating the murder. This
led Rep. Clay Higgins (R-LA) to demand that social media
companies remove such content and ban users from posting
it. Higgins argued: “If you shield these offenders, Section 230
will not protect your platform from vigorous exposure.”*:
Higgins’ anger towards Section 230 is misplaced; while
platforms can remove this content if they wish to, the speech
he objects to is protected by the First Amendment, and it
would similarly be lawful if it were written in a newspaper

or stated in a city council meeting.*®

Platforms Are Still Responsible for Their
Own Speech

Section 230 does not protect platforms, however, from
liability for everything they do. As discussed earlier, courts

ultimately found the owners of Backpage guilty for their role



in sex trafficking because their actions materially contributed
to the development of unlawful content. Section 230 defines
an “information content provider”—and thus a potentially
liable party—as any entity “responsible, in whole or in part,
for the creation or development of information.”** While
early cases such as Zeran established the statute’s core
interpretation, courts have since worked to clarify when a
platform’s conduct transforms it from a protected interactive
computer service into an unprotected content provider.

One of the first major cases to address this question was
Fair Housing Council of San Fernando Valley v. Roommates.com,
LLC (2008).*® There, the Ninth Circuit held that Roommates
was potentially liable for discriminatory content because
it created mandatory questions and pre-filled dropdown
answers that enabled illegal discrimination. Because
those questions and answers were the platform’s own
speech, Section 230 did not apply. But the case noted that
Roommates did maintain Section 230 liability protection
for other parts of its form that did not include Roommates’
speech, such as user-generated content entered into the
“additional comments” field. This distinction attempted to
put into practice Section 230’s key principle: Platforms are
not responsible for carrying or moderating user speech, but
they are responsible for their own.

Subsequent cases reflect continued disagreement over
which platform activities transform companies into
potentially liable speakers. A prominent example is Herrick v.
Grindr (2019). Matthew Herrick’s former boyfriend created
false dating profiles impersonating Herrick, leading more
than 1,400 men to appear at Herrick’s home and workplace
in the belief that he was seeking sexual encounters. While
several platforms removed the impersonating accounts,
Grindr did not. Herrick sued, arguing that Grindr’s product
and design decisions were unsafe, particularly its failure to
implement tools to block virtual private networks (VPNs) and
prevent the impersonation. Grindr responded that its design
choices—including allowing VPN access—were core content
moderation and curation decisions protected by Section 230.
Given that homosexuality is illegal or stigmatized in many
jurisdictions around the world, Grindr deliberately allowed
VPN access to protect user privacy and security. The Second
Circuit agreed, holding that Herrick’s injuries were caused by
his ex-boyfriend’s actions and that the lawsuit impermissibly

sought to hold Grindr liable for user-generated content.*

By contrast, in Lemmon v. Snap (2021), the Ninth Circuit
held that Section 230 did not apply where Snapchat
created a speed filter that appeared to reward fast driving
and was used in a fatal high-speed crash. The court
concluded that Snapchat was subject to negligent
design claims because it created the filter, and that the
plaintiffs’ claims “standing independently of the content
that Snapchat’s users create with the Speed Filter.”*’

That decision has divided Section 230 supporters.

Some worry that Lemmon opens the door to lawsuits
targeting core platform features, such as algorithms,
recommendations, groups, or content categorization.

As legal scholar Eric Goldman notes, the case leaves
uncertainty about whether Section 230 would protect
YouTube if it created an “urbexing” category that allegedly
encouraged trespassing, or would protect TikTok if a

user injured themselves or a bystander while performing

a dangerous stunt that the platform was accused of

promoting, even if the video was never posted.*®

“In many cases, third-party
speech is protected by the
First Amendment; in these
instances, policymakers
aren’t really frustrated with
Section 230—they are frustrated
with the First Amendment.”

The decision in Lemmon may leave the door open to
broader product liability challenges to platforms’ basic
designs; perhaps the distinction worth noting is not one
of product liability that those like Goldman rightly fear,
but rather that of speech creation and development as
discussed in the Roommates and Backpage decisions.
Snapchat created the speed filter, and the filter significantly
modified and developed the final piece of content.

Section 230 does not apply to any information content
provider “that is responsible, in whole or in part, for the
creation or development of information.”*’ So in this
sense, the speed filter was Snapchat participating, at least
in part, in the creation of information or content rather

than merely hosting it or recommending it. Other product



design features that merely categorize, curate, recommend,
and host content are different in that they share user
content but don’t participate in the creation of the content.
And just because a company such as Snapchat does not
have Section 230 protections for speed filters does not make
it immediately liable, but courts can decide the degree to
which speech-modifying tools, such as a speed filter, are
responsible for some harm.

Taken together, these cases show courts engaging
in a common-law process to define the boundaries of
Section 230. The statute shields platforms from liability
for hosting user-generated speech but not for speech they
help create. Proposals to further limit or repeal Section 230
risk disrupting this balance, encouraging over-moderation,
silencing lawful speech, and sometimes harming the very

groups such measures aim to protect.

Accusations of Ideological Bias

Another common critique of Section 230 is that it has
allowed large technology firms to consistently suppress or
censor too much speech or certain viewpoints. This is an
argument most frequently, but not exclusively, made by
conservative and right-of-center figures.’® Most notably,
this was used to justify the passage of bills in Texas
and Florida forbidding biased content moderation.

Gov. Greg Abbott (R-TX) defended the legislation: “There
is a dangerous movement by social media companies to
silence conservative viewpoints and ideas. That is wrong,
and we will not allow it in Texas.”' Sen. Ted Cruz (R-TX)
noted: “There are a great many Americans who I think are
deeply concerned that Facebook and other tech companies
are engaged in a pervasive pattern of bias and political
censorship.”** President Donald Trump, posting on X, said
that “Republicans feel that Social Media Platforms totally
silence conservatives voices. We will strongly regulate,

or close them down, before we can ever allow this to
happen.”*?

These critiques argue that social media should be neutral
and open to all perspectives. Online platforms, in this
view, are not private venues but rather public spaces, like
a town square, that should not be closed off. Some people
making this argument repeat the mistaken understanding

that under Section 230, online service providers that want
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liability protection as platforms cannot also exercise their
First Amendment rights to editorial control through content
moderation and curation. As a result, the policy proposals
coming from these critics try to control and limit content
moderation either by placing conditions on Section 230’s
liability protection or by ignoring Section 230 and arguing
that requirements on how social media moderate content do

not run afoul of the First Amendment.

Policies to Make Platforms Carry Speech

There have been multiple proposals to directly limit
Section 230 in order to discourage content moderation,
either broadly or in specific context. These include
bills to limit Section 230 moderation protections for
moderation of illegal content and select other categories,
such as terrorism promotion content, self-harm content,
excessively violent content, or obscene content;>* limit
Section 230 protections only to the moderation of illegal
content;> label social media platforms as common
carriers, creating new obligations for platforms to carry
user content, not allowing for discrimination, and creating
private rights of action and state government rights to sue

as well;*® and fully repeal Section 230.”’

“The result of turning moderation

decisions into a potential liability
will be that platforms are forced
to provide whatis essentially an
unfiltered and ugly social media
experience to users.”

Such efforts to repeal or limit Section 230 would
predictably recreate the perverse incentives that followed
Cubby. Any moderation would carry potential liability,
encouraging platforms to adopt a hands-off approach.
Comment sections would be overwhelmed with vile
content; social media flooded with spam, pornography,
and graphic imagery; and niche platforms, such as
Christian Mingle or Grindr, would be forced to host
content their users find bigoted or immoral. Review sites

such as TripAdvisor or Yelp would be compelled to



allow off-topic or abusive comments that undermine

meaningful reviews. At the same time, those most eager

to sue platforms would exploit these rules to suppress

critical content. The result would be widespread closure

or restriction of comment sections, the removal of useful

reviews, distorted information for users, and entire

websites shutting down due to compliance and legal costs.
As previously mentioned, Texas and Florida passed

laws that prohibited large social media platforms from

moderating content in certain ways. Florida required

platforms to “apply censorship, deplatforming, and shadow

banning standards in a consistent manner among its users

on the platform.”*® Florida also restricted the moderation

of journalistic enterprises and candidates for office.

Texas prohibited moderation based on “the viewpoint of the

user or another person” or the viewpoint represented in the

user’s expression.” Both Texas and Florida claimed to have

exceptions that allowed for the moderation of exploitative,

violent, and illegal content.

“By creating liability for
moderating too much or in ways
that a government believes to be
censorial and biased, platforms
face perverse incentives to relax
all moderation.”

These laws ultimately were struck down by the Supreme
Court, but the case revolved around the First Amendment
and online speech—issues that the case did not fully
resolve.®® But in her majority opinion, Justice Kagan wrote
that “the editorial judgments influencing the content of
those [platform] feeds are, contrary to the Fifth Circuit’s
view, protected expressive activity. And Texas may not
interfere with those judgments simply because it would
prefer a different mix of messages.”®

And just as with the federal legislation discussed above,
by creating liability for moderating too much or in ways
that a government believes to be censorial and biased,
platforms face perverse incentives to relax all moderation.
For example, the Texas law prohibits “censorship,” that

is, content moderation, based on viewpoint. But the

Ku Klux Klan, neo-Nazis, Antifa, ISIS, and many other violent
extremist organizations have viewpoints. If proponents of
these viewpoints aren’t directly inciting violence but instead
merely sharing their offensive ideas, the Texas law would
prohibit platforms from moderating such content. The same
risk applies to pro-anorexia, pro-suicide, and other harmful
viewpoints. Moderating graphic content in a way that
restricts pro- or anti-abortion content, human rights abuses,
or transgender medical information could also trigger
liability. And since these laws allow private actors to pursue
lawsuits, nearly any perceived inequity in treatment could
resultin litigation.

The result again is that many moderation decisions
will create a potential liability and platforms will be
forced to provide what is essentially an unfiltered and
ugly social media experience to users in those states.®
Alternatively, some platforms may be able to survive by
moderating very strictly and disallowing entire categories
of speech.®® On platforms taking this approach, cat videos
might survive but discussions of major social and political

issues would be highly curtailed.

Other Attempts to Compel Platforms to
Host Speech

On the regulatory front, there are also proposals to grant
the Federal Communications Commission (FCC) authority
to police the application of Section 230 by enforcing its
good-faith moderation clause.®* In practice, this easily could
be used to punish insufficient moderation or decisions that
conflict with the preferences of the current FCC. Because the
Commission’s leadership changes with each administration,
moderation deemed good faith today could be considered
bad faith tomorrow, making the standard impossible to
apply consistently.

Such a regime would likely produce sharp swings
in content moderation every four years and normalize
government jawboning, as informal pressure could be backed
by the threat of formal FCC investigations and penalties.®®
This approach would also raise serious First Amendment
concerns due to its inherently viewpoint-based enforcement,
and it would also require an expansive reading of the FCC’s
authority over Section 230—one that courts are unlikely to

accept under post-Chevron jurisprudence.®®
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As with those who want more moderation, those who
want less moderation or less bias have also argued for
policies that try to sidestep Section 230. For example, they
might argue that rather than directly limiting Section 230,
platforms have to promise that their platforms are open
for discussion in their terms of service or marketing.

The platforms, therefore, should be held responsible when
they moderate aggressively or moderate in a way that s
deemed to be biased, because they are ostensibly failing to
live up to their end of the contract they made with users.
Interestingly, this same argument is made by advocates
who believe that platforms have failed to remove enough
harmful speech.®’

Such arguments may cite Barnes v. Yahoo, in which a
court found that Section 230 did not apply to a decision
made by Yahoo. In that case, Yahoo had explicitly promised
Barnes that they would remove some defamatory content.
And Barnes, relying on that promise, then didn’t take
other actions to protect herself because she was relying
on that promise. So when Yahoo broke its promise, Barnes
suffered additional harms since she had relied on Yahoo'’s
promise. In other words, the case did not hinge on broad
terms of service obligation, but rather the legal doctrine of
promissory estoppel.

Furthermore, looking at the nature of terms of service
agreements quickly makes it clear that they rarely place
strict requirements on how exactly social media platforms
should moderate. For example, here are the relevant
sections of Meta’s Terms of Service regarding users

expression and moderation:

We help you find and connect with people, groups,
businesses, organizations, and others that matter to
you across the Meta Products you use. . ..

There are many ways to express yourself on
Facebook to communicate with friends, family, and
others about what matters to you. . .

If we learn of [violating] content or conduct like
this, we may take appropriate action based on our
assessment that may include - notifying you, offering
help, removing content, removing or restricting
access to certain features, disabling an account, or
contacting law enforcement. . ..

You may not use our Products to do or share anything:

12

That violates these Terms, the Community
Standards, or other terms and policies that apply to

your use of our Products.*®

The language regarding what Meta promises to do is quite
nuanced and aspirational, rather than strict and binding.
It says it will help users connect with others and express
themselves. It says it may take down harmful content,

but it depends on their policies and assessments of any
individual piece of content, not to mention the countless
numbers of mistakes that will naturally occur, as platforms
are making billions of content-moderation decisions.

On the other hand, it places a binding obligation on users
to follow the content policies and other policies that Meta
establishes as terms for using its platforms.® In other
words, if a user is unhappy that Meta has moderated their
content because of a violation, Meta has not broken its
terms of service. Instead, it is the users that have broken
the terms of service, either deliberately or because they

have misunderstood Meta’s policies.

Section 230 as a Special Handout

In addition to arguments about whether existing laws
protecting content moderation are incentivizing poor
or biased behavior, a final line of argumentation is that
Section 230 somehow is no longer necessary or is a special
handout to large technology companies.” In other cases,
these arguments seem to suggest that what was perhaps
needed at the start of an infant industry is now problematic.

These arguments are usually used as additional
justification for why platforms should lose Section 230
protection. Ultimately these arguments purport that
Section 230 protections have, at best, distorted online
speech and content moderation,” or at worst, pose a broader

threat to democratic norms.”?

Section 230 and the Evolution of Liability

But is Section 230 some sort of special corporate
handout? A review of liability standards for carrying
third-party speech shows that Section 230 is not so
radically different than evolution of the common-law

liability.” Section 230 means that online platforms are



not treated as publishers of third-party speech, nor

do their efforts to moderate content make them liable

for third-party speech. Historically though, media
organizations such as newspapers were generally liable

for all the speech that they published, even if it was merely
republishing the speech of an outside party. As noted in
the prominent legal text Prosser and Keeton on the Law of
Torts, the traditional multiple publication rule holds that
“every repetition of a defamatory statement is considered a

publication,” giving rise to liability by republishers.”

“Section 230 embodies a balance
between liability and speech,
recognizing the technical reality of
the internet and the impossibility
of perfectly monitoring every
piece of user-generated content.”

But as noted by my Cato colleagues Brent Skorup
and Jennifer Huddleston, the courts have been steadily
diminishing this strict liability rule for republishing and
distributing outside speech.” For example, even in the
1930s courts began to recognize that emerging technologies
such as telegraph and radio presented practical difficulties
of holding republishers liable for defamatory content,
and so the courts began carving out new liability regimes.
Over time, these radio and wire service liability regimes
continued to expand to other speakers, including broader
news organizations and mass media, often known as
conduit liability. For example, in 1992, a plaintiff sued
local CBS affiliates for running a 60 Minutes program
for supposedly defamatory content. The Ninth Circuit
affirmed a district court decision in Auvil v. CBS 60 Minutes
that holding local TV stations liable for broadcasting of
60 Minutes content would require “the creation of full
time editorial boards at local stations throughout the
country which possess sufficient knowledge, legal acumen
and access to experts to continually monitor incoming
transmissions and exercise on-the-spot discretionary calls
or face $75 million dollar lawsuits at every turn. That is
not realistic.”’® And furthermore, the court determined

that local affiliates maintained editorial control over

their broadcasts and that exercising such control at times
did not mean they were liable for acting as a conduit in
broadcasting third-party content.

Similarly, the Supreme Court has found that overly
restrictive liability regimes would be unconstitutional
because they limit the publication and access to protected
speech. For example, in Smith v. California in 1959, the Court

recognized that

the constitutional guarantees of the freedom of
speech and of the press stand in the way of imposing a
similar [strict liability] requirement on the bookseller.
By dispensing with any requirement of knowledge of
the contents of the book on the part of the seller, the
ordinance tends to impose a severe limitation on the

public’s access to constitutionally protected matter.”’

In 1962 the Court would continue that logic in Manual

Enterprises v. Day, when it found:

Since publishers cannot practicably be expected to
investigate each of their advertisers, and since the
economic consequences of an order barring even a
single issue of a periodical from the mails might entail
heavy financial sacrifice, a magazine publisher might
refrain from accepting advertisements from those
whose own materials could conceivably be deemed
objectionable by the Post Office Department. This
would deprive such materials, which might otherwise
be entitled to constitutional protection, of a legitimate

and recognized avenue of access to the public.”®

Such decisions are important because they show that the
Supreme Court recognizes that protecting free expression
requires a move away from strict liability regimes and
providing some allowance for distributing speech. And so
Section 230, rather than being an outlier or special giveaway,
actually embodies the balance between liability and speech
that the courts were already developing in the common law.
Section 230 flows from the same principles and recognizes
the technical reality of the internet and how it is impossible
for a company to fully and perfectly monitor and assess
every piece of user-generated content that is posted online.

The courts, including the Supreme Court, increasingly
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found that the expanding reach of media required less-strict
standards of liability for those new forms of communication
to flourish and for the protection of legitimate speech.

Section 230 merely continues that same trend. We don’t

tully know how courts would have handled liability on

the internet, but the first two cases set perverse incentives
that would have significantly reduced online speech and
innovation. Given the evolution of liability before the internet,
courts may very well have adapted liability law to the internet
in a manner similar to Section 230. But due to the rapid rise of
the internet, Section 230 created a stable liability system that

allowed the further flourishing of online innovation.

The Continuing Need for Section 230

Section 230 continues to provide a clear regime that
encourages innovation. Without its explicit protections,
features we take for granted, such as leaving a review,
engaging in debates on X, the creation and editing of
information on Wikipedia, and much more would all
suddenly be potential liabilities, resulting in platforms for

such expression being restricted or even closed.

“The impact of removing or
limiting Section 230 harms
small technology companies and
individuals far more than it hurts
big tech companies.”

And importantly, the impact of removing or limiting
Section 230 harms small technology companies and
individuals far more than it hurts big tech companies.
Meta, X, YouTube, and other large platforms have enough
money to at least manage the compliance and legal costs
in a world with a weakened Section 230. They would have
to divert money away from other innovative products and
services and would have to significantly suppress speech or
let their platforms spin a bit out of control, but they would
have the resources to at least try to manage such chaos.

A smaller company has no hope of paying substantial legal
costs or having the funds to both manage compliance and

build new products.

14

So, for those concerned about Section 230 being a
handout to big technology companies, repealing Section 230
would only serve to further consolidate power in the hands
of existing leaders in the field. That’s the reason why some
large technology companies have generally been open to
changes to Section 230. Yes, it will cost them some money
and dynamism, but it will allow them to erect barriers that
will effectively prevent any challengers from arising. One
of the most important roles Section 230 plays is protecting
countless start-up and smaller companies hosting and using

user-generated content.

THE ROAD AHEAD FOR SECTION 230

The course of online speech both in the US and abroad
shows how essential strong legal protections are for robust
expression and innovation. Section 230, together with
constitutional guarantees for expression, have made the US
the leader in modern online innovation. But as technology
continues to advance, new questions are being added to
the current ones surrounding content moderation and
Section 230. Artificial intelligence, for example, has created
significant questions about liability that are beginning to be
debated in the legal system.

So how should policymakers address these challenges?
Should there be changes to Section 230 to account for
concerns about harmful content online? Should Section 230
require some sense of fairness and offer a public square
for all perspectives? How does Section 230 apply to
Al or does the US need a Section 230-like law for AI?

What responsibility should lie with Al creators versus
deployers and users?

First and foremost, policymakers should remember
the powerful engine for expression and innovation that
Section 230 has unleashed. Rather than pursue proposals
that create regulations or incentives for either the
suppression of speech or the abandonment of content
moderation and curation, the core principles of Section 230
should be protected. That said, there may be proposals
that could improve Section 230 without harming online
innovation and speech. There is a risk, however, that opening
Section 230 to reform—even if with the intent of making
careful, targeted changes—may create an opportunity for

significant and harmful changes. Ultimately, what might



start as a narrow reform could still carry significant risks
beyond its original intent. This occurred with prior attempts,
such as the Section 230 carve-out for content related to sex
trafficking under FOSTA. Even what appears to be a minor
change can still have significant consequences for expression

or even for the existence of smaller platforms.

Section 230 Refinements

An apt place to start is to consider three changes
suggested by Section 230 coauthor Chris Cox, as well as
an additional related change: clarify that no viewpoint
neutrality is needed under Section 230; define when
platforms are considered to have developed content;
limit Section 230 protections for content judged to
be defamatory in a court of law; and offer clarity for
unmasking anonymous speakers.””

No viewpoint neutrality. Policymakers could clarify that
platforms do not need to be unbiased or viewpoint neutral
to enjoy Section 230 protections. As I have discussed in this
paper, this is a frequent point of confusion despite court
pronouncements of such. Perhaps the most needed reform
would be to clearly state this in statute to prevent misguided
attempts at contradictory laws that could limit speech.

Defining the development of content. Another proposal
from Cox is to clarify when a platform creates or develops
content so that it is not protected under Section 230.

This recommendation makes sense if it were to be narrowly
and carefully tailored. For example, this would affirm the
Roommates decision that if a platform puts its own words
into a piece of user-generated content, then it can be held
liable for those words. But as we see in Lemmon, we must be
careful that this does not create a broad product liability for
hosting user-generated content.

Section 230 does not protect content that is created
or developed, in whole or in part, by a platform.

Congress could therefore clarify when a platform’s
actions make it sufficiently responsible for developing
information. Minor photo filters, such as sepia or black-
and-white effects, would remain protected because they
do not meaningfully create content. Platform-created
tools that add words, images, or substantial graphics,
however, could be considered partial content creation and

thus would fall outside Section 230’s protections. And it is

worth reiterating that even well-intentioned reforms here
risk unintended consequences that could undermine the
core benefits of Section 230.

If policymakers pursue such a clarification, it should
clearly distinguish between the platform creation of
content and platform tools used to curate, organize, rank,
or moderate it. Algorithms are tools that platforms use
to carry out their expressive choices. As legal scholar
Ashkhen Kazaryan notes, such curation is well protected
under First Amendment jurisprudence, which safeguards
not only the right to speak but also the right to curate or
decline to engage in speech.?° The Supreme Court has
repeatedly affirmed this principle, such as in Tornillo, which
upheld newspapers’ discretion to host only the editorials
they wished;® Hurley, which defended parade organizers’
right to choose participants, and emphasized that speakers
do not “forfeit constitutional protection simply by
combining multifarious voices”;** and 303 Creative, which
protect the rights of a website designer to refuse to create or
curate content for views that ran contrary to her beliefs.®

The Supreme Court has been clear that the First
Amendment protects the rights of Americans to curate,
combine, or refuse to engage in speech. A platform using
an algorithm to help it scale those curation decisions to
millions of users on the internet in no way weakens the

fundamentally expressive nature of those decisions.

“A platform using an algorithm to
help it scale curation decisions
to millions of users on the
internet in no way weakens the
fundamentally expressive nature
of those decisions.”

Not only is such algorithmic curation protected by
the First Amendment, Kazaryan shows how it is also
protected by Section 230. Multiple courts have agreed that
algorithmic curation is protected by Section 230 because
the platforms did not create the content, and so holding
them liable for what they curate would be to treat them as
the publishers of user-generated content—exactly what

Section 230 protects against. This was the reasoning in
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the Ninth Circuit’s Dyroff v. Ultimate Software Group and

the Second Circuit’s Force v. Facebook, explicitly protecting
algorithmic curation. And while the Supreme Court did

not directly tackle Section 230 in Gonzalez v. Google and
Twitter v. Taamneh, and even its decisions in Moody v.
NetChoice and Paxton v. NetChoice were largely procedural,
the language of these decisions was generally supportive of
platforms’ rights to moderate and curate content.®*

The Third Circuit, however, departed from this approach
in Anderson v. TikTok, a case involving a minor who died
after seeing a Blackout video showing individuals choke
themselves to unconsciousness. The court held that TikTok’s
recommendations were its own expressive activity and
therefore unprotected by Section 230.%° This decision ignores
that the source of the problem was the dangerous Blackout
video produced by one of TikTok’s users. While the Court
claims not to hold TikTok liable for the speech of its users, it
does exactly that by arguing that any curation of speech then
makes TikTok liable for the speech of its users. In so doing,
the court also fails to consider the practical implications
that Section 230 was created to solve. If platforms are liable
for any curation of third-party content, then social media,
search engines, comment sections, online marketplaces,
and countless other spaces cannot safely filter or organize
content in any meaningful way, resulting in a significantly
worse experience for nearly all users.

Given the Supreme Court’s reluctance to clarify these
issues, Congress could confirm that algorithmic tools that
organize, recommend, or moderate third-party content
remain protected under Section 230. Conversely, Congress
can also clarify that platform-created drop-down menus,
speed filters, or similar features that significantly create,
alter, or change content would not be covered by Section 230.
But the risk of such action may be worse than leaving such
issues to the courts so that the law can develop in a way that
remains protective of innovation and expression.

Defamation Rulings. A final proposal by Cox is that
Section 230 protections should not apply to content that
has been ruled defamatory in a state court. This judicial
takedown approach attempts to avoid the problem of
platforms overmoderating because of the broad risk of
liability. Instead, it accepts the legal judgment of a court
only on matters of defamation and creates liability for the

content in question.
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Such a provision, however, creates several concerns.

State defamation laws vary widely.®® While the Supreme
Court imposes an “actual malice” standard for public
figures, states set different standards for private individuals.
They also differ on default judgments; provisions against
strategic lawsuits against public participation (anti—-SLAPP);
statutes of limitations; available defenses; damages;
retraction requirements; and whether certain statements are
treated as defamatory per se.

These variations create serious adjudication and
enforcement challenges. For example, a private individual
in North Carolina (no anti—-SLAPP law, recognizes per se
defamation) could sue a user in Tennessee (strong anti—
SLAPP, no per se defamation) over online speech hosted
by a platform based in California (strong anti—SLAPP,
recognizes per se defamation).®” Determining which
legal standard applies invites forum shopping and abuse,
allowing the most restrictive states to effectively dictate

online speech nationwide.

“While a judicial takedown regime
is preferable to broad notice-
and-takedown systems, it still
poses significant risks to online
expression and departs from
Section 230’s core principle.”

And platforms, although not party to the underlying
lawsuit, will be required to remove content or risk liability.
Do platforms only need to remove the specific piece of
content, or do they need to find related or identical claims?
How do they handle new claims that are identical or similar
to previously removed piece of content? Do they need to
proactively monitor or merely reactively remove such content?

While a judicial takedown regime is preferable to broad
notice-and-takedown systems, it still poses significant risks
to online expression and departs from Section 230’s core
principle that platforms are not “derivatively liable for the
illegal acts of others.”®®

Clarity for Unmasking. An alternative to Cox’s proposal
to expand platform liability for “the illegal acts of others”

would be to focus on holding those actors accountable



for their own speech. This is often challenging because
many platforms permit anonymous or pseudonymous
participation. While pseudonyms may conceal a user’s
identity from the public, platforms can typically trace users
through IP addresses and other technical data, which is
often sufficient to identify them. Although a minority of
people use tools such as VPNs or Tor to sufficiently obscure

their identity, most users can effectively be unmasked.®’

“Adopting clear standards for
when anonymous speech can be
unmasked would help keep the
promise of Section 230.”

Any policy governing the unmasking of anonymous
speech must proceed cautiously. Anonymous expression
has played a vital role in American history—from
colonial pamphlets to modern whistleblowing—and it
enables candid discussion, exposure of wrongdoing, and
participation by those who fear retaliation.” It protects
dissidents, encourages honest reviews, and lowers
barriers to civic engagement and donations.” At the same
time, anonymity can be exploited by malicious actors,
underscoring the need for careful balance.

Current law on unmasking anonymous speakers varies
significantly across jurisdictions and between civil and
criminal contexts. One of the most speech-protective civil
standards is the Dendrite test, developed in New Jersey.

It requires plaintiffs seeking to unmask an anonymous speaker
to notify the speaker, identify specific actionable statements,
survive a motion to dismiss for failure to state a claim for
which relief can be granted, and present prima facie evidence
for each element of the claim. Even then, the court performs a
balancing test weighing the speaker’s First Amendment rights
against the plaintiff’s need for disclosure.

The Delaware Supreme Court adopted a different
approach in Doe v. Cahill, which replaces Dendrite’s explicit
balancing test with a summary judgment standard.

While some courts and scholars view Cahill as functionally
equivalent to Dendrite,”> most experts see Dendrite as more
demanding and speech-protective.”® Several jurisdictions
have blended the two standards, while others apply weaker

or unclear rules that make unmasking too easy.”

These differences raise two policy questions: First, what
standard should govern unmasking, and should it be
set by state or federal law? There has been significant
discussion in favor of Cahill, Dendrite, variations of these
standards, or entirely new standards.”® Given its strong
protection for anonymous speech and its relatively wide
use, Dendrite offers the best pro-expression option. It’s also
worth noting that any reform should not require platforms
to preemptively identify users, limit anonymous access
through VPNs or similar tools, or undermine encryption.

The second question is how to implement such a
standard. States with weak or unclear unmasking rules
could clarify them through courts or legislation, allowing
different approaches to develop. This state-based
experimentation has led many courts to reference Dendrite
or Cahill, but it has also produced a patchwork of standards
that complicates enforcement and makes it harder for
individuals to pursue consistent civil remedies for online
speech that crosses state lines.

A single national standard would provide clarity and
uniformity, but it risks being less speech-protective than
Dendrite if Congress decides on a weaker standard. Given the
borderless nature of online speech, a federal unmasking
standard grounded in Dendrite would best protect
anonymous expression while offering plaintiffs a clear,
consistent framework. Such a standard could also address
practical concerns, such as compensating internet service
providers or platforms for compliance costs when disclosure
is ultimately warranted.

Adopting clear standards for when anonymous speech can
be unmasked would help keep the promise of Section 230—
that the speakers of unlawful speech are to be held liable
for their own speech, while society benefits from the greater
online speech made possible by protecting intermediary

platforms from liability.

Al and Section 230

The explosion of artificial intelligence products on the
market has also raised questions about whether or not
Section 230 applies to generative AL. Even among supporters
of Section 230, there are a few differences of opinion. Notably,
Cox and Wyden have both stated that they do not believe

Section 230 applies to generative AL’® This does not mean that
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the principles of free expression and innovation at the heart of
Section 230 do not apply to Al nor does it mean there will not
be overlap between Section 230 and Al This is because at the
core of the disagreement lies the question: What is AI?

In one sense, Al is simply another class of computer tools
used to solve problems and assist users. Many technologies
once labeled “artificial intelligence”—from Microsoft’s
Clippy to early spam filters—eventually became accepted
as ordinary software. More recent generative Al tools and
chatbots, however, appear different. Generative Al produces
seemingly human-created content by identifying patterns
across vast amounts of data, and modern chatbots use this
training to engage in realistic conversations.

But critically, these Al tools only work because they have
been trained on prior knowledge, that is, third-party content.
The response of the Al tool or chatbot is essentially a complex
summary of previous knowledge applied to answer a prompt
from the user.”” Some people therefore argue that generative
Alis not meaningfully different from search engines, which
organize and present third-party information. They point to
cases such as O’Kroley v. Fastcase, where the Sixth Circuit held
that Section 230 protected Google’s search-result snippets

that were derived from third-party content.”®

“A stable, pro-innovation, light-
touch regulatory framework would
strongly benefit the Al sector.”

Others contend that generative Al participates in the
development of new content, particularly as Al research
aims to create increasingly autonomous, expressive systems.
Proponents of this view could point to statements by Cox
and Wyden as well as the apparent views of Justice Gorsuch,
who argued that “Artificial intelligence generates poetry.

It generates polemics today that would be content that goes
beyond picking, choosing, analyzing, or digesting content.
And that is not protected.”’

So, is Al an information content provider, or is it merely
part of an interactive computer service that has Section 230
protections? It is highly likely that a significant portion
of the judiciary will view generative Al as taking partin
creation and development of information and therefore not

protected by Section 230. Even just the term “generative” is
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indicative of creation and development. While it is logically
consistent to view generative Al as merely the continuation
of search engines and algorithms that are already protected
by Section 230, it seems unlikely that this interpretation
will quickly become the prevailing view in the courts, thus
failing to provide sufficient protection for burgeoning Al
industry.'® And even if the courts do end up determining
that Section 230 applies, it is likely to be a long and costly
process to the Al industry before that is settled.

The key point is that generative Al may require additional
legal protections to fully develop. While Section 230 already
faces significant challenges, Al is an even more transformative
technology, with implications for speech, medicine, industry,
national security, and beyond—potentially rivaling the impact
of the internet itself. A stable, pro-innovation, light-touch
regulatory framework would strongly benefit the Al sector.

At the same time, Al development is highly competitive,
particularly with Chinese firms building rival systems.
Even policymakers skeptical of liability protections must
recognize that constraining US Al companies will not slow
foreign competitors or prevent bad actors from misusing

Al—it will only weaken American leadership.

CONCLUSION

In this paper I have demonstrated that Section 230 has
been essential to the growth of online speech and innovation.
Although critics fault it for both too much and too little
moderation, Section 230 has enabled platforms to operate
and exercise their First Amendment rights without fear of
liability for user-generated content. Efforts to weaken its core
protections would create perverse incentives and harmful
unintended consequences, particularly for smaller platforms.

Rather than adopting censorious or economically damaging
new regulations, Section 230 should remain central to
the American approach to intermediary liability that has
made the United States a global leader in online expression.
While narrow clarifications may improve its application,
lawmakers must avoid reforms that undermine its
protections. More importantly, policymakers should consider
how Section 230—or a similar framework—can support and
encourage Al innovation. With such protections in place,
online speech enabled by new technologies can continue to

sustain a free, dynamic, and prosperous society.
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