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Provisions
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T he Infrastructure Investment and Jobs Act has 

finally reached President Joe Biden’s desk and 

has been signed into law. However, its ratifi-

cation, with the cryptocurrency provisions in 

Section 80603 intact, signals the beginning of an attack on 

the cryptocurrency industry. If Congress does not wish to 

see the cryptocurrency industry leave the country just as 

the United States is becoming a global leader in cryptocur-

rency mining, Congress should amend the provisions that 

have set a de facto ban on legal cryptocurrency mining and 

exposed over 60 million Americans to new felony crimes.1 

Failure to do so will likely result in numerous legal chal-

lenges from the industry—especially if said provisions 

continue to rest on such a weak foundation.

A  BR IEF  GU IDE  TO 
CRYPTOCURRENCY  M IN ING

Cryptocurrency mining serves two purposes: (1) it intro-

duces new coins into circulation and (2) it confirms new 

transactions as they are added to the public ledger or block-

chain.2 The new coins added into circulation are introduced 

as payments to miners in return for their efforts. Although 

the process is quite complex, it is most commonly referred to 

as a sort of mathematical puzzle.

Entire warehouses of computers have been employed 

around the world to solve these puzzles. In fact, the energy 

costs of supporting computers that mine have been one of the 

greatest criticisms against bitcoin in recent years.3 Yet said 

cost is not without reason. The difficulty of mining, something 
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that scales with demand,4 ensures that bad actors cannot 

change the public ledger on their own without incurring costs 

well above any benefit that might be gained. For, unlike paper 

money, digital currency is susceptible to double spending, or 

the process of sending the same money twice.5 The mining 

process, however, averts such a risk without the need for third-

party supervision (i.e., from a bank). It is this mining process 

that has been caught in the crosshairs of the law.

THE  AMENDMENTS  TO  SECT IONS 
6045(C) (1 )  AND  6050 I (D)  OF 
THE  INTERNAL  REVENUE  CODE

The law addresses the cryptocurrency industry in Section 

80603.6 It is here that two provisions amend the Internal 

Revenue Code (IRC) in a way that amounts to a de facto ban 

on legal cryptocurrency mining in the United States. Worse 

yet, it also requires an unjust level of surveillance that is 

enforced by threat of felony charges.7

The amendment to 6045(c)(1), commonly referred to as 

the “broker provision,” redefines the term “broker” in the 

IRC so that it includes “any person who (for consideration) 

is responsible for regularly providing any service effectuat-

ing transfers of digital assets on behalf of another person.”8 

In doing so, Congress has categorized not just traditional 

exchanges (e.g., Coinbase, Kraken, etc., that are licensed and 

regulated at the state level) as brokers but also individual 

miners and even software developers. This provision thus 

requires exchanges, miners, and developers to report the 

name and address of each “customer.”9 Yet this is informa-

tion that many who will be newly defined as brokers in the 

IRC simply do not have access to. Therefore, by mandating 

that they report what they cannot possibly offer, Congress is 

effectively banning legal mining in the United States.

The amendment to Section 6050I(d) of the IRC might 

even be worse for the industry than the previous provision.10 

Currently, Section 6050I(d) requires anyone engaged in a 

business transaction of $10,000 or more in cash to report 

the transaction to the IRS. The report must include the name 

and address of the payer, as well as their taxpayer identifi-

cation number, the amount paid, the date, and the nature 

of the transaction. The law expands this requirement to 

also require reporting on business transactions involving 

$10,000 or more in digital assets.11

Failure to comply with Section 6050I(d) can result in 

severe repercussions. For example, if someone spends over 

$10,000 in cryptocurrency on a piece of art, the seller must 

file IRS Form 8300 within 15 days.12 Failure to file, incorrect 

information, or missing information may result in a $25,000 

fine or five years in prison.13 Such a consequence should not 

be the result of any law that has not been properly debated 

or heard by the public.

UNJUST  SURVE I LLANCE

The design of these provisions makes it difficult to under-

stand what Congress is seeking to achieve. There’s a big dif-

ference between paying taxes on the income earned through 

mining (i.e., the coins one is rewarded with) and reporting 

the transactions that one mines. And there’s an even bigger 

difference between requiring those that “effectuate trans-

fers” to report information and requiring any business that 

receives a payment to do so. So, while one might make a 

case for the cryptocurrency industry to pay its “fair share” of 

taxes, the amendments to Sections 6045(c)(1) and 6050I(d) 

are clearly designed for surveillance purposes.

Yet legislated surveillance is largely unnecessary. A public 

ledger is far more transparent for law enforcement than 

most traditional banks and far more traceable than paper 

money.14 In a study from earlier this year, Kristine Johnson 

and Michael Garcia wrote,

Due to the pseudonymous, but not private, nature of 

Bitcoin and other digital currencies, it is possible to 

“follow the money” to see where laundered currencies 

travel to and from, and in some cases tie the activity 

to actors holding the wallets.15

For those that are less tech-savvy, firms like Chainalysis, 

Coin Metrics, and CipherTrace (among others) offer block-

chain analysis services that can assist in tracing transac-

tions. It is this level of transparency that allowed the FBI 

to recover funds paid in the Colonial Pipeline hack in May 

2021.16 And for anything not readily available on the public 

ledger, law enforcement agencies can use the existing chan-

nels of the U.S. justice system to secure warrants or sub-

poenas—a process that is only made easier by the evidence 

readily available on the blockchain.
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Critics have long argued that the cryptocurrency industry 

is a “haven for money laundering and tax evasion,”17 but 

the facts are not on their side. Former CIA director Michael 

Morell, alongside Josh Kirshner and Thomas Schoenberger, 

confirmed as much in an April 2021 report.18 They found that 

criminal activity among all cryptocurrencies as a percentage 

of total cryptocurrency activity from 2017 to 2020 was less 

than 1 percent.

To put that figure into perspective, it is estimated that 

criminal activity through traditional financial intermediar-

ies makes up 2 to 4 percent of global gross domestic product. 

After reviewing these findings, Morell concluded, “Put simply, 

blockchain analysis is a highly effective crime fighting and 

intelligence gathering tool.” One official at the Commodity 

Futures Trading Commission added that it’s “easier for law 

enforcement to trace illicit activity using Bitcoin than it is to 

trace cross-border illegal activity using traditional banking 

transactions, and far easier than cash transactions.”19

Therefore, it would be far more efficient for the govern-

ment to look at the blockchains themselves—like many law 

enforcement agencies already do—than require countless 

individuals to report transaction after transaction to the IRS. 

As noted by James Burnham, former counselor to the U.S. 

attorney general, “indiscriminately flooding federal filing 

cabinets with information about already-public transactions 

is unlikely to enhance enforcement efforts.”20

F IAT  TAXES

When the cryptocurrency industry rallied and several sen-

ators tried to amend the provisions in question, there was 

one barrier: $28 billion.21 The Joint Committee on Taxation 

(JCT) estimated that these new provisions would yield 

$28 billion in tax revenue over the course of 10 years. There-

fore, for the provisions to be taken out, Congress would need 

to find a new source for the money so that the infrastructure 

bill in its final form would be paid for—at least, paid for 

on paper. That constraint was why Sen. Ted Cruz’s (R-TX) 

amendment to strike the cryptocurrency provisions from 

the bill received so little attention.22 Cruz’s amendment was 

the ideal choice, but without identifying a new source of 

funding, it was a political nonstarter. Therefore, the industry 

instead rallied around Sens. Cynthia Lummis (R-WY), Pat 

Toomey (R-PA), and Ron Wyden’s (D-OR) amendment that 

would have only changed the language so that the provi-

sions would not be so all-encompassing.23 By not striking 

the funding source completely, the latter amendment had 

a better chance of being heard, but the Senate still failed to 

change the language.

However, it’s not clear how legitimate this funding con-

straint really is because the exact source of the $28 billion 

has yet to be explained. The Senate is relying on JCT esti-

mates, but the JCT has offered little more than the figures in 

Table 1.24 When asked how the JCT came to the $28 billion 

projection, a spokesperson said that the JCT does not usu-

ally make its methodology public.25 Given the stakes for the 

industry, it is important to know how reliable this number 

is, even more so given that the JCT estimates appear to 

assume that the cryptocurrency industry is engaged in mass 

tax avoidance.26 If the revenue-raising projection is solely 

fiat, it should not have been treated as a binding constraint 

for these provisions—the $28 billion could simply have been 

assigned to any number of other provisions.

AN  I RS  UNDER  PRESSURE

Another area that the JCT did not comment on is whether 

the IRS will be able to handle the weight of the new report-

ing requirements. Before Congress passed the infrastructure 

bill, the JCT should have explained how it expects the IRS to 

absorb the related expenses as it implements the new rules. 

Currently, it does not look like the IRS can take on the task 

without it, and the public, incurring massive costs.

The IRS has been under immense pressure during the pan-

demic: stimulus checks went missing, tax refunds have been 

delayed, and phone calls have gone unanswered.27 Such 

issues are due partly to the unique nature of the pandemic, 

but they are also not far from the norm. Since 2010, the IRS 

Estimated tax revenue

Table 1

Millions of dollars 1,526 2,862 3,349 3,559 3,797 4,013 4,282 4,582 27,970

Year 2024 2025 2026 2027 2028 2029 2030 2031 2022–2031

Source: Joint Committee on Taxation.
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workforce has decreased by 20 percent, and several govern-

ment officials have claimed that the IRS does not have the 

resources it needs to meet its current workload.28 Natasha 

Sarin, deputy assistant secretary for economic policy at 

the Department of the Treasury, wrote in September 2021, 

“Currently, an under-staffed IRS, with outdated technology, 

is unable to collect 15 percent of taxes that are owed, and a 

lack of resources means that audit rates have fallen across 

the board.”29 IRS Commissioner Charles Rettig voiced this 

sentiment to Congress in April 2021 when he said, “The IRS 

absolutely needs more resources across all lanes.”30

However, even in its current form, the IRS is not a small 

agency. It has roughly 76,000 employees.31 Expanding its 

duties to include launching a new surveillance program over 

the cryptocurrency industry would require an unprecedented 

expansion.32 As it stands, the industry would likely be forced 

to incur immense regulatory costs while the information 

reported does little more than sit in federal filing cabinets.

To get a better idea of the size of those regulatory costs, con-

sider the case of suspicious activity reports (SARs).33 Banks file 

SARs when an employee is suspected of insider trading or a 

customer is suspected of criminal activity. It’s a simple prem-

ise, but the reporting can be daunting. The Financial Crimes 

Enforcement Network updated its measurements in 2020 

and reported that it can take a financial institution as long as 

five hours to file a single SAR, more than double the previous 

two-hour estimate.34 SARs may not be a perfect comparison, 

but they do offer an additional insight: the standard financial 

reporting framework is not an efficient model. Of the 640,000 

SARs filed in 2017, a Bank Policy Institute study found that 

only 4 percent of the reports “warranted follow-up inquiries 

from law enforcement.”35 The amount that required legal 

action is likely far less than that. Worse yet, it’s very possible 

that the requirements levied by the law will be more burden-

some because financial institutions traditionally have the 

information for SARs readily available whereas participants 

in the cryptocurrency industry do not. In effect, the crypto

currency industry now faces a massive regulatory burden that 

may not even lead to an increase in tax revenue.

A  LEGAL  CHALLENGE

Senators, industry leaders, and cryptocurrency enthu-

siasts responded en masse in August 2021 when the news 

broke that there were provisions focused on cryptocurren-

cies tucked away in the infrastructure bill.36 Since then, 

cryptocurrency advocacy groups have been preparing legal 

challenges against the provisions.37 Those challenges will 

likely focus on the idea of the “third-party doctrine” and its 

applicability to the cryptocurrency industry.

The third-party doctrine resulted from the 1976 Supreme 

Court ruling in United States v. Miller. The Court ruled that 

Americans do not have a Fourth Amendment right to privacy 

when it comes to financial data that is voluntarily given to 

a third party (e.g., a financial institution). The Court wrote, 

“The depositor takes the risk, in revealing his [or her] affairs 

to another, that the information will be conveyed by that 

person to the Government.”38 Since then, the third-party 

doctrine has been used to defend the past 50 years of Bank 

Secrecy Act surveillance.39

However, no such ruling has been made about the report-

ing of cash transactions in the context of a business trans-

action—a case in which there is no third party—as required 

in Section 6050I(d). In fact, Section 6050I(d) came after the 

Supreme Court’s 1976 decision in United States v. Miller.40 

Therefore, it stands to reason that there is no such case to be 

made with two individuals engaged in a business transac-

tion—regardless of whether it is in cash or cryptocurrencies.

The third-party doctrine likely does apply to reporting 

required by 6045(c)(1) where anyone “effectuating trans-

fers” would in fact be a third party. However, in this case, it 

is likely the doctrine itself will be challenged as it is unclear 

how appropriate the 45-year-old ruling is in the new digital 

age. Supreme Court Justice Sonia Sotomayor suggested as 

much in United States v. Jones in 2012:

More fundamentally, it may be necessary to recon-

sider the premise that an individual has no reason-

able expectation of privacy in information voluntarily 

disclosed to third parties. This approach is ill suited to 

the digital age, in which people reveal a great deal of 

information about themselves to third parties in the 

course of carrying out mundane tasks.41

CONCLUS ION

While some have started to prepare legal challenges and 

others have prepared follow-up legislation to defuse the 
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