
Policy Analysis
February 9, 2021 | Number 909

Alex Nowrasteh is the director of immigration studies at the Cato Institute’s Center for Global Liberty and Prosperity. He is the coauthor (with 
Benjamin Powell) of the book Wretched Refuse? The Political Economy of Immigration and Institutions (Cambridge University Press, 2020). The author 
thanks Maxwell Tabarrok for research assistance.
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By Alex Nowrasteh

EXECUTIVE SUMMARY

Espionage poses a threat to national se-
curity and the private property rights 
of Americans. The government should 
address the threat of espionage in a man-
ner whereby the benefits of government 

actions taken to reduce it outweigh the costs of those 
actions. To aid in that goal, this policy analysis presents 
the first combined database of all identified spies who 
targeted both the U.S. government and private organiza-
tions on U.S. soil. This analysis identifies 1,485 spies on 
American soil who, from 1990 through the end of 2019, 
conducted state or commercial espionage. Of those, 890 
were foreign-born, 583 were native-born Americans, and 
12 had unknown origins. 

The scale and scope of espionage have major im-
plications for immigration policy, as a disproportion-
ate number of the identified spies were foreign-born. 
Native-born Americans accounted for 39.3 percent of 
all spies, foreign-born spies accounted for 59.9 percent, 
and spies of unknown origins accounted for 0.8 percent. 
Spies who were born in China, Mexico, Iran, Taiwan, and 

Russia account for 34.7 percent of all spies. The chance 
that a native-born American committed espionage 
or an espionage-related crime and was identified was 
about 1 in 13.1 million per year from 1990 to 2019. The 
annual chance that a foreign-born person in the United 
States committed an espionage-related crime and was 
discovered doing so was about 1 in 2.2 million during that 
time. The government was the victim in 83.3 percent of 
espionage cases, firms were the victims of commercial 
espionage in 16.3 percent of the cases, and hospitals and 
universities were the victims of espionage in 0.1 percent 
and 0.3 percent of the cases, respectively. 

The federal government should continue to exclude 
foreign-born individuals from entering the United 
States if they pose a threat to the national security and 
private property rights of Americans through espio-
nage. A cost-benefit analysis finds that the hazards posed 
by foreign-born spies are not large enough to warrant 
broad and costly actions such as a ban on travel and im-
migration from China, but they do warrant the continued 
exclusion of potential spies under current laws. 
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INTRODUCTION
Espionage and espionage-related crimes 

pose a threat to national security and the private 
property rights of Americans. There were 1,485 
identified spies on American soil from 1990 
through the end of 2019 who conducted state 
and commercial espionage. Of those, 890 were 
foreign-born, 583 were native-born Americans, 
and 12 had unknown origins. This policy analysis 
presents the first combined database of all iden-
tified spies who targeted the U.S. government 
(henceforth “state espionage”) and private orga-
nizations (henceforth “commercial espionage”) 
on U.S. soil (see Annex at https://infogram.
c o m / a n n e x - i d e n t i f i e d - s p i e s - o n - u s - s o i
l-1990-2019-1hd12y8p0rem4km?live). 

The scale and scope of espionage have 
major implications for immigration policy 
because a disproportionate number of the 
identified spies were foreign-born. Native-born 
Americans accounted for 39.3 percent of 
all spies, foreign-born spies accounted for 
59.9 percent, and spies of unknown origins ac-
counted for 0.8 percent. Spies who were born 
in China, Mexico, Iran, Taiwan, and Russia 
accounted for 34.7 percent of all spies. There 
were 184 spies born in China, who accounted 
for 12.4 percent of all spies. Mexicans account-
ed for 172 spies, or 11.6 percent, and many vio-
lated the Arms Export Control Act (AECA) by 
primarily selling weapons to drug cartels and 
other criminal organizations. The 84 Iranians 
in the database comprised 5.7 percent of all 
spies; many of them were guilty of violating the 
U.S. economic embargo on Iran. The next two 
largest groups of spies were 41 Taiwanese and 
35 Russians, comprising 2.8 percent and 2.4 per-
cent, respectively. 

The chance that a native-born American 
committed espionage or an espionage-related 
crime and was identified was about 1 in 
13.1 million per year from 1990 to 2019. The an-
nual chance that a foreign-born person in the 
United States committed an espionage-related 
crime and was discovered doing so was 
about 1 in 2.2 million during that time. The 
government was the victim in 83.3 percent of 
instances of espionage, with violators of the 

AECA accounting for more than 65.7 percent of 
espionage or espionage-related offenses against 
the government. American firms were the vic-
tims of commercial espionage 16.3 percent 
of the time, while hospitals and universities 
were the victims of espionage 0.1 percent and 
0.3 percent of the time, respectively. 

The federal government has an important 
role in limiting espionage and in excluding 
foreign-born individuals from entering the 
United States if they pose a threat to the na-
tional security and private property rights of 
Americans through espionage. This analysis of 
government and commercial spies can aid in 
the efficient allocation of scarce government 
anti-espionage resources to their most highly 
valued uses. A cost-benefit analysis finds that 
the hazards posed by foreign-born spies are not 
large enough to warrant broad and costly ac-
tions such as a ban on travel and immigration 
from China, but they do warrant the continued 
exclusion of potential spies under current laws.

BACKGROUND
State espionage is broadly the act of obtain-

ing information or items that are not publicly 
available from the U.S. government in the in-
terests of a foreign government or in service 
of a broader ideological goal.1 Broadly, com-
mercial espionage is the act of unlawfully and 
clandestinely obtaining valuable proprietary 
information; intellectual or other property; or 
financial, trade, or economic information from 
American firms, establishments, or persons 
for one’s personal benefit or the benefit of an-
other domestic firm, foreign firm, foreign gov-
ernment, or other entity, foreign or domestic.2 
When the U.S. government is the direct victim, 
it is state espionage. Commercial espionage is 
when nonstate entities are the direct victims. 
Espionage can be conducted electronically 
or from a distance, such as through computer 
hacking or via spy satellites and the intercep-
tion of signals, or via human spies. This report 
focuses entirely on human espionage carried 
out by spies on American soil, as that is the type 
of espionage affected by immigration policy. 

https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
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Effectiveness of State and 
Commercial Espionage 

State espionage is a well-known threat to 
national security. The theft of government se-
crets can harm America’s military and reduce 
the effectiveness of its defense against a for-
eign adversary. The Chinese military strategist 
Sun Tzu wrote that “what enables intelligent 
government and a wise military leadership 
to overcome others and achieve extraordi-
nary accomplishments is foreknowledge.”3 
History provides many instances of fore-
knowledge gathered by human espionage that 
gave a decisive advantage to the United States. 
During the Cold War, Col. Oleg Penkovsky in 
Soviet military intelligence provided impor-
tant information to the Central Intelligence 
Agency (CIA) on Soviet operational plans 
and missile technology that was crucial to 
understanding that the Soviet arms buildup 
on Cuba in 1962 included medium-range and 
intermediate-range ballistic missile facilities.4 
The intelligence from Penkovsky was essential 
to helping the United States peacefully prevail 
in the Cuban Missile Crisis because it alerted 
the U.S. government to the Soviet intentions 
prior to the installation of the nuclear ballistic 
missiles.5 American national security informa-
tion related to the quality, quantity, and vul-
nerabilities of the U.S. military would be very 
valuable to a potential foreign adversary and 
weaken American national defense.

Commercial espionage presents a different 
type of threat because it could potentially re-
duce the quality of America’s national security 
in the long run by diminishing its technological 
superiority on the battlefield and its economic 
advantages elsewhere. Consequently, com-
mercial espionage is emerging as a relatively 
larger concern in the 21st century than it was 
in the 20th century. Commercial espionage 
is a more important national security concern 
than it was during the Cold War, when the 
Soviet Union’s commercial espionage efforts 
weren’t well known until about a decade before 
it collapsed.6 Although commercial espionage 
can be a threat, state-supported commercial 
espionage is a sign of weakness and a lack 

of dynamism. In 2020, Chinese Premier Li 
Keqiang admitted as much when he said, “Our 
capacity for innovation is not strong, and our 
weakness in terms of core technologies for 
key fields remains a salient problem.”7 Doctor 
and writer Steven Novella echoed Premier Li’s 
point when he wrote:

There is also legitimate concern that 
totalitarian governments do not create 
an environment in which science can 
flourish. Science requires transparency, 
it requires valuing method over results, 
and it should be ideologically neutral. 
These are not concepts that flourish 
under a totalitarian regime. Also, the 
scientists who get promoted to posi-
tions of respect and power are likely 
to be those who please the regime, by 
proving, for example, that their cultural 
propaganda is real. So the selective pres-
sures for advancement do not prioritize 
research integrity.8

The result is rampant fraud in Chinese 
scientific institutions that undermines sci-
entific and technological progress. Academic 
psychologist Stuart Ritchie documents the 
situation well when he lists numerous surveys 
of Chinese scientists who allege that a large 
percentage of research by their colleagues 
is a result of scientific misconduct and that 
scientific authorities do almost nothing about 
these cases.9 In another instance identified by 
Ritchie, a 2009 review of studies that claimed 
to use randomized controlled trials found that 
only 7 percent of the trials actually were.10 

The Chinese government isn’t the only gov-
ernment with serious institutional weaknesses 
that has sought to ameliorate its problem 
through espionage. During the Cold War, the 
Soviet Union and Soviet satellite states engaged 
in commercial espionage to narrow the techno-
logical and economic gap.11 While it was by no 
means their focus of espionage, commercial es-
pionage did achieve some notable successes for 
communist governments prior to their collapse. 
The most striking success was East Germany’s 
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commercial espionage program targeting West 
Germany. Economists Albrecht Glitz and Erik 
Meyersson investigated the East Germany eco-
nomic returns to commercial espionage over 
the 1970–1989 period by linking information 
from East Germany’s foreign intelligence ser-
vice to the sectors of the West Germany econo-
my that were spied on. Using that information, 
they then estimated how the intelligence that 
was gathered affected the sector-specific gaps 
in total factor productivity (TFP) between the 
countries. They found big effects, such that the 
East German/West German TFP ratio would 
have been 13.3 percent lower at the end of the 
Cold War had East Germany not engaged in 
industrial espionage in the West.12 Those gains 
are substantial but were “driven by relatively 
few high-quality pieces of information and 
particularly large in sectors closer to the West 
German technological frontier.”13 The return 
on investment to East Germany for commercial 
espionage was very high, at around €4.6 billion 
in 1988, compared with annual spying expendi-
tures of about €6.4 million.14

Although the return for commercial es-
pionage appears impressive at first sight, it 
had an enormous and hidden long-run cost 
because it reduced investment in techno-
logical and scientific development in East 
Germany. Meyersson said that commercial 
espionage is “R&D on cocaine. . . . Maybe you 
can have a little bit of fun with it, but it’s not 
good for you in the long run.” Commercial es-
pionage is “a way to keep up. . . . It’s not a strat-
egy to become a world leader,” said Meyersson. 
Eventually, the productivity returns of com-
mercial and technological secrets stolen by 
East Germany fell to near zero because the se-
crets were too advanced to improve the coun-
try’s more primitive industry. One of the more 
successful East German spies made a com-
ment to his case officer that summarizes the 
problem: “I’m giving you the best technology 
available, why can’t you use it?”15

The U.S. Response to Chinese Espionage
Allegations of espionage against the United  

States conducted by agents of the People’s 

Republic of China prompted the U.S. 
Department of Justice (DOJ) to create the 
China Initiative in 2018 to focus on detecting, 
prosecuting, and stopping Chinese espionage.16 
The DOJ is leading the initiative, but it is a gov-
ernment effort that includes multiple agencies 
using the vast powers of the federal govern-
ment to achieve the following stated goals:

 y Identify priority trade secret theft cases, 
ensure that investigations are adequate-
ly resourced, and work to bring them to 
fruition in a timely manner and accord-
ing to the facts and applicable law;

 y Develop an enforcement strategy con-
cerning non-traditional collectors (e.g., 
researchers in labs, universities and the 
defense industrial base) that are being 
coopted into transferring technology 
contrary to U.S. interests;

 y Educate colleges and universities about 
potential threats to academic freedom 
and open discourse from influencing ef-
forts on campus;

 y Apply the Foreign Agents Registration 
Act to unregistered agents seeking to ad-
vance China’s political agenda, bringing 
enforcement actions when appropriate;

 y Equip the nation’s U.S. Attorneys with 
intelligence and materials they can use 
to raise awareness of these threats with-
in their Districts and support their out-
reach efforts;

 y Implement the Foreign Investment Risk 
Review Modernization Act (FIRRMA) 
for the DOJ (including by working with 
Treasury to develop regulations under 
the statute and prepare for increased 
workflow);

 y Identify opportunities to better address 
supply chain threats, especially those 
impacting the telecommunications 
sector, prior to the transition to 5G 
networks;

 y Identify Foreign Corrupt Practices Act 
(FCPA) cases involving Chinese com-
panies that compete with American 
businesses;
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 y Increase efforts to improve Chinese re-
sponses to requests under the Mutual 
Legal Assistance Agreement (MLAA) 
with the United States; and

 y Evaluate whether additional legisla-
tive and administrative authorities are 
required to protect our national assets 
from foreign economic aggression.17

In 2020, Attorney General William Barr 
said, “The People’s Republic of China is now 
engaged in an economic blitzkrieg—an ag-
gressive, orchestrated, whole-of-government 
(indeed, whole-of-society) campaign to 
seize the commanding heights of the global 
economy and to surpass the United States 
as the world’s preeminent technological 
superpower.”18 The DOJ’s China Initiative 
covers hacking from abroad, importation of 
counterfeit goods, illegal export by people 
abroad, foreign firms charged with crimes, 
and other espionage activities not covered in 
this analysis because the spies are not physi-
cally present on American soil and therefore 
have no nexus to immigration policy.19 To 
date, DOJ attorneys and nongovernmental 
research have presented numerous anecdotes 
about Chinese espionage but little to no veri-
fiable data on the number of cases against 
Chinese spies or spies from other countries 
as a point of comparison.20

In response to the threat of Chinese espio-
nage, the government has also put additional 
restrictions on the issuance of student visas 
to Chinese nationals. They must reapply an-
nually if they are graduate students in sensi-
tive research fields. Visas are prohibited for 
Chinese students from universities affiliated 
with the People’s Liberation Army (PLA).21 
The government has also revoked the visas of 
more than 1,000 Chinese students who may 
have ties to the PLA or PLA-affiliated uni-
versities.22 The National Institutes of Health 
has launched an investigation into scientists 
with foreign ties to discover violations of the 
terms of their government grants, particu-
larly among Chinese-born researchers.23 In 
July 2020, the Trump administration closed 

the Chinese consulate in Houston, claiming 
that it was aiding Chinese-born scientists in 
committing commercial espionage.24 The 
government has also designated the roughly 
75 Chinese-government funded Confucius 
Institutes in the United States as part of its 
“propaganda apparatus.”25 

The government’s fear of Chinese espio-
nage has even extended to potentially banning 
the popular Chinese-owned web application 
TikTok and the messaging app WeChat be-
cause the government claims they could be 
used to conduct espionage.26 There is cur-
rently no evidence that TikTok and WeChat 
facilitate espionage, that they increase the 
chance of espionage, or that they have ever 
been used by Chinese intelligence services.27 
These allegations may prove to be true, but it’s 
important that policymakers and the public 
have evidence of that before the government 
imposes such a high cost on a foreign firm and 
its American consumers.28 After initially an-
nouncing the impending ban of TikTok and 
WeChat, the Trump administration said that 
it would allow TikTok to remain operational 
in the United States if it was at least partly 
sold to a U.S. firm and if the U.S. government 
got a share of the money.29 The government 
dropped the demand for a cut of the deal, 
TikTok hasn’t been sold to an American firm, 
and it was still available in the United States at 
the end of the Trump administration.30 

The ombudsman of U.S. Citizen and 
Immigration Services (USCIS) warned that 
the Optional Practical Training (OPT) pro-
gram, which allows some foreign-born stu-
dents in the science, technology, engineering, 
and mathematics (STEM) fields to train and 
work lawfully for up to three years after their 
graduation, could be “leveraged by foreign 
governments as a means of conducting es-
pionage or illicit technology transfer in the 
STEM areas.”31 The USCIS report is long on 
potential problems and short on evidence, 
but it is nonetheless a remarkable warning 
by a non-intelligence agency. 

Many commentators and policymakers  
think U.S. policies should go further in 



6

“The Chinese 
government 
clearly has 
the intention 
to engage in 
espionage 
but not 
necessarily 
the capability 
to do so 
effectively.”

restricting Chinese immigration in response 
to the threat of espionage. Oren Cass, ex-
ecutive director of the think tank American 
Compass, has called for reducing the number 
of Chinese students admitted until China 
changes policies that harm American compa-
nies, including its support of commercial es-
pionage.32 Sen. Ted Cruz (R-TX) introduced 
the Protecting America from Spies Act to 
redundantly exclude foreign-born spies from 
the United States.33 Sens. Tom Cotton (R-AR) 
and Marsha Blackburn (R-TN) introduced 
the Secure Campus Act to prohibit Chinese 
nationals from receiving visas to the United 
States for graduate or post-graduate studies 
in STEM fields to stop commercial espionage 
from China.34

The Trump administration embraced eco-
nomic protectionism, and the above policies 
are perfectly consistent with that agenda.35 
If one were to hear about the above policies 
in a vacuum without the espionage-related 
justifications, one could be forgiven for think-
ing that economic protectionism was the 
real reason behind them. The government 
claims that its actions are in response to the 
threat of Chinese espionage even when they 
are indistinguishable from normal economic 
protectionism, but there is evidence that the 
Chinese government is supporting a signifi-
cant amount of state and commercial espio-
nage in the United States. 

Chinese Espionage 
The Chinese government has a large, 

well-developed, and aggressive state intelli-
gence system. The main Chinese government 
agencies devoted to state espionage are the 
Chinese Ministry of State Security (MSS) and 
the PLA.36 In addition, they have a large va-
riety of programs that likely incentivize com-
mercial espionage. Thus, the scale of Chinese 
intelligence operations is potentially much 
larger than the size or effectiveness of its gov-
ernment intelligence agencies would suggest.37 

Many intelligence analysts use a metaphor 
to compare Chinese intelligence to other 
countries:

If a beach was an espionage target, the 
Russians would send in a sub, frogmen 
would steal ashore in the dark of night 
and with great secrecy collect several 
buckets of sand and take them back to 
Moscow. The Americans would target 
the beach with satellites and produce 
reams of data. The Chinese would send 
in a thousand tourists, each assigned to 
collect a single grain of sand. When they 
returned, they would be asked to shake 
out their towels. And they would end up 
knowing more about the sand than any-
one else.38

Despite numerous problems with the 
beach metaphor, there are probably a lot of 
Chinese spies who are mostly amateurs and 
not well skilled at espionage but who have 
subject-matter expertise in their individual 
professions.39 Thus, highly trained and techni-
cal workers in U.S. firms, universities, research 
institutes, and hospitals can identify valuable 
intelligence but are not well trained in collect-
ing it, which likely leads to a large number of 
them being caught because they are making 
amateurish mistakes. The Chinese govern-
ment clearly has the intention to engage in 
espionage but not necessarily the capability to 
do so effectively, which is potentially why it’s 
playing a numbers game by trying to recruit 
and incentivize many commercial spies, who 
will mostly fail but who will achieve enough 
success so that the benefits of the effort ex-
ceed the costs—at least in the short run.40

The Chinese government has many am-
bitious economic plans to modernize and 
develop science and technology production 
domestically in collaboration with foreign 
researchers, sometimes at the expense of the 
Chinese government, and often by recruiting 
talent and paying for scientific publications. 
The Chinese government’s Made in China 
2025 initiative aims for government-selected 
sectors of the economy to be less reliant on 
imports. Its long-run goal is for China to 
be the world leader in science and technol-
ogy development by 2050. To support this, 
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the Chinese government has more than 200 
talent-recruitment plans to increase the qual-
ity of human capital in China. They include, 
potentially, the Chinese-government funded 
Confucius Institutes that mainly try to propa-
gandize for China at foreign universities where 
hundreds of thousands of Chinese students 
are studying, as well as the Thousand Talents 
Program.41 According to one report:

China designed the Thousand Talents 
Plan to recruit 2,000 high-quality 
overseas talents, including scientists, 
engineers, entrepreneurs, and finance 
experts. The plan provides salaries, re-
search funding, lab space, and other in-
centives to lure experts into researching 
for China. According to one report, by 
2017, China dramatically exceeded its 
recruitment goal, having recruited more 
than 7,000 “high-end professionals,” in-
cluding several Nobel laureates.42

China-born researchers who return to 
China with technical know-how and informa-
tion from abroad have an advantage in getting 
jobs and funding for their research. That could 
incentivize commercial espionage for scien-
tists who are abroad, even though they do not 
have an explicit espionage mandate and there 
is only fragmentary evidence that government 
benefits for returning are used to further com-
mercial espionage.43 

These incentives also have perverse effects 
on the quality of Chinese scientific and tech-
nological research. Until recently, Chinese 
universities paid researchers for each publica-
tion in academic journals, which encouraged 
more publications but not necessarily better 
research. The Chinese government recently 
banned cash payments for publications be-
cause it produced the perverse incentive to 
engage in questionable research practices that 
contributed to systemic fraud problems in 
Chinese research and the production of many 
low-quality publications.44 

A prime example of the latter is the pub-
lication record of a Professor Gao from 

Heilongjiang University who published 279 
articles in a single journal and received half of 
all the cash rewards for publication from his 
university between 2004 and 2009. His pa-
pers were about new crystal structures that 
he developed in the lab. The papers could 
have all been combined into a single paper, 
but he separated them into 279 different pa-
pers to maximize his cash reward.45 It’s un-
likely that state-directed scientific research 
like this will make China a world leader in sci-
ence and technology, because even though the 
cash payments have been canceled, China re-
mains a totalitarian country that quashes the 
type of open debate necessary to make sus-
tained technological advances. 

As one example, it’s very unlikely that in-
dependent Chinese researchers would exam-
ine whether Chinese government efforts to 
direct scientific research are successful be-
cause a negative finding would expose a govern-
ment program as ineffective and embarrass the 
government of a totalitarian state—with nega-
tive personal ramifications for the researchers. 
The incentives of researchers in China are to 
support the government’s policies and re-
search agenda with their work, even if they are 
ineffective or inefficient. However, stolen de-
fense technology could narrow the technolog-
ical gap between the United States and China 
enough to make a major difference on a poten-
tial future battlefield.

The Scale of Foreign Espionage
Despite the stated worries of U.S. govern-

ment officials and their numerous efforts to 
reduce espionage, especially from China, they 
have not released a comprehensive list of spies 
or espionage to show how pervasive the prob-
lem is. Government agencies that counter es-
pionage have many anecdotes, many of them 
very scary, but efficient public policy can-
not be anecdote-driven if it is to be success-
ful.46 Anecdotes cannot even tell us if there 
is a problem to solve. It is in the best interests 
of national security for the government to re-
lease more data on espionage in order to con-
vince the American public and the world that 
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espionage poses a risk as serious as the govern-
ment claims. Without such information, pub-
lic support for anti-espionage activities could 
diminish.47 Additionally, if the release of such 
information shows that the government has in-
flated the risk from espionage, then it is in the 
national security interest of the United States 
to reallocate scarce anti-espionage resources 
away from smaller threats toward more seri-
ous ones. Either way, more publicly available 
data are essential to identifying actual threats, 
avoiding threat inflation or deflation, and ef-
ficiently allocating resources to maximize na-
tional security, given budget constraints. 

Thus, this policy analysis presents the first 
accounting and analysis of state and com-
mercial espionage in the United States in the 
1990–2019 period. Hopefully, this analysis 
will inform the public debate over espionage, 
identify how serious a problem it is, be a first 
step toward quantifying the potential scale of 
the problem, and help the government to ef-
ficiently respond to espionage threats.

METHODOLOGY
This analysis focuses on espionage and 

espionage-related crimes during the 30-year 
period from January 1, 1990, to December 31, 
2019, thus largely excluding espionage from 
the Cold War and ending with the last full year 
of available data. It identifies spies who con-
ducted espionage on American soil by their 
countries of origin (regardless of how long 
they lived in the United States); their ethnici-
ties; their specific crimes; their victims; the 
countries that benefited from the espionage; 
whether the spies worked for the U.S. govern-
ment; whether the offenses were commercial 
espionage or state espionage, as defined in 
this analysis; and the dates of their first known 
contacts with law enforcement or when in-
dictments were filed against them. Prior to 
2020, Hong Kong is counted as a separate 
country of origin, but Hong Kongers are eth-
nically Chinese. Taiwan is coded as a separate 
country and ethnic group. Information on the 
visa that foreign-born spies used to initially 

enter the United States is inconsistently re-
ported and omitted from the analysis but is 
included in the Annex at https://infogram.
c o m / a n n e x - i d e n t i f i e d - s p i e s - o n - u s - s o i
l-1990-2019-1hd12y8p0rem4km?live. 

This analysis includes spies who were con-
victed of espionage or espionage-related of-
fenses, who were arrested for those offenses 
but who have not yet faced trial, who com-
mitted suicide after they were identified, or 
who are currently wanted and at large if they 
spied while on U.S. soil. It includes spies who 
were spying on government agencies, those 
who committed commercial espionage, and 
whistleblowers. The analysis casts a large net 
to capture a wide and potentially overinclusive 
definition of espionage because it is better to 
overcount spies than to undercount them. 

Spies must have been on American soil 
during some period when they were engaged 
in espionage or espionage-related activities. 
Spies who carried out their espionage from 
abroad, never set foot on U.S. soil, or were ar-
rested by foreign governments and extradited 
to the United States without previously having 
been inside the United States are not included. 
For commercial espionage, this analysis in-
cludes individuals charged with those crimes 
if their trials haven’t commenced yet. It does 
not count individuals sued in civil actions over 
theft of trade secrets, nor does it count firms 
convicted of commercial espionage.48 Where 
conflicting information exists as to whether 
individuals were spies or set foot on U.S. soil 
during the time that they were engaged in es-
pionage, this analysis includes them to err on 
the side of maximizing the number of spies. 

This analysis assumes that foreign-born spies 
intend to spy for their home countries unless 
otherwise indicated. If the spy was apprehend-
ed in a sting operation where the law enforce-
ment authorities pretended to be from a specific 
foreign government, then that foreign country 
is the intended beneficiary.49 In the cases of 
commercial espionage, when a foreign-born 
or native-born spy steals a trade secret to make 
money by establishing a firm or attempting to 
otherwise profit inside of the United States, 

https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
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the beneficiary is coded as “personal gain” or as 
the United States. If the commercial espionage 
is used to establish a firm in a foreign country, 
then that country is coded as the intended ben-
eficiary of the espionage. If the intended ben-
eficiary of the espionage is al Qaeda, then it is 
coded as al Qaeda because it is a global terrorist 
network, but other regional terrorist organiza-
tions, drug cartels, or insurgents who are the 
intended beneficiaries are coded as the coun-
tries in which they primarily operate. For in-
stance, espionage conducted for the benefit of 
Hezbollah is coded as benefiting Lebanon, and 
espionage that benefits Mexican drug cartels is 
coded as benefiting Mexico.

In this analysis, state espionage includes 
these specific crimes: conspiracy to defraud the 
U.S. government;50 unlawful retention or com-
munication of national defense information;51 
gathering or delivering of defense information 
to aid a foreign government;52 photographing 
or sketching defense installations;53 being an 
unregistered agent of a foreign government;54 
having unauthorized access to a computer;55 
producing nuclear materials outside the United 
States and other violations of the Atomic 
Energy Act;56 violations of the Intelligence 
Identities Protection Act;57 and theft, bribery, 
or failure to disclose conflicts of interest con-
cerning programs receiving federal funds.58 
Other espionage-related crimes that can be 
state espionage, depending on the details of 
the case, are conspiracy to kill nationals of the 
United States wherever they are in the world;59 
theft of government property;60 transporta-
tion of ammunition without notice;61 viola-
tions of the Arms Export Control Act and 
International Traffic in Arms Regulations 
(ITAR), including the export of defense ar-
ticles without a permit;62 and violations of the 
International Emergency Economic Powers 
Act, including laws that amend it.63

In this analysis, commercial espionage  
includes these crimes: economic espionage  
when a foreign government or government- 
supported firm benefits;64 the conspiracy or ac-
tual theft of trade secrets for personal benefit, 
the benefit of a domestic entity, or a privately 

owned and operated foreign firm;65 false, ficti-
tious, or fraudulent claims made in the course 
of a commercial espionage investigation;66 
and the destruction of competitor trade se-
crets.67 Other espionage-related crimes that 
could be state espionage or commercial es-
pionage, depending on the details of the case, 
can include giving false statements in an espio-
nage investigation;68 wire fraud;69 obstruction 
of justice;70 destruction of evidence;71 visa 
fraud discovered in the course of an espio-
nage investigation;72 smuggling;73 bribery that 
involves a foreigner and is related to national 
defense;74 and the filing of false tax returns 
that were uncovered in the course of an espio-
nage investigation.75

Estimating the annual chance of a foreign- 
born or native-born individual committing es-
pionage and being caught partly depends on 
the number of people in the United States who 
are foreign-born and native-born. This analysis 
estimates the annual chance by summing the 
resident population and the number of non-
immigrants who arrived from each country 
during the 1990–2019 period and dividing that 
sum by the number of individual spies. The 
same analysis is performed for native-born 
Americans without the nonimmigrant counts 
included because that does not apply to them.

Arms Export Control Act
Violations of the Arms Export Control Act 

(AECA) considerably complicate and lengthen 
this analysis. The AECA regulates the export 
of arms, ammunition, and some information 
about both to foreign governments, individuals, 
and entities.76 One of the main goals of the act is 
to maintain the U.S. military’s technological su-
periority over potential adversaries, according 
to government law enforcement officers tasked 
with enforcing such laws.77 The U.S. immigra-
tion law considers the unlawful export of arms 
to be so akin to espionage that the same stat-
ute that designates spies as inadmissible aliens 
also designates violators of export-control laws 
such as the AECA to be inadmissible.78 Out of 
the 1,485 spies identified in this analysis, 815, or 
54.9 percent, of them violated the act. 
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In many cases, violations of the AECA 
are clearly related to espionage, as the in-
tended beneficiary is, or is likely to be, a for-
eign government. One such example was the 
conviction of Chinese spy Kan Chen in 2016. 
He exported or attempted to export 180 
export-controlled items to China, including 40 
items that were sophisticated night-vision and 
thermal-imaging scopes used in military appli-
cations.79 A second example is American-born 
John Reece Roth, who exported data on spe-
cialized plasma technology for use in drones 
that he had developed under a U.S. Air Force 
contract while a professor at the University 
of Tennessee.80 Another case of an AECA 
violation that is clearly espionage is Mozaffar 
Khazaee, an Iranian-born U.S. citizen who at-
tempted to export to Iran proprietary mate-
rial about military jet engines and the U.S. Air 
Force’s F-35 Joint Strike Fighter program that 
he had illegally gathered from his employer.81

However, many of these violations are 
not espionage-related, as the intended ben-
eficiaries are likely private foreign purchasers, 
criminal organizations, rebel groups, or drug 
cartels unrelated to foreign governments. For 
instance, 281 of the 815 AECA violators bene-
fited people in Mexico who were likely all part 
of drug cartels or engaged in other criminal 
activity. Of those 281 people, 170 were born in 
Mexico and 105 were native-born Americans. 
There are also many ambiguous cases, such as 
the 45 individuals who exported or attempted 
to export arms to Colombia and Venezuela to 
aid rebel groups, insurgencies, or (maybe) the 
governments there. Those individuals all vio-
lated the AECA, but it is unclear whether they 
are espionage-related in every instance. 

Due to this ambiguity, and to avoid the 
problem of cherry-picking violators that 
could produce systematically biased results, 
this analysis counts all AECA violators as es-
pionage and codes the country of benefit 
as the location of the beneficiaries, even if 
they are likely nongovernment entities.82 
For example, arms exports to FARC rebels 
in Colombia and Hezbollah in Lebanon are 
coded as benefiting Colombia and Lebanon, 

respectively.83 Furthermore, this analysis 
codes AECA violations as state espionage 
when the export-prohibited items are stolen 
from the U.S. government or a contractor, 
and it codes AECA violations as commercial 
espionage when the violator legally purchases 
export-prohibited items in the United States 
with the intent to export them.

This analysis tries to take account of the 
ambiguity of AECA violators and how re-
lated they are to espionage in three different 
ways. First, the espionage is coded as “state 
espionage” in cases where the violators ex-
ported or attempted to export U.S. govern-
ment property. In cases where the violators 
privately purchased arms that they exported 
or attempted to export without a permit, 
the espionage is coded as commercial espio-
nage. However, this division is imperfect be-
cause AECA violators can steal government 
property for the aid of foreign governments 
or criminal organizations, as in the case of 
Colombian Luis Fernando Arcila-Giraldo, 
who attempted to purchase and export Stinger 
missiles to drug cartels in Colombia.84 Second, 
this analysis also excludes all AECA viola-
tions in certain figures, tables, and analyses 
where noted. The Annex at https://infogram.
c o m / a n n e x - i d e n t i f i e d - s p i e s - o n - u s - s o i
l-1990-2019-1hd12y8p0rem4km?live includes 
the entire set of spies by espionage offense 
to allow readers to slice and dice the AECA 
convictions as they wish. Third, this analysis 
also shows that the number of AECA viola-
tors and the number of spies who committed 
non-AECA offenses are correlated. Thus, 
including the AECA numbers is less likely to 
skew the overall results, but they could still 
skew the country-of-origin information and 
generally inflate the number of spies.

Identifying Spies, Problems with 
Counting Spies, and Caution 
When Interpreting the Results

This analysis focuses on spies who have 
been identified by the government, follow-
ing the methods of the Defense Personnel 
Security Research Center, by relying upon 

https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
https://infogram.com/annex-identified-spies-on-us-soil-1990-2019-1hd12y8p0rem4km?live
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publicly available information.85 They are 
identified by being convicted of espionage or 
an espionage-related offense if they died after 
their discovery but before their conviction, 
or fled abroad after or before charges were 
filed against them. Their ethnicity is mainly 
assigned by their country of origin. If a spy’s 
country of birth and ethnicity are different, 
that is reflected in the coding; for instance, 
Taiwan-born Ko-Suen Moo is of Korean eth-
nicity, so he is recorded as having been born in 
Taiwan and as ethnically Korean. The ethnic-
ity of American-born spies is also recorded in 
broad categories including “white American,” 
“black American,” and “Hispanic American,” 
where the specific ethnicity based on their 
family histories is unavailable. Specific ethnic-
ities for native-born Americans are included if 
their ancestors’ country of origin is known.

The sample of identified spies in this analy-
sis could bear little resemblance to the popu-
lation of total spies because of the secretive 
nature of espionage. Spies do not want to be 
caught and seek to conceal their illicit activi-
ties. This is unlike analyses of terrorists, who in-
tend to make their crimes well known in order 
to inspire terror and trigger political or social 
reforms.86 This might be less of a problem with 
amateur Chinese spies, especially those en-
gaged in commercial espionage, because they 
are more likely to get caught than well-trained 
spies engaged in state espionage. Although this 
analysis seeks to build as comprehensive a list 
of spies as possible, some spies are undoubtedly 
unidentified, so this analysis could suffer from 
systematic undercounting of spies, espionage, 
and espionage-related crimes. 

One problem that could lead to the under-
counting of spies is that the government might 
not want to make known the individual spies 
that it identifies. Thus, the number of spies in 
this analysis could be undercounted because 
the government handles some espionage in 
secretive settings beyond the public view. 
However, if this does in fact happen, it likely 
involves few cases. The U.S. government does 
prosecute spies in court, and the DOJ typi-
cally issues press releases announcing when it 

has uncovered a spy and charged that person 
with a crime. The government even does this 
in some of the most embarrassing cases that 
expose significant government security fail-
ures. Furthermore, law enforcement and the 
DOJ have an incentive to publicize that they 
are capturing spies to act as a deterrent to oth-
er spies and to justify their budgets and inves-
tigative initiatives. The DOJ’s China Initiative 
even takes credit for individuals convicted of 
espionage or espionage-related crimes if in-
dictments against them were filed years prior 
to the initiative’s creation, such as in the cases 
of Hao Zhang, Weiqiang Zhang, Ying Lin, and 
Xiang Haitao.87 The DOJ would not announce 
its China Initiative and speak at prestigious 
conferences about it if it could not brag about 
how the program succeeds.88 

Other government agencies could be more 
secretive in trying to uncover spies, but the 
FBI and other agencies charged with inves-
tigating espionage are mostly civil law en-
forcement agencies operating under the same 
incentives. Even when they cooperate with 
more secretive government agencies and don’t 
publicize that cooperation, they publicize the 
indictments and prosecutions that result—as 
in the case of Edward Snowden.89 Even if the 
DOJ’s China Initiative was secret when it 
was started, it would only remain secret if it 
was a failure and didn’t result in the identifica-
tion or prosecution of any spies. It is tempting 
to ascribe a super-secretive identification and 
punishment process for spies beyond the pub-
lic’s view, especially in a culture rife with enter-
taining fiction about espionage, but the actual 
U.S. counterintelligence system is not set up 
that way to punish such offenders.

Overcounting of spies, espionage, and 
espionage-related crimes could also be a prob-
lem. Spies usually must be discovered and 
rarely announce their presence, so the dis-
covery of spies is based on government and 
private-sector investigations of espionage. 
Political mandates to discover and prosecute 
spies could lead to an overidentification of 
spies. Mark Rasch, former computer-crime 
prosecutor, said, “If you’re looking everywhere 
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for spies, you will find spies everywhere, even 
where they don’t exist.”90 For instance, pros-
ecutors who are empowered and pushed to 
discover spies would likely result in marginal in-
dividuals being convicted of espionage-related 
crimes, such as making false statements or tax 
fraud, that were discovered in the course of an 
espionage investigation that wouldn’t other-
wise be prosecuted. In other cases, scientists in 
the United States may share data with scientists 
in foreign countries while collaborating on re-
search projects that could result in the data be-
ing used as part of intelligence-gathering efforts 
by foreign governments. Those scientists in the 
United States who share the data could be spies, 
or they could just be scientists whose findings 
or data are used as a source of intelligence—but 
these marginal individuals are included in this 
analysis if they’re prosecuted for espionage or 
espionage-related crime. 

Prosecutors might also entirely ignore 
spies from friendly foreign powers. For in-
stance, spying by Israel in the mid-1990s was 
rarely prosecuted, but the government claims 
that it was likely significant.91 Commercial es-
pionage conducted by the French government 
is also a big problem, according to former de-
fense secretary Robert Gates.92 Spies from 
those countries could either be deported from 
the United States; forced out by other means, 
such as diplomatic pressure on the foreign 
government to recall them; given stern warn-
ings to stop; or be entirely ignored because the 
foreign government is not considered a threat 
to the United States. This source of bias would 
result in a relative undercounting of spies from 
friendly countries and a relative overcounting 
of spies from less-friendly countries. 

In still other cases, individuals could be ac-
cused of espionage based on unfounded alle-
gations, investigated or charged with crimes, 
convicted, and then cleared, as in the case 
of Russian-born Sergey Aleynikov. He was 
convicted of theft of trade secrets and an-
other related offense and sentenced to eight 
years in prison. The Federal Court of Appeals 
unanimously reversed his conviction and en-
tered a judgment of acquittal.93 Aleynikov was 

lucky, and his counsel was especially compe-
tent, but some people convicted of espionage 
or espionage-related crimes are likely innocent 
and are either waiting for their convictions to 
be overturned or else they will continue to lan-
guish in prison for crimes they didn’t commit. 

Another problem is the selectiveness of 
government espionage and espionage-related 
prosecutions. For instance, there are many 
leakers of classified information, and very few 
of them are prosecuted. When they are inves-
tigated and prosecuted, political and policy 
reasons are likely the paramount justifications 
rather than a commitment to enforcing the 
law.94 The government also releases selec-
tive information about certain alleged spies 
without prosecuting them. The government 
did this in the case of Chinese-born entre-
preneur Liu Ruopeng, who earned his masters 
and doctorate degrees from Duke University 
and allegedly turned over research secrets to 
the Chinese government while using stolen 
research to start a successful firm in China.95 
Despite the serious allegations and convinc-
ing evidence that was leaked to the public, the 
government did not charge Ruopeng with any 
crimes, which indicates that the government 
likely selectively released evidence to show 
Ruopeng in the worst light.

Government efforts to identify spies from 
China, a new focus on commercial espionage, 
or other initiatives could boost the number 
of prosecutions and convictions but reduce 
them elsewhere. In other words, spies will al-
ways exist, but the spies that are identified are 
those that the government targets. If the gov-
ernment directs law enforcement resources 
to targeting Chinese spies, then it could relax 
efforts to identify Iranian or Russian spies, for 
instance. Government targeting is based on 
political and administrative objectives that 
might be related to the changing nature of es-
pionage or could be reactive to other political 
or administrative considerations. 

The sample of spies in this analysis could 
be too small and undercounted, too large and 
overcounted, or systematically skewed be-
cause of the selective nature of government 
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prosecutions. Thus, the sample of spies in this 
analysis could be biased and unrepresentative 
of the total population of spies in the United 
States—a phenomenon called sampling bias. 
In short, sampling bias in this analysis could 
mean that the identified spies here could differ 
to a statistically significant extent from the total 
population of spies. They could come from dif-
ferent countries, spy for different countries, or 
commit different crimes. It is tempting to use 
this analysis to cherry-pick marginal cases to 
include those who probably should be charged 
with espionage and to exclude those who prob-
ably shouldn’t have been, but that would intro-
duce an entirely new layer of bias that would 
significantly reduce the utility of this analysis. 
As a result, this analysis includes the widest pos-
sible sample without cherry-picking individual 
spies for inclusion or exclusion. Regardless, one 
must keep the above problems in mind when 
considering the findings of this analysis.

The government’s intense public focus on 
espionage and espionage-related crimes, grow-
ing media and public scrutiny of espionage, 
the building geopolitical and economic con-
flict with China, and the lack of any thorough 
account of all espionage and espionage-related 
crimes justify this analysis. Regardless of the 
above problems with identifying spies, this 
analysis is a first step in analyzing the totality 
of espionage and espionage-related crime in 
the United States. Systematic efforts like this 
to build a dataset will help identify wheth-
er a problem exists, the scale of the problem, 
and characteristics of the problem far better 
than a few anecdotes selectively used in public 
statements. The main hope is that this analy-
sis will help answer those questions. The sec-
ondary hope is this analysis will inspire other 
researchers who will take the data here, add 
to it, refine the methods, and produce better 
research in the future.

Sources
The identities of spies, details of their 

crimes, and other information come from nu-
merous data sets, documents, and other sourc-
es. Government agencies have an incentive 

to publicize the identification of spies to 
highlight the threat posed by espionage and 
to justify their enforcement activities. The 
main source for state espionage is a series of 
reports published by the Defense Personnel 
and Security Research Center Office of People 
Analytics.96 The office’s impressive studies in-
clude the identities and other biographical in-
formation of spies who committed espionage 
against the U.S. government from 1947 to 2015.

The first source for commercial espionage 
is a database of all known prosecutions of eco-
nomic espionage and theft of trade secret cas-
es under or related to the Economic Espionage 
Act since its enactment in 1996.97 This infor-
mation is compiled by Jeremy Wu, a retired se-
nior adviser at the U.S. Census Bureau.98 The 
second source is a public comment filed by 
the Federal Public Defender in the Southern 
District of Texas in 2013.99 The third source 
is a paper written by attorney Thomas J. Nolan 
that includes a list of 137 different economic es-
pionage and trade theft prosecutions, many of 
which were included in the database compiled 
by Wu.100 The fourth source is a Cardozo Law 
Review article written by Andrew Chongseh 
Kim that also heavily relies upon Wu’s data.101

Many sources supplied information on both 
state espionage and commercial espionage. The 
first is a report from the Australian Strategic 
Policy Institute that has an appendix listing 
some Chinese spies.102 The second source is 
the U.S. Department of State’s list of people 
barred from exporting weapons because of 
violations of the AECA and the International 
Traffic in Arms Regulations.103 The third is the 
Federal Register, which publishes the names of 
those people barred from exporting arms, as 
well as other information about them.104 The 
fourth is a list of cases published by the U.S. 
Department of Commerce, Bureau of Industry 
and Security, and accompanying information.105 
The fifth are DOJ press releases dating back to 
July 1994 and DOJ reports and fact sheets on 
export violations, espionage, and other viola-
tions of espionage-related laws.106 The sixth are 
Immigration and Customs Enforcement press 
releases on counter-proliferation enforcement 
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actions and removals.107 The seventh are 
press releases published by the Bureau of 
Diplomatic Security.108The eighth are thou-
sands of news stories, indictments, and fact 
sheets compiled by researchers that are all 
available upon request.109

Data on the population of the United 
States, the annual number of residents from 
each country of origin, and the annual number 
of admissions from each country come from 
the U.S. Census, the American Community 
Survey, and the Department of Homeland 
Security, respectively.110

ESPIONAGE
This analysis identifies 1,485 known spies 

who committed espionage or espionage-related 
crimes in the United States from January 1, 1990, 
to the end of 2019. Of those spies, 890 were 
foreign-born, 583 were native-born Americans, 
and 12 were of unknown origins (see Table 1).

From 1990 through 2019, the approximate 
annual chance that somebody on U.S. soil 
committed espionage or an espionage-related 
crime, and was identified doing so, was 
about 1 in 6.5 million (see Table 1). The chance 
that a foreign-born person committed espio-
nage or an espionage-related crime and was 
identified doing so was about 1 in 2.2 million per 
year during the same period. Foreign-born spies 
accounted for 59.9 percent of all spies from 
1990 to 2019. The chance that a native-born 
American committed espionage or an 
espionage-related crime and was identified 
was about 1 in 13.1 million per year from 1990 
to 2019. Native-born American spies account-
ed for 39.3 percent of all spies during that time. 
Figure 1 shows the global distribution of all 
spies on U.S. soil by their countries of origin 
from 1990 to 2019.

The 184 Chinese-born spies accounted for 
12.4 percent of all identified spies during this 
time (see Table 1). Given the population of 
Chinese-born immigrants and nonimmigrant 
admissions from China, Chinese-born spies 
were 16 times more likely to be identified 
spies than their percentage of the population 

would suggest (see Figure 2).111 This is high-
er than for all foreign-born spies, who were 
about 2.9 times as likely to be spies as their 
percentage of the population would suggest. 
By contrast, native-born American spies 
were underrepresented because they were 
39.3 percent of all spies, yet 79.3 percent of the 
population. Using this metric, Chinese-born 
spies were the 13th most overrepresented 
group of spies by national origin in the United 
States (see Figure 2).

Figure 3 shows the number of identified 
spies over time by select origins. The total 
number of identified spies has shrunk from an 
annual high of 119 in 2011 to 49 in 2019. Only 
17 Chinese-born spies were identified from 
1990 to 2003, while 167, almost 10 times as 
many, were identified from 2004 to 2019, for 
an average of about 10.5 Chinese-born spies 
identified per year during the latter period. 
Chinese-born spies accounted for 14.1 percent 
of all identified spies since 2004. During the 
same time, American-born spies accounted 
for 35.9 percent of all identified spies. 

As previously mentioned, counting viola-
tors of the AECA increases the number of spies 
because the violators account for 54.9 percent 
of the total and may skew the espionage data. 
The number of AECA violators and non-AECA 
spies is positively correlated with a coefficient 
of 0.63, meaning that their numbers generally 
move in the same direction (see Figures 3 and 
4). Even with the AECA violators excluded, 
the number of identified spies still increases 
in a pattern very similar to that of all identified 
spies (see Figure 4). Table 2 presents identified 
spies on U.S. soil by selected countries of origin, 
excluding all AECA violators. Although their 
numbers drop, the percentage of Chinese and 
American spies increases when the AECA is ex-
cluded. Mexico, Venezuela, and Lebanon drop 
out of the top-10 list of foreign countries that 
send spies because most violated the AECA. 
Iraq, Vietnam, and Cuba rise to take their place. 

The annual chance of being an identified spy 
drops for many countries on the list when the 
AECA isn’t included (see Table 2). The annual 
chance of a native-born American becoming an 
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Figure 1

Spies by their country of origin, 1990–2019

Source: See Methodology section.
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Table 1

Identified spies on U.S. soil by country of origin for top 10 foreign countries and the United States, 1990–2019

All 1,485 100% 1 in 6,476,337

All foreign-born 890 59.9% 1 in 2,240,123

United States 583 39.3% 1 in 13,076,588

China 184 12.4% 1 in 403,589

Mexico 172 11.6% 1 in 3,196,850

Iran 84 5.7% 1 in 119,917

Taiwan 41 2.8% 1 in 516,671

Russia 35 2.4% 1 in 499,007

India 26 1.8% 1 in 2,734,624

Pakistan 23 1.5% 1 in 431,219

Venezuela 23 1.5% 1 in 900,069

Lebanon 20 1.3% 1 in 218,809

South Korea 17 1.1% 1 in 2,143,968

Country or citizenship of birth Spies Percentage of all spies Annual chance of being an identi�ed spy

Sources: See Methodology section; author’s calculations.
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“When the 
Arms Export 
Control Act 
is excluded, 
spying on 
behalf of 
Mexico 
virtually 
disappears.”

identified spy drops to about 1 in 25.8 million, 
and for Chinese-born spies it drops to 1 in 
613,723 when AECA violators are excluded. 
Iranians remain the most likely to become 
identified spies, followed by Iraqis and then 
Chinese (see Table 2). In the expanded list that 
includes all countries, a Chinese-born per-
son on U.S. soil has the ninth-highest annual 
chance of being an identified spy compared to 
people from other countries. 

Spies don’t just spy for their countries of 
birth. Table 3 displays the main countries that 
benefited from espionage by the number of 
spies. Columns 2 and 3 in Table 3 include all 
espionage, and columns 5 and 6 exclude viola-
tors of the AECA. For all espionage, Mexico 
was the main beneficiary, with 19 percent of all 
spies on U.S. soil spying on behalf of Mexico 
or people in Mexico, mostly via violations of 
the AECA. Of the 282 spies for Mexico or the 
benefit of Mexicans, 111 (39.4 percent) were 
not from Mexico. China is the second-largest 
beneficiary of espionage on U.S. soil, with 
18.6 percent of the total. Of the 276 spies 
for China, 111 (37.6 percent) were not born in 
China, and 65 were native-born Americans. 

When the AECA is excluded, spying on 
behalf of Mexico virtually disappears, and 
espionage for personal benefit tops the list 
at 26.4 percent of spies (see Table 3). This 
primarily includes native-born Americans 
and foreign-born people who stole trade se-
crets to build domestic businesses or to make 
money in an illicit deal and whistleblowers 
who exposed government secrets for ide-
alistic reasons. One example of the latter is 
Matthew Diaz, a former active-duty lieuten-
ant commander in the U.S. Navy, who mailed 
classified information to a nonprofit organi-
zation to expose unconstitutional practices 
at Guantanamo Bay.112 After personal ben-
efit inside the United States, China becomes 
the second main beneficiary of spying in the 
United States and accounts for 26.1 percent 
of all spies when the AECA violators are ex-
cluded (see Table 3). 

Figure 5 is a map showing the top countries 
by the number of spies spying for them for all 
forms of espionage, including violations of the 
AECA. Figure 6 is a map with the main coun-
tries that benefit by the number of spies spying 
for them that excludes violators of the AECA. 

Table 2

Identified spies on U.S. soil by country of origin for top 10 foreign countries and Americans' excluding AECA violators' 

1990–2019

All 670 100% 1 in 14,354,270

All foreign-born 374 55.8% 1 in 5,330,775

United States 296 44.2% 1 in 25,755,578

China 121 18.1% 1 in 613,723

Iran 60 9.0% 1 in 167,884

Taiwan 27 4.0% 1 in 784,575

Russia 19 2.8% 1 in 919,223

India 14 2.1% 1 in 5,078,587

Cuba 12 1.8% 1 in 2,561,522

Pakistan 9 1.3% 1 in 1,102,005

South Korea 9 1.3% 1 in 4,049,718

Iraq 8 1.2% 1 in 500,487

Vietnam 7 1.0% 1 in 4,702,091

Country or citizenship of birth Spies Percentage of all spies Annual chance of being a known spy

Sources: See Methodology section; author’s calculations.

Note: AECA = Arms Export Control Act.
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Table 3

Identified spies on U.S. soil by main country of benefit for top 10 foreign countries and the United States$ 1990–2019

All 1,485 100% All 670 100%

Mexico 282 19.0% United States 177 26.4%

China 276 18.6% China 175 26.1%

United States 177 11.9% Iran 85 12.7%

Iran 149 10.0% Russia 35 5.2%

Russia 57 3.8% Cuba 24 3.6%

Venezuela 37 2.5% Iraq 20 3.0%

Iraq 34 2.3% Taiwan 14 2.1%

Unknown 33 2.2% Unknown 11 1.6%

Cuba 24 1.6% Pakistan 11 1.6%

Pakistan 22 1.5% South Korea 10 1.5%

Lebanon 21 1.4% Libya 8 1.2%

Main country of

bene�t

All

spies

Percentage of all

spies

Main country of

bene�t

Spies$ AECA

excluded

Percentage of all spies$ AECA

excluded

Sources: See Methodology section; author’s calculations.

Note: AECA = Arms Export Control Act.

Figure 5

Spies by the main country of benefit, 1990–2019

+201

1–10

11–50

51–100

101–200

Source: See Methodology section.

Notes: Al Qaeda is excluded as a main country of benefit; East Germany and Germany are combined; the Soviet Union is combined with Russia; Europe and 

Eastern Europe are excluded as countries; unknown countries of origin are excluded; and “personal gain” is recoded as a benefit to the United States.
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“Native-born 
Americans 
who are 
ethnically 
Chinese are 
about 0.9 
percent of all 
native-born 
American 
spies.”

Table 4 shows the ethnicity of identified 
spies for the top 10 ethnicities, regardless of 
their country of birth or citizenship. White 
Americans account for 30.3 percent of all iden-
tified spies, followed by 12.9 percent who are 
ethnically Chinese. 

Assistant Attorney General for National 
Security John C. Demers stated that there 
is a persistent effort by the Chinese govern-
ment to recruit American-born spies who are 
of Chinese descent.113 Comparing the coun-
tries of origin for spies in Table 1 to the eth-
nicity of spies in Table 4 shows that only eight 
spies of Chinese ancestry who were not born 
in China committed espionage in the United 
States. Thus, only 4.2 percent of spies of 

Chinese ethnicity were not born in China. Of 
those eight non-China-born spies of Chinese 
ethnicity, five were born in the United States, 
and one each came from Singapore, Malaysia, 
and Hong Kong. Native-born Americans who 
are ethnically Chinese are about 1.1 percent 
of the U.S. population and about 0.9 percent 
of all native-born American spies, so they are 
slightly underrepresented as spies.114 

Comparing the spies who spied for China in 
Table 3 with the ethnicity of spies in Table 4 re-
veals a vastly different picture. Ninety-nine of 
the 276 spies who spied for China, or 35.8 percent, 
were not ethnically Chinese. For instance, 58 
were native-born white Americans, 19 were 
Taiwanese, 5 were Indian, 4 were Korean, 2 were 

Figure 6

Spies by the main country of benefit, excluding AECA violators, 1990–2019

+201

11–50

51–100

101–200

1–10

Source: See Methodology section.

Notes: Al Qaeda is excluded as a main country of benefit; East Germany and Germany are combined; the Soviet Union is combined with Russia; Europe and 

Eastern Europe are excluded as countries; unknown countries of origin are excluded; and “personal gain” is recoded as a benefit to the United States.

AECA = Arms Export Control Act.
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Vietnamese, and 2 were Pakistani. There was 
one spy of each of the following ethnicities 
who spied for China: Fijian, Filipino, Ghanaian, 
Hispanic American, Iranian, Israeli, Jordanian, 
Malaysian, and Nigerian. 

Table 5 shows the number of spies who en-
gaged in state or commercial espionage. As 

previously mentioned, state espionage is the act 
of obtaining information or items that are not 
publicly available from the U.S. government in 
the interests of a foreign government or in ser-
vice of a broader ideological goal. Commercial 
espionage is the act of unlawfully and clan-
destinely obtaining valuable proprietary 

Table 4

Identified spies on U.S. soil by ethnicity for top 10 ethnicities, 1990–2019

All 1,485 100%

White American 450 30.3%

Chinese 192 12.9%

Mexican 172 11.6%

Hispanic American 92 6.2%

Iranian 86 5.8%

Taiwanese 40 2.7%

Russian 35 2.4%

Indian 27 1.8%

Pakistani 23 1.5%

Korean 22 1.5%

Ethnicity All spies Percentage of all spies

Sources: See Methodology section; author’s calculations.

Table 5

Identified spies on U.S. soil by country of origin for top 10 foreign countries and the United States, 1990–2019

All 1,083 All 396 All 402 All 274

All foreign-born 686 All foreign-born 239 All foreign-born 216 All foreign-born 135

United States 397 United States 157 United States 186 United States 139

Mexico 172 China 85 China 61 China 36

China 123 Iran 52 Russia 24 Russia 15

Iran 74 Taiwan 18 Taiwan 14 Taiwan 9

Taiwan 27 India 9 India 11 Cuba 9

Pakistan 18 Vietnam 6 Iran 10 Iran 8

Lebanon 18 Pakistan 5 Cuba 9 Venezuela 6

Venezuela 17 South �orea 5 South �orea 8 Ira- 6

India 15 Colombia 4 Egypt 7 India 5

Unknown 12 Russia 4 Venezuela 6 Egypt 5

Russia 11 Canada 3 Ira- 6 South �orea 4

Country or

citizenship of

birth

Co��ercial

Country or

citizenship of

birth

Co��ercial,

AECA excluded

Country or

citizenship of

birth

State

Country or

citizenship of

birth

State,

AECA

excluded

Sources: See methodology section; author’s calculations.

Note: AECA = Arms Export Control Act.
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“27.1 percent of 
spies engaged 
in state 
espionage, and 
the remaining 
72.9 percent 
engaged in 
commercial 
espionage.”

information; intellectual or other property; or 
financial, trade, or economic information from 
U.S. firms, establishments, or persons, for one’s 
personal benefit or the benefit of another do-
mestic firm, foreign firm, foreign government, 
or other foreign or domestic entity. Violations 
of the AECA count as state espionage when 
the export-prohibited arms and equipment are 
state-owned and likely stolen. Violations of the 
AECA are counted as commercial espionage 
when the export-prohibited items were ac-
quired legally prior to the attempted or actual 
unlawful export. 

For all identified spies, 27.1 percent en-
gaged in state espionage and the remaining 
72.9 percent engaged in commercial espionage 
(see the whole numbers in Table 5). When 
AECA violators are excluded, 41.1 percent 
of spies engaged in state espionage and 
58.9 percent engaged in commercial espionage 
(see Table 5). Table 5 contains four different 
columns of espionage by broad type that both 
include and exclude the AECA, for a total of 
44 country-of-origin cells. Only 18 countries 
are represented in those 44 cells. In each col-
umn, the percentage of total spies coming 

from the United States and 10 other coun-
tries accounts for between 81.6 percent and 
88.3 percent of all spies. 

Table 6 shows identified spies by the coun-
try that they spied for and whether those 
countries benefited from state or commercial 
espionage. As in earlier tables, if the spy was 
an American spying for personal gain, then 
his espionage is counted as benefiting the 
United States. Again, the countries that the 
individuals spied for are highly concentrated 
among a few top offenders. For instance, the 
top 10 foreign countries and the United States 
account for 93.1 percent of commercial es-
pionage when the AECA is excluded (see the 
whole numbers in Table 6, column 4). The low-
est percentage accounted for among the top 
10 countries and the United States is for state 
espionage including AECA violators, and that 
was still 74.1 percent (see the whole numbers 
in Table 6, column 6). There is a significant 
overlap between the countries included in 
both Table 5 and Table 6. 

Table 7 shows the most serious espionage 
or espionage-related crime that spies com-
mitted, or are charged with committing, 

Table 6

Identified spies on U.S. soil by the country of benefit for the top 10 foreign countries of benefit and the United 

States, 1990–2019

All 1,083 All 396 All 402 All 274

Mexico 282 United States 122 China 111 China 66

China 165 China 109 United States 55 United States 55

Iran 136 Iran 77 Russia 41 Russia 27

United States 122 Iraq 10 Cuba 19 Cuba 19

Venezuela 29 Taiwan 10 Iraq 14 Unknown 11

Unknown 22 Russia 8 Iran 13 Iraq 10

Iraq 20 Libya 8 Unknown 11 Iran 8

Lebanon 19 Pakistan 7 Japan 11 Venezuela 8

Pakistan 18 Syria 7 Venezuela 8 Soviet Union 7

Russia 16 South Korea 6 South Korea 8 Afghanistan 6

Taiwan 15 Cuba 5 Philippines 7 Taiwan 4

Country of

bene�t

Commercial

Country of

bene�t

Commercial, AECA

excluded

Country of

bene�t

State

Country of

bene�t

State, AECA

excluded

Sources: See Methodology section; author’s calculations.

Note: AECA = Arms Export Control Act.
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prior to trial if their trial hasn’t occurred yet. 
Violations of the Arms Export Act domi-
nate the list, with 54.9 percent of the total. 
The next most common is violations of the 
International Emergency Economic Powers 
Act, which largely covers trading with na-
tions that the president of the United States 
has embargoed. The third and fourth most 
common crimes are theft of trade secrets 

and economic espionage. Theft of trade se-
crets accounts for 7.5 percent of espionage 
or espionage-related crimes, followed by the 
related crime of economic espionage, which 
accounts for 6.9 percent. Crimes related to 
economic espionage and theft of trade secrets, 
including conspiracy and destruction of com-
petitor trade secrets, are a major focus of the 
DOJ’s China Initiative. However, those types 

Table 7

All spies by their most serious espionage or espionage-related crime, 1990–2019

Agent of a fore�gn government 72 4.8%

Arms Export Control A�t 815 54.9%

Atom�� Energy A�t 3 0.2%

Br�bery 35 2.4%

Consp�ra�y to defraud the Un�ted States 11 0.7%

Consp�ra�y to steal trade se�rets 26 1.8%

Destru�t�on of �ompet�tor trade se�rets 1 0.1%

E�onom�� esp�onage 102 6.9%

Esp�onage 4 0.3%

False statements 26 1.8%

False, c�t�t�ous, or fraudulent �la�ms 3 0.2%

F�l�ng false tax return 1 0.1%

Gather�ng or del�ver�ng defense �nformat�on to a�d a fore�gn government 46 3.1%

Internat�onal Emergen�y E�onom�� Powers A�t 136 9.2%

Intell�gen�e Ident�t�es Prote�t�on A�t 1 0.1%

Obstru�t�on of just��e 1 0.1%

Photograph�ng or sket�h�ng defense �nstallat�ons 2 0.1%

Produ�e nu�lear mater�als outs�de the Un�ted States 2 0.1%

Smuggl�ng 24 1.5%

Theft of government property 7 0.5%

Theft of trade se�rets 111 7.5%

Theft, br�bery, fa�lure to d�s�lose �oni��ts of �nterest �on�ern�ng programs re�e�v�ng federal funds 3 0.2%

Unauthor�zed a��ess to a �omputer 6 0.4%

Unauthor�zed removal and retent�on of �lass�ced do�uments or mater�al 1 0.1%

Unlawful retent�on/�ommun��at�on of nat�onal defense �nformat�on 40 2.7%

V�sa fraud 1 0.1%

W�re fraud 5 0.3%

Total 1,485 100%

Most serious espionage-related crime Crimes Percentage

Sour�e: See Methodology se�t�on.
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“67.8 percent 
of all spies for 
China were 
ethnically 
Chinese.”

of crimes only account for 16.3 percent of all 
espionage or espionage-related crimes.115 

Table 8 shows the broad victims of espio-
nage conducted on U.S. soil. The government 
is the major victim, even in cases where the 
AECA is excluded. American firms are the 
second most common victim, followed dis-
tantly by hospitals and universities. 

Chinese Espionage
Chinese espionage is the main concern to-

day and the justification for the DOJ’s China 
Initiative.116 This subsection specifically ex-
amines the dynamics of Chinese espionage, 
both in total and in the prosecutions claimed 
by the initiative up through the end of 2019. 
Of all identified spies, 184, or 12.4 percent, 
were born in China (see Table 9). There were 
192 total ethnic Chinese spies identified, of 
whom 5, or 2.6 percent, were native-born 
Americans. In other words, 97.4 percent of 
ethnic Chinese spies were not born in the 
United States. Of ethnic Chinese spies born 
abroad, 98.4 percent were born in China. 
Excluding violations of the AECA lowers the 
number of spies spying for China from 184 to 
121, a reduction of 34.2 percent. That reduces 
the number of spies guilty of state espionage 
by 41 percent and the number guilty of com-
mercial economic espionage by 30.9 percent. 

Overall, 276 individuals in the database 
spied for China, which means that they ac-
count for about 18.6 percent of all spies iden-
tified from 1990 to 2019. Thus, 66.7 percent 
of all spies for China were born in China, and 
67.8 percent of all spies for China were ethni-
cally Chinese. In other words, about a third of 

all spies for China were not from China or eth-
nically Chinese. 

Table 10 shows the specific countries of 
origin for spies who spied for China. Those 
born in China account for 62 percent of the 
total, followed by native-born American 
spies, with 23.6 percent. When AECA viola-
tors are excluded, the percentages are very 
similar: 64 percent for China-born spies and 
24 percent for native-born Americans.

Figure 7 shows the yearly numbers of spies 
from China and places other than China who 
committed the crimes of economic espio-
nage, theft of trade secrets, and conspiracy 
to steal trade secrets. Prosecutions for these 
crimes began in 1996, the year that Congress 
passed the Economic Espionage Act. The 
identified number of spies from China in-
creases over the period; the annual number is 
roughly constant from 2010 on and accounts 
for half of all spies who committed the crimes 
of economic espionage, theft of trade secrets, 
and conspiracy to steal trade secrets. 

The DOJ created its China Initiative in 2018 
to focus on detecting, prosecuting, and stop-
ping Chinese espionage, with a particular fo-
cus on impeding commercial espionage.117 The 
DOJ’s China Initiative takes credit for many 
prosecutions, including many that began be-
fore the initiative started. Of the 30 individuals 
identified and prosecuted by the DOJ as part of 
its initiative, 21 were born in China, 4 were born 
in Taiwan, 1 was born in Hong Kong, and 4 were 
born in the United States (see Table 11). All four 
native-born Americans were white and not of 
Chinese ethnicity. The first was James Patrick 
Lewis, a former professor at West Virginia 

Table 8

Broad victims of espionage carried out on U.S. soil, 1990–2019

U.S. government 1,237 83.3% 424 63.3%

U.S. �rms 242 16.3% 240 35.8%

U.S. hospitals 2 0.1% 2 0.3%

U.S. universities 4 0.3% 4 0.6%

All 1,485 100% 670 100%

Victim Identi�ed spies Percentage Spies, AECA excluded Percentage

Source: See Methodology section.
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University, who was convicted of not disclos-
ing a conflict of interest with a Chinese univer-
sity when he received federal research funds.118 
The second was Ron Rockwell Hansen, a for-
mer Defense Intelligence Agency officer who 
attempted to transmit national defense infor-
mation to China.119 The third was Kevin Patrick 
Mallory, a former Central Intelligence Agency 
officer who also tried to transmit national de-
fense information to a Chinese agent.120 The 
last was Candace Marie Claiborne, a former U.S. 

Department of State employee who tried to de-
fraud the United States by selling secrets to the 
Chinese.121 Mallory and Hansen were retired 
when they began spying for China and used ei-
ther retained documents from when they were 
employed or attempted to gather classified 
information from contacts who worked with 
their former employers.122 Claiborne was still 
employed by the Department of State when she 
became a spy.123 Table 11 does not include the 
cases of hackers or individuals residing abroad 

Table 9

Chinese espionage in the United States, 1990–2019

China-born spies 184 121 61 36 123 85

Ethnic Chinese

spies

192 127 63 37 129 90

xxxEthnic

xxxChinese,

xxxforeign-born*
187 124 62 37 125 87

xxxEthnic

xxxChinese,

xxxChina-born

184 121 61 36 123 85

xxxEthnic

xxxChinese,

xxxnative-born

xxx�nited �tates

5 3 1 0 4 3

xxxEthnic

xxxChinese,

xxxborn outside 

xxxChina or the

xxx�nited �tates

3 3 1 1 2 2

China is country

of bene�t 

276 17� 111 66 16� 109

xxxEthnic

xxxChinese,

xxxforeign-born*
173 114 58 34 115 80

xxxEthnic

xxxChinese,

xxxChina-born

171 112 57 33 114 79

xxxEthnic

xxxChinese,

xxxnative-born

xxx�nited �tates

4 3 0 0 4 3

xxxEthnic

xxxChinese,

xxxborn outside

xxxChina or the

xxx�nited �tates

2 2 1 1 1 1

All spies

All spies, AECA

e�cl�ded

State espionage

State espionage,

AECA e�cl�ded

Commercial

espionage

Commercial espionage,

AECA e�cl�ded

*Includes ethnic Chinese, China-born s#ies.

Source: See Methodology section.
Note: AECA = Arms Export Control Act.



27

Table 10

Spies for China by country of birth, 1990–2019

China 171 62.0% 112 64.0%

United States 65 23.6% 42 24.0%

Taiwan 20 7.2% 11 6.3%

India 5 1.8% 2 1.1%

Pakistan 2 0.7% 1 0.6%

Vietnam 2 0.7% 2 1.1%

Fiji 1 0.4% 0 0.0%

Ghana 1 0.4% 1 0.6%

Hong Kong 1 0.4% 1 0.6%

Iran 1 0.4% 0 0.0%

Israel 1 0.4% 0 0.0%

Jordan 1 0.4% 0 0.0%

Malaysia 1 0.4% 1 0.6%

Nigeria 1 0.4% 1 0.6%

North Korea 1 0.4% 0 0.0%

Singapore 1 0.4% 1 0.6%

South Korea 1 0.4% 0 0.0%

Country of birth All spies Percentage of all spies Spies, AECA excluded Percentage of spies, AECA excluded

Sources: See Methodology section; author’s calculations.

Note: AECA = Arms Export Control Act.
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“40 percent 
of the 
prosecutions 
conducted 
by the 
Department 
of Justice’s 
China 
Initiative are 
for economic 
espionage or 
theft of trade 
secrets.”

who spied for China without setting foot on 
U.S. soil.124

Table 12 shows that 40 percent of the 
prosecutions conducted by the DOJ’s China 
Initiative are for economic espionage or theft 
of trade secrets. Another 10 percent are for 
visa fraud, theft, bribery, failure to disclose 
conflicts of interest concerning programs re-
ceiving federal funds, or filing a false tax return. 
The other 50 percent are for more traditional 
espionage or espionage-related crimes, includ-
ing smuggling, being an unregistered foreign 
government agent, or gathering or delivering 
classified defense information.

Of the 30 spies who conducted espionage 
for China, this analysis was able to iden-
tify the original visa for 22 of them. Often, 
foreign-born people enter the United States 
on one type of visa and adjust their status to 
another visa. Their original visa is impor-
tant because that is where the initial U.S. visa 
screening process would be most likely to fail, 
assuming the migrant entered with the intent 
to spy. Of those for whom data are available, 
half entered on student visas, four on tourist 
visas, four were native-born Americans, three 
entered as lawful permanent residents, and 
one came as an intracompany transfer.

COST-BENEFIT ANALYSIS 
The above analysis shows the scale of state 

and commercial espionage committed by 
spies physically present in the United States. 

Espionage imposes a cost to national security 
and the economy of the United States, but the 
existence of costs by themselves does not ar-
gue for more government actions to reduce or 
eliminate them. The costs of government ac-
tions to reduce or eliminate espionage must 
also be accounted for when considering ap-
propriate government responses. 

Government risk analyses rarely quan-
tify the costs of espionage and anti-espionage 
policies. Most are lawyerly documents that are 
focused on perceived institutional weaknesses 
and are peppered with anecdotes rather than 
building a system-wide model of espionage 
and testing their hypotheses against real-world 
data. While this type of analysis might be ap-
propriate in some cases, it’s an inappropriate 
guide to setting efficient government policy 
in the first place, and it does not consider the 
costs of government actions. 

One example of this type of lawyerly risk 
analysis is the recent Office of the Citizenship 
and Immigration Services Ombudsman report 
that attempts to analyze the risk of Chinese stu-
dents and post-graduate temporary workers in 
the Optional Practical Training (OPT) program 
to the United States.125 It creates a framework 
to separately examine threat, vulnerability, and 
consequence to evaluate the risk from those 
types of Chinese workers. The report claims 
that its threat and vulnerability analysis

help us to understand the probability 
of a danger arising in activities around 

Table 11

Chinese spies prosecuted by the U.S. Department of Justice's China Initiative, 2013–2019

2013 1 1 0 0 0

2014 0 0 0 0 0

2015 2 2 0 0 0

2016 0 0 0 0 0

2017 4 2 0 0 2

2018 10 4 4 1 1

2019 13 12 0 0 1

Year All China-born Taiwan-born Hong Kong–born U.S. born

Source: See Methodology section.
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“Again, a 
Chinese 
student not 
charged with 
economic 
espionage is 
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of Chinese 
capability 
to commit 
economic 
espionage.”

the program; consequence analysis 
helps us to understand the nature and 
magnitude of the danger. These three 
together help us to determine whether 
activity around the program manifests 
low, medium or high levels of risk. This 
approach is incremental; if at any point 
in the analysis there is no perceived 
threat, or vulnerability, or consequence, 
then little or no risk is manifested and 
the analysis can conclude. However, if 
some level of risk exists within the pro-
gram, it becomes necessary to examine 
strategies to mitigate or eliminate the 
risk.126

The ombudsman’s threat analysis examines 
whether Chinese students and OPT workers 
could harm the United States by analyzing their 
level of access, their intent, and their capabili-
ties. The access variable is how Chinese people 
on these visas can leverage their access to the 
advantage of foreign governments and to the 
disadvantage of the United States. The intent 
variable is whether Chinese workers and stu-
dents intend to engage in actions detrimental 
to the United States. The capabilities variable is 
whether those persons have the technical and 
organizational capabilities to harm the United 
States and aid foreign governments.127 

They have access because there are many 
Chinese students and post-graduate tempo-
rary workers who frequently are employed in 
technical fields that grant them access to com-
mercial and trade secrets or other potentially 
valuable information. There seems to be intent 
because Chinese government programs likely 
incentivize commercial espionage and theft 
of trade secrets.128 The ombudsman report’s 
section on capability is the weakest, as it relies 
on three arguments that are either only partly 
relevant, supported by little evidence, or both. 
The first is that the Chinese government is us-
ing spies in the United States to help foreign 
hackers gain access. The primary example is 
Dejan Karabasevic, a Serbian national who 
worked for an American firm in Austria and 
helped a Chinese firm gain access to its se-
crets.129 Since Karabasevic was not a Chinese 
student nor on a temporary work program in 
the United States, his crime is not relevant to 
the ombudsman’s risk analysis. The second 
example focuses on the alleged economic es-
pionage of Chinese-born Liu Ruopeng, who 
was not actually charged with economic es-
pionage because the case was likely weak.130 
Again, a Chinese student not charged with 
economic espionage is not evidence of Chinese 
capability to commit economic espionage. 
The third statement argues that China has the 

Table 12

Chinese spies prosecuted by the U.S. Department of Justice's China Initiative by main crimes" 2013–2019

Agent of a foreign government 4

Conspiracy to defraud the United States 1

Conspiracy to steal trade secrets 2

Economic espionage 10

Filing false tax return 1

Gathering or delivering defense information to aid a foreign government 1

International Emergency Economic Powers Act 1

Smuggling 6

Theft, bribery, failure to disclose con�icts of interest concerning programs receiving federal funds 2

Unlawful retention/communication of national defense information 1

Visa fraud 1

Spies

Source: See Methodology section.
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capability because the DOJ established the 
China Initiative to counter China’s capability, 
which is circular reasoning.131 

The ombudsman report next claims that 
student visas and post-graduate work permits 
are vulnerable because students and workers 
are not tracked perfectly while they are in the 
United States; they can reside here for many 
years; there is some fraud or noncompliance 
with the regulations; and there is not enough 
federal oversight. Of course, few, if any, of these 
regulations are intended to prevent espionage. 
If a post-graduate temporary worker is em-
ployed on paper at a shell company that doesn’t 
actually conduct research while remaining in 
the United States, then that person does not 
have access to sensitive information, so there 
is no threat. The reasoning applies to a Chinese 
student enrolled at a fictitious university where 
the student doesn’t have access to any actual 
secrets. Interestingly, this section relies again 
on the irrelevant Liu Ruopeng anecdote. The 
ombudsman report states that it will “help us to 
understand the probability of a danger arising 
in activities around the program,” but it pro-
vides no such probability.132 

The rest of this section uses the numbers 
of spies to examine the costs of espionage and 
the costs of some policies proposed to stop 
or reduce espionage, as well as whether those 
government policies pass a simple cost-benefit 
test. The cost-benefit analysis will consider the 
policy of a total moratorium on future Chinese 
immigration and temporary travel to the 
United States, the cancellation of temporary 
visas for Chinese students currently studying 
at American universities, and the exclusion of 
Chinese workers in the OPT program and on 
the H-1B visa.

Estimating the Costs of Espionage
When he sentenced China-born spy 

Dongfan “Greg” Chung for economic es-
pionage and being an unregistered agent 
of a foreign government in 2010, Judge Cormac 
J. Carney said that he could not “put a price 
tag” on national security—but he implicitly did 
so when he sentenced Chung to a prison term 

of nearly 16 years.133 Everything has a price, 
and the actions of courts, government bureau-
crats, and people in their everyday lives reveal 
that to be true even in the case of human life. 
The value of a statistical life (VSL) indicates 
the tradeoff rate between fatality risk and 
money for a person. Nobody values his life in-
finitely. All people voluntarily make decisions 
that increase the chance that they will die, like 
voluntarily driving an automobile, because 
they value their life at a certain amount and 
favorably compare the risk of the activity end-
ing their life with the benefits of the activity. 
Analyzing public policy actions through the 
lens of the VSL is common in health econom-
ics, labor economics, legal cases, and national 
security.134 In the case of national security, the 
U.S. Department of Homeland Security val-
ued a statistical life at $13 million when consid-
ering anti-terrorism policies, and more recent 
studies place that value at around $10 million 
for lives not lost by violence.135 

The VSL is dollar denominated because 
it’s a common unit of exchange and value 
that has alternative uses, meaning it’s easier 
to gauge tradeoffs and opportunity cost us-
ing dollars than by using any other unit. This 
doesn’t mean that money is the only thing that 
people value, but it reduces those other things 
we value to a common unit that is more easily 
comparable. If the price of human life can be 
estimated, debated, and used in public policy, 
then surely the price of espionage can also be 
estimated, contrary to Carney’s statement.

The first step is estimating the cost of 
state espionage per spy. Estimating the cost of 
Chinese espionage to the United States is more 
difficult than estimating the VSL. The cost of 
state espionage to the United States could be 
the deployment of a new weapons system by 
China, advances in Chinese research that could 
affect national security, the relative weakening 
of the United States, the discovery and arrest 
of American agents in China, or myriad other 
factors that are difficult to price. The sim-
plest way to value state espionage is to look at 
the price that foreign governments are will-
ing to pay for it—an admittedly imperfect but 
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straightforward method.136 The most highly 
paid spy in U.S. history was Aldrich Hazen 
Ames, who was paid a total of $4.6 million by 
the Soviets by the time of his arrest in 1994.137 
Adjusted for inflation, Ames was paid just over 
$8 million for his state espionage. This analysis 
uses the rounded-up figure of $10 million, the 
highest recorded pay for a spy engaged in state 
espionage, plus a premium to guarantee that 
the cost estimates err on the side of being too 
high for the cost of each spy engaged in state 
espionage in the United States. 

The next step is estimating the cost of com-
mercial espionage per spy. The estimates of 
the total cost of economic espionage, theft of 
trade secrets, and theft of intellectual proper-
ty (IP) are methodologically muddled and un-
sound.138 They essentially estimate the size of 
other black-market activities, such as narcot-
ics trafficking and tax evasion, compare them 
to research and development spending, as-
sume those black-market activities are a proxy 
for the cost of IP theft, and then eyeball the 
estimates at about 1–3 percent of GDP with-
out any statistical analysis.139 Implicit in those 
analyses is that information and secrets are 
rivalrous. In reality, the costs of these crimes 
lower monopoly rents for American firms. 
Worse, the cost estimates do not seriously 
consider the disincentive to invest in research 
and development that pervasive economic es-
pionage, theft of trade secrets, and IP theft 
could impose. That faulty analysis means we 
must look elsewhere.

Thus, this paper looks at the damages paid 
in economic espionage court decisions. These 
damages are determined by several legal theo-
ries, such as income models based on unjust 
enrichment, cost models based on the replace-
ment cost, and market value models based 
on the fair market value of the economic se-
cret. According to an analysis of economic es-
pionage cases published in the Duke Law and 
Technology Review, the highest award in a single 
American court case of theft of trade secrets 
was $250 million excluding attorney’s fees and 
punitive damages, but the average was less than 
$5 million. This paper thus estimates that each 

spy who engages in economic espionage or 
theft of trade secrets costs the United States 
$250 million.140 The state-espionage cost esti-
mate of $10 million per spy and the economic 
espionage cost estimate of $250 million per 
spy are based on extreme outliers, but they 
are applied in every instance so that if the 
cost-benefit analysis errs, it errs in the direc-
tion of overestimating the costs.

Estimating the Costs of a Moratorium 
on Chinese Immigration and Travel

The next step is estimating the cost to gross 
domestic product (GDP) of a moratorium on 
Chinese travel and immigration, as well as the 
revocation of student visas, OPT, and H-1B vi-
sas for Chinese nationals. The loss from halting 
the flow of Chinese immigrants is equal to the 
annual flow in 2018, the last year of data avail-
able, multiplied by the average wages spread 
among all immigrants, including the nonwork-
ers, which is equal to about $2.1 billion.141 The 
contribution of Chinese tourists to GDP in 
2018 comes from the travel exports for China, 
subtracting the benefits of education to avoid 
double counting, which is about $21.2 billion.142 
The contribution of Chinese students is equal 
to their share of the foreign student population 
multiplied by their total contribution to GDP 
in 2018, which is equal to about $15.2 billion.143 
The contribution of Chinese workers on OPT 
is their number multiplied by the average 
wage for OPT workers in 2018, which is about 
$6.1 billion.144 The contribution of Chinese 
workers on the H-1B visa is estimated by taking 
their share of H-1B visa approvals in 2018 mul-
tiplied by the estimated stock of H-1B visas. 
That product is then multiplied by their aver-
age wage for approved H-1B workers in 2018, 
which is about $4.1 billion.145 The sum of those 
costs to GDP of a moratorium and revocation 
of Chinese visas would be about $48.8 billion in 
the first year.

Calculating the Break-Even Point
The cost imposed by a single spy engaged 

in state espionage is estimated at $10 million; 
the cost imposed by a single spy engaged in 
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economic espionage and theft of trade secrets 
is estimated at $250 million; and the costs of 
canceling all Chinese tourism and immigra-
tion, as well as revoking temporary visas, would 
be equal to about $48.8 billion in the first 
year. In 2019, the government identified eight 
Chinese-born spies who were engaged in state 
espionage that imposed a cost of $80 million. 
In 2019, the government identified seven spies 
who committed economic espionage or theft 
of trade secrets who imposed a total cost of 
$1.75 billion on the U.S. economy. A moratori-
um on Chinese immigration and a revocation 
of their existing visas would have to annually 
prevent 4,875 Chinese spies engaged in state 
espionage, or 195 Chinese spies engaged in 
economic espionage or theft of trade secrets, 
to break even. 

A moratorium on new Chinese immigra-
tion and travel, combined with a revocation of 
existing visas, would have to annually prevent 
609 times as many Chinese spies engaged in 
state espionage than who were identified at the 
height of the DOJ’s China Initiative. A morato-
rium on new Chinese immigration and travel, 
combined with a revocation of existing visas, 
would have to annually prevent almost 28 times 
as many Chinese spies engaged in economic es-
pionage or theft of trade secrets than those who 
were identified at the height of the initiative. 

A new immigration policy like this, in-
tended to decrease Chinese espionage, would 
have to annually prevent more than 80 times 
as many Chinese spies engaged in state espio-
nage than have been identified over the past 30 
years combined to break even. Similarly, this 
policy would have to prevent about 3.5 times 
as many Chinese spies engaged in economic 
espionage and theft of trade secrets every 
year than have been discovered over the past 
30 years combined. It could be that the costs 
of state espionage are particularly difficult to 
assess, as the information passed by Ames re-
sulted in the exposure of many American spies 
in the Soviet Union and the potential relative 
weakening of U.S. security, so perhaps this 
analysis oversteps on examining the costs of 
state espionage. 

A moratorium and revocation of Chinese  
visas does not come close to passing a cost- 
benefit test even under assumptions very favor-
able to those who support restrictions. This 
result holds even if the number of unidentified 
Chinese spies is many times greater than the 
number who have been identified.

Chinese Responses to an 
Immigration Moratorium

Even if a moratorium on travel and immigra-
tion from China produced the best possible out-
come of reducing the number of Chinese-born 
spies on U.S. soil to zero, the Chinese govern-
ment would react in ways to nullify that decline. 
There are at least two ways in which they would 
do so. The first is by increasing their efforts to 
recruit native-born American spies or spies 
born in other countries. Table 10 shows the 
number of spies who spied for China by their 
country of origin: 38 percent were not born in 
China, including 23.6 percent who were born 
in the United States. The second is by increas-
ing espionage through sources other than hu-
man intelligence on U.S. soil, such as through 
increasing resources devoted to computer 
hacking from China. Espionage is a dynamic 
and adaptive sector, so the Chinese govern-
ment’s reaction to an immigration and travel 
moratorium could recover some espionage ca-
pability while the United States absorbs a large 
and annually increasing cost by blocking travel 
and immigration from China. In such a sce-
nario, the benefits described above could be 
even smaller.

GOVERNMENT ACTIONS 
TO REDUCE CHINESE 
ESPIONAGE AND ESPIONAGE-
RELATED CRIMES

A moratorium on Chinese immigration and 
travel, and a revocation of visas for Chinese 
nonimmigration, would do much more dam-
age to the United States than even the most 
extreme estimates of the costs of espionage. 
Those costs don’t include other potential 
costs, such as locking out brilliant Chinese 
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scientists who would have contributed to 
science, technology, and the U.S. economy. 
Instead, those scientists would contribute to 
Chinese research, where they could benefit 
the Chinese government.

One example of this is research to create 
artificial intelligence (AI), which could have 
profound effects on humanity and national se-
curity. Of notable Chinese-trained AI special-
ists, 63 percent have immigrated to the United 
States, and only 26 percent have remained in 
China since 2010.146 Blocking immigration 
from China may prevent a few spies from 
entering the United States, but it would also 
drastically reduce the supply of Chinese AI 
researchers for America and increase the 
supply in China. Of the international AI re-
searchers who eventually worked for U.S.-
based companies and institutions, 27 percent 
came from China, and only 31 percent were 
native-born Americans. Unless the goal is to 
hurt U.S.-led efforts to develop AI and sub-
sidize China, blocking immigration from 
China would be a big mistake.147

The U.S. government has made that mis-
take before, during the Cold War.148 Qian 
Xuesen immigrated from China and earned his 
PhD from Cal Tech in 1939. He was a pioneer 
in cybernetics, aerospace engineering, and 
physics. He was involved with the Manhattan 
Project and designing American rockets. 
Theodore von Kármán, a legendary aero-
space engineer, mathematician, and physicist, 
pronounced Xuesen an “undisputed genius.” 
During the Cold War, Xuesen was accused of 
being a communist on flimsy evidence. He lost 
his security clearances, and his career options 
were limited. He decided to return to China 
and was detained by U.S. authorities for five 
years under house arrest after the govern-
ment claimed that he was trying to smuggle 
out classified documents. Subsequent exami-
nation of the documents that he possessed 
showed they contained no classified mate-
rial. Eventually, Xuesen was traded to China 
in exchange for downed American pilots. In 
China, Xuesen helped lead the Chinese nu-
clear weapons and missile programs, earning 

the moniker “Father of Chinese Rocketry.” 
Undersecretary of the U.S. Navy Dan A. 
Kimball, who knew Xuesen personally, 
said, “It was the stupidest thing this coun-
try ever did. He was no more a Communist 
than I was, and we forced him to go.”149 How 
many brilliant Chinese scientists like Xuesen 
has the U.S. government already turned away 
or will turn away if it adopts a restrictive 
anti-Chinese immigration policy?

There are many policy options available to 
Congress and the president to reduce Chinese 
espionage without aiding the Chinese gov-
ernment or hurting the U.S. economy or na-
tional security. It is vital that policy be based 
on available evidence rather than giving in to 
the temptation to inflate threats. Current im-
migration law appropriately designates aliens 
as inadmissible if they are suspected or known 
spies, which includes commercial and state es-
pionage and suspected or known violators of 
U.S. export-control laws such as the AECA.150 
Immigration law also designates Communist 
Party members and their immediate families 
as inadmissible with certain exceptions, such 
as if they were involuntarily members of the 
Communist Party or if they joined merely to 
get a job.151 The Chinese Communist Party has 
approximately 92 million members and at least 
as many immediate family members; most of 
them likely joined to help their careers in that 
totalitarian state. It’s very difficult for the U.S. 
government to enforce this rule because it can’t 
identify who is a Communist Party member, so 
it’s likely a dead letter even though the Trump 
administration considered enforcing a total im-
migration ban on them.152 However, targeted 
bans against known Communist Party mem-
bers in positions of authority can be enforced 
and might be appropriate, although the Chinese 
government would likely adapt to this by mak-
ing party membership even more secretive, so 
the effectiveness of such a ban on reducing espi-
onage would likely be negligible to nonexistent. 

The portion of the DOJ’s China Initiative 
that informs universities about the terms of 
their government grants and lets U.S. firms 
know about criminal investigations that affect 
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firms in the same economic sector or region 
of the country is completely appropriate and 
should be stepped up.153 American firms are 
the biggest victims of economic espionage 
and theft of trade secrets, but they are also 
big beneficiaries of hiring foreign-born talent. 
The DOJ’s efforts to inform them about es-
pionage investigations will allow U.S. firms to 
balance risks more accurately to price in their 
hiring decisions and expenditures on internal 
security, enabling them to efficiently reduce 
this type of espionage. If, after knowing the 
risks, these firms still hire workers who are 
more likely to be commercial spies and they 
are the victims of commercial espionage, then 
they bear most of the costs, as they should. 
In this way, if the government increases en-
forcement efforts, then firms would likely 
underinvest in security and free ride on the 
government-provided security, which would 
result in more commercial espionage. 

The National Institutes of Health (NIH) is 
probing whether grantees have disclosed their 
foreign ties and has found many scientists 
with undisclosed links to China, but the vast 
majority are likely innocuous, are the result of 
bureaucratic oversights, and have no connec-
tion to espionage.154 Espionage isn’t even the 
main justification for enforcing the NIH grant 
guidelines. The agency doesn’t mention espio-
nage as a reason for its probe in discussions 
with universities about the problem of unde-
clared foreign ties. Instead, the NIH focuses 
on how undeclared foreign ties can steal a re-
searcher’s time from other projects and create 
redundancy between NIH grants that wastes 
government funds, as well as showing that 
such foreign ties distort the NIH’s accounting 
of the amount of funding for specific research 
agendas. It’s important for the NIH to bal-
ance enforcing the law with not scaring away 
foreign-born grantees or their American-born 
coresearchers, as well as not exaggerating the 
potential espionage issues.155

The government could go further to expose 
Chinese espionage. The Chinese Thousand 
Talent Program offers a starting bonus of 
about $150,000 for a talented Chinese-born 

researcher to return to China, as well as large 
research grants.156 Even with these large in-
centives, they have only had limited success 
in attracting talent from abroad who could 
potentially be commercial spies.157 Over 
time, the rate of Chinese students return-
ing to China has increased, in part because of 
the government incentives and also because 
of the increasing relative economic opportu-
nity in China.158 This rate of return could be 
cut if the U.S. government offered an easier 
path to permanent residency for Chinese stu-
dents, skilled workers, and Chinese research-
ers in China. Immigration backlogs frustrated 
many skilled immigrants, so removing these 
backlogs, especially for skilled Chinese im-
migrants, will incentivize some of them to 
stay in the United States or immigrate in the 
first place.159 The government could also use 
the national-interest waiver provision of U.S. 
law, combined with increasing the total num-
ber of employment-based green cards, to al-
low Chinese researchers to stay here more 
easily.160 In other words, lowering the cost for 
skilled Chinese immigrants to remain in the 
United States could counter the Chinese gov-
ernment’s funding schemes.

The U.S. government could also incen-
tivize foreign-born spies to come forward 
with a promise of amnesty and a green card so 
long as they provide evidence that they were 
spies, what they spied on, and how they did it; 
and/or if they identify other spies, weaknesses 
in U.S. security, and their contacts in China. 
Importantly, such an incentive would have to 
be only retroactively applied to discourage 
non-spies from starting to spy just so they can 
get a green card. The U.S. government could also 
offer cash rewards if the spying occurred prior 
to the date at which the award was announced, 
so as not to encourage spying, with a clear state-
ment that this is a one-time offer. Such a policy 
would be especially attractive now because the 
DOJ’s China Initiative is increasing the likeli-
hood that spies will be caught, and an amnesty 
with a green card would provide a way out in-
stead of deportation or jail. At a minimum, 
such a policy would mean that those spies won’t 
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return to China and would teach the American 
government more about Chinese espionage 
operations in the United States. There are 
downsides to this from a counterintelligence 
perspective—it may add more confusion than 
clarity regarding Chinese intelligence—but that 
could be limited by targeting the amnesty to-
ward economic spies exclusively.

Lastly, the government should focus more 
on obstructing hacking from Chinese intel-
ligence agencies in China and reducing the 
value of American targets for hacking. In 
2014, Chinese hackers broke into the Office of 
Personnel Management and stole records on 
roughly four million current and past federal 
employees. According to government emails 
sent to the victims of the hacking, the stolen 
records contained the “name, Social Security 
number, address, date and place of birth, resi-
dency, educational, and employment history, 
personal foreign travel history, information 
about immediate family as well as business 
and personal acquaintances, and other infor-
mation used to conduct and adjudicate your 
background investigation.”161

Information to conduct and adjudicate 
background investigations for security clear-
ances could be especially damaging because 
that includes personal financial information 
and details on marital infidelity that could be 
used by Chinese intelligence agencies to black-
mail American government employees. Going 
forward, the government should take efforts 
to reduce the possibility of this reoccurring 

by reducing the scope of federal government 
employee information retained in government 
databases as well as better protecting the in-
formation retained in the databases. In short, 
the federal government should update its se-
curity and remove much of the temptation to 
hack it in the first place.

CONCLUSION
This policy analysis presents the first data-

base of identified commercial and state spies 
who operated on U.S. soil from 1990 through 
2019. This form of espionage is a low-probability 
event. During that time, 1,485 spies engaged in 
commercial and state espionage were identified 
on U.S. soil. Of those, 890 were foreign-born, 
583 were native-born Americans, and 12 had 
unknown origins. Native-born Americans 
accounted for 39.3 percent of all spies, 
foreign-born spies accounted for 59.9 percent, 
and spies from unknown origins accounted for 
0.8 percent. 

The federal government has an important 
role in limiting espionage, and many people are 
justifiably worried about efforts by China to spy 
on the United States. However, ending visas for 
Chinese nationals would impose a far greater 
cost on the United States than any potential 
benefit from reducing espionage. This quanti-
tative analysis of espionage in the United States 
can hopefully aid the U.S. government in con-
structing a robust anti-espionage response that 
does more good than harm.
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