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14. Regulation of Electronic Speech and
Commerce

Congress should

● resist the urge to regulate offensive content on the Web,
● allow the market to address privacy and marketing concerns,
● not undercut individuals’ efforts to maintain anonymity on

the Internet,
● not attempt to regulate adult behavior such as online gambling,
● reject attempts to impose new restrictions on encryption and

new surveillance on American citizens,
● avoid replacing true diversity and democracy on the Internet

with politically motivated ‘‘Internet commons’’ or ‘‘public
spaces,’’

● avoid online protectionism by refusing to allow incumbent busi-
nesspeople to undercut electronic trade on the Internet, and

● avoid imposing burdensome and unconstitutional tax collection
schemes on the Internet.

It seems that everybody’s got a plan to tame the freewheeling Internet
these days. The technology and telecommunications sectors of the Ameri-
can economy are increasingly under assault at the local, state, federal, and
international levels. Republicans and Democrats alike are looking for ways
to regulate everything from privacy to porn, while simultaneously seeking
ways to subsidize access. The Progressive Policy Institute describes a
‘‘failure of cyber-libertarianism’’ that leads, naturally enough, to its ‘‘Stra-
tegic National E-Commerce Policy’’ framework. Ralph Nader would
establish a World Consumer Protection Organization to counter the
Internet’s libertarian streak, which he finds intolerable. Countless other
special interests are clamoring for increased government activism.
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But policymakers must resist intervention. Whether the government
acts as regulator or facilitator of the high-tech economy and the Internet,
there will be unintended consequences. Industry should find self-regulatory
solutions instead of looking to Washington for answers or assistance.

Protecting Kids Online

The Communications Decency Act, passed to ban pornography on the
Internet, was struck down by the Supreme Court in 1997. But Washington
continues efforts to regulate Internet content. In 2002 the Supreme Court
upheld a portion of the Child Online Protection Act, passed by Congress
in 1998 to shield children from online pornography by requiring that
website operators verify the age of visitors. The Court held that free speech
is not necessarily violated by the imposition of community standards on
a national scale.

Although the Supreme Court does not reject the notion of ‘‘contempo-
rary community standards,’’ the lower court got it right when it noted
that the community standard notion lets the most squeamish dictate what
all others can see on the Web. In the name of protecting children, the law
interferes with content that adults should have the right to see under the
First Amendment.

On an Internet that is increasingly capable of direct peer-to-peer com-
munication and broadcast, individual choices and behavior replace
‘‘community standards.’’ And laws like COPA can have unintended conse-
quences: barriers to those who seek porn voluntarily will likely increase
e-mail solicitations for porn (spam), which COPA wouldn’t regulate.

The best and least restrictive defense is parental supervision, and helpful
tools, including filtering software and filtered online services, are available
in the private sector. Filtered online services can limit the receipt of
unwanted salacious e-mail, for which COPA is no use. Another tool at
parents’ disposal is tracking software that lets them monitor everything a
child does or has done on the Internet.

Online Marketing and Privacy

Websites, as is well known, frequently collect information about visitors
and often sell it. Some legislators want to require online and even main
street firms to reveal what information they collect and share, and to allow
customers to ‘‘opt out.’’ Others would require a much more restrictive
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opt-in standard for ‘‘sensitive’’ consumer information; under that standard
no information could be used until a consumer granted permission.

But is all the fuss over information-age marketing justified? Free-flowing
information means more and cheaper stuff. Certainly, business use of
personal information to move merchandise may sometimes be irritating,
but federal regulation, which will hurt e-commerce and consumers, isn’t
the answer. Small businesses will suffer more than larger companies that
have already assembled databases.

As businesses respond to consumer preferences, more stringent privacy
protections are emerging. The notice and choice sought in privacy legisla-
tion already exist. Most highly trafficked sites already feature privacy
policies. Users can set their Web browsers to reject information gathering.
Software tools that provide for anonymous surfing or warn when informa-
tion is being collected further empower consumers. The marketplace
increasingly forces sites to develop online privacy policies as ever-more-
efficient browser technology alerts users to the level of security provided.

Moreover, Washington itself can be the leading privacy offender. Sep-
tember 11, 2001, brought renewed government surveillance, authorized
by the PATRIOT Act, that raises serious constitutional issues and should
be the focus of any serious congressional privacy debate. We don’t get
to ‘‘opt out’’ of government information collection. Washington does not
have a track record that inspires confidence in it as a protector of personal
information.

Unsolicited E-Mail (spam) Policy
One legitimate purpose of limited government is to stop the use of force

and fraud. That extends to fraudulent e-mail solicitations, the prosecution of
which is the job of the Federal Trade Commission.

Peddling fraudulent merchandise or impersonating somebody else in
the e-mail’s header information should be punished, as should breaking
a contract made with an Internet service provider (ISP) that prohibits bulk
mailing. But in the debate over the outpouring of spam, it’s important to
avoid unintentionally stifling beneficial e-commerce. Sometimes, commer-
cial e-mail, even if unsolicited, may be welcome if the sender is a business
selling legal and legitimate products in a nonabusive manner.

Increasingly, legitimate companies are embracing permission-based,
‘‘opt-in’’ e-mail standards, which enable people to receive e-mail only
from senders they have chosen. If legislation merely sends the most
egregious offenders offshore, that may simply create legal and regulatory
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hassles for small businesses trying to make a go of legitimate e-commerce
or for mainstream companies that are not spammers. Unwise legislation
could also create headaches for noncommercial e-mailers.

A smarter approach is e-mail filtering, such as setting the owner’s screen
to receive only from recognized and approved e-mail addresses. That
standard is particularly appropriate for children’s e-mail accounts. Emerg-
ing ‘‘handshake’’ or ‘‘challenge and response’’ systems capable of totally
blocking spam show promise: since the most offensive spam is sent by
automatic bulk mailing programs that aren’t capable of receiving a reply,
spam no longer appears in the inbox. Identifiers or ‘‘seals’’ for trusted
commercial e-mail could be another means of helping ISPs block unwanted
e-mail.

As the market works to shift costs of commercial e-mail back to the
sender, we must be on guard against legislative confusion: How might the
definition of ‘‘spam’’ expand beyond ‘‘unsolicited’’ and ‘‘commercial’’ e-
mail, and would such expansion be a good thing? What about unsolicited
political or nonprofit bulk e-mailings, or press releases, resume blasts, and
charitable solicitations? What about newsletters that contain embedded
ads or link back to for-profit websites? Would pop-up ads become suspect
in the aftermath of spam legislation? They’re not e-mail, but they are
unsolicited and commercial.

Another piece of proposed legislation would grant ISPs the power to
decide what is spam and to unilaterally block it with ‘‘good faith’’ immu-
nity and sue the spammer. It is appropriate for consumers and ISPs to
effect complete blackouts of spammers if they like; computers, wires,
servers, and routers are private property. But it’s not necessary to federalize
such contracts.

Finally, legislative bans on false e-mail return addresses, as well as
bans on software capable of hiding such information, have worrisome
implications for free speech and anonymity for individuals—not just mis-
behaving businesses. Individuals can use ‘‘spamware’’ to create contempo-
rary versions of the anonymous flyers that have played such an important
role in our history. Individuals must retain the ability to safeguard their
anonymity even in (or perhaps especially in) a mass communications tool
like e-mail. In an era in which so many people are concerned about online
privacy, legislation that impedes a technology that can protect privacy
would be strange indeed.

Given the perfectly understandable desire to stop unsolicited mail, it is all
too easy for Congress to undermine legitimate commerce, communications,
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and free speech. And crippling Internet commerce would be especially
pointless if spam continued pouring in from overseas.

The Internet and Anonymity
Anonymous speech is as old as America. Gentlemen calling themselves

‘‘Publius’’ wrote the Federalist Papers. Thomas Paine’s Common Sense
was signed by ‘‘An Englishman.’’ Today, e-mail encryption is an important
example of the tradition of speaking freely and anonymously.

But encryption technology in the hands of people bent on destruction
can be deadly. Some observers believe that the terrorists who attacked
America communicated via encrypted messages. Fear of this indisputable
threat led to renewed proposals to give government a ‘‘back door key’’
to encryption products. Similarly, calls for a national ID card exemplify
new urges to shine a federal light on individuals. But calls for prohibitions
on encryption products are a nonstarter in the sense that trying to prohibit
bad actors from acquiring hardware or software is futile in today’s global,
integrated marketplace.

Government’s job is to restrict the liberty of dangerous criminals and
enemies—not that of innocent citizens, or to treat everyone as a suspect.
The USA PATRIOT Act has set up a new law enforcement infrastructure
that can easily increase surveillance of nonterrorists, but that is clearly
beyond the stated intent of combating terrorism. New powers should apply
only to terrorism, not to routine criminal investigations. While surveillance
can and likely will be enhanced to respond to the new realities of instant
electronic communications, the Fourth Amendment’s protections against
unreasonable and warrantless searches must not suffer.

Proposals to reregulate encryption are the digital equivalent of seizing
grandma’s nail clippers at the airport; terrorists would simply resort to
illegal encryption. Congress decided in the mid-1990s that the benefits of
readily available access to encryption technology are significant. Like
proposals to mandate that everyone carry a national ID card, reregulation
of encryption is a needless undermining of anonymity and privacy.

It’s important to remember that the root of the terrorist threat America
faces does not lie entirely in cyberspace, so fighting encryption is a
misplaced priority. Despite the intense Internet privacy debate of recent
years, the real dispute isn’t about whether such privacy is achievable; it’s
about whether government will allow it where the capability finally exists.
Encryption is essential, not just for keeping intact a pure version of
the principle of free speech, but for such ‘‘mundane’’ needs as private
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will hurt consumers and further set back the development of the online
marketplace. Congress must exercise its powers under the Commerce
Clause of the Constitution to protect interstate electronic commerce when
it is seriously threatened by state and local meddling.

Internet Taxation
A remarkably contentious battle has taken place in recent years over

the Internet Tax Freedom Act of 1998 and the federally imposed morato-
rium on state and local taxation of the Internet. The ITFA moratorium
does not prohibit states or localities from attempting to collect sales or
use taxes on goods purchased over the Internet; it merely prohibits state and
local government from imposing ‘‘multiple or discriminatory’’ taxation of
the Internet or special taxes on Internet access.

What pro-tax state and local officials are really at war with is not the
ITFA but 30 years of Supreme Court jurisprudence that has not come
down in their favor. The Court has ruled that states can require only firms
with a physical presence, or ‘‘nexus,’’ in their states to collect taxes on
their behalf.

The effort to tax the Internet is a classic case of misplaced blame. In
their zeal to find a way to collect taxes on electronic transactions to
supposedly ‘‘level the (sales tax) playing field,’’ most state and local
officials conveniently ignore the fact that the current sales tax system is
perhaps the most unlevel playing field anyone could possibly have
designed. Several politically favored industries and politically sensitive
products receive generous exemptions from sales tax collection obligations
or even from the taxes themselves.

Sales tax collection was fairly effective in the post–World War II period
when a sizable portion of the American economy was still goods based
and subject to the tax.

But as America began a gradual shift to a service-based economy in
subsequent decades, serious strains were placed on the sales tax system
since sales taxes had traditionally not been collected on services. Therefore,
the vast majority of ‘‘service-sector’’ industries and professions receive
a blanket exemption from sales tax obligations.

So, as the service sector became a larger portion of the American
economy, the overall sales tax base shrank accordingly. Limited efforts
have been made by some states to expand sales tax coverage to include
services, but those efforts have met with staunch corporate and consumer
opposition. Regardless, the combined effect of the service-sector exemp-
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tions and exemptions for ‘‘special’’ goods-producing industries, such as
agriculture and clothing, has been the gradual diminution of the sales tax
base in America.

In fact, in a December 2000 study in the National Tax Journal, econo-
mists Donald Bruce and William F. Fox of the University of Tennessee
Center for Business and Economic Research estimated that the sales tax
base as a percentage of personal income has fallen from roughly 52 percent
in the late 1970s to less than 42 percent today. Worse yet, evidence
suggests that, as the sales tax base has been gradually eroding in recent
decades, average sales tax rates have been going up. In other words, we
now have a rising average tax rate over a shrinking tax base. That is the
textbook definition of an inefficient tax. Optimally, economists want a
low tax rate over a very broad tax base.

Citizens should be cognizant of the deficiencies of the current system
and not allow state and local policymakers to trick them into thinking that
the Internet is to blame for the holes in their sales tax bases. Electronic
commerce sales constituted a surprisingly low 1.1 percent of aggregate
retail sales in 2001 according to U.S. Department of Commerce data. In
light of this, it’s hard to see how the Internet is to blame for the declining
sales tax base.

Before state or local officials beg Congress to save them from the
massive sales tax drain brought on by the Internet, they need to clean up
the mess they’ve created. And if they really want to find a way to ‘‘level
the playing field’’ and tax Internet transactions, an origin-based sales tax
system would allow them to do so in an economically efficient and
constitutionally sensible way. In the meantime, however, Congress would
be wise to permanently extend the existing ITFA moratorium on multiple
and discriminatory taxes, as well as Internet access taxes, and let Supreme
Court precedents continue to govern the interstate marketplace for elec-
tronic commerce transactions.
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