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PROCEEDI NGS

MR HUDA NS: Good afternoon. |'m Edward Hudgi ns,
Director of Regulatory Studies here at the Cato Institute. And I
want to welconme you all to our F. A Hayek Auditoriumfor today's
policy forumon "The New Medi cal Privacy Regulations: WII| They
Protect Qur Most Personal |nformation?"

In, | believe, Novenber 1999, the dinton
adm nistration issued its proposed regulations to protect the
privacy of medical records. Around that tinme we had a policy
forumat the Cato Institute to examne the matter. Anobng the
i ssues raised at that event were the foll ow ng:

Do those regulations, in fact, limt too much the
ability of private parties, such as businesses, to use patients
information with a patient's consent?

Do | aw enforcenent officials have too nmuch access to
records without search warrants or a proper respect for due
process?

Do the regulations in fact give Federal Governnent
bureaucrats even greater |license to use an individual's nedical
records without first acquiring the consent of the individual?

Are the regulations sinply part of dinton care

i npl enented on the install nment plan?
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Today we w Il exam ne the final regul ations, which are
scheduled to go into effect on February 26th, 2001.

Now, over the past decade people have grown much nore
concerned about their own privacy and the privacy of their
records and information. Last year, for exanple, the census
provoked strong outcries fromthe public about invasions of
privacy by the Federal Governnent. Wlat was interesting was that
t he 2000 census was little changed fromthe 1990 census. Wy,
then, was there such a strong reaction in 2000 but very little in
19907

VWell, over the past decade the Internet especially has
sensitized people to privacy issues. Mst people now appreciate
that their nost intimte personal information can find its way
online and be viewed by mllions of unwanted eyes, including, for
exanpl e, things |ike social security nunbers and even, heaven
forbid, credit card nunbers.

But governnment invasions of privacy al so have
sensitized citizens to the issue. W have seen cases with the
| RS | ooki ng at the personal tax records of individuals, not
because they're auditing them but just because they're curious
about how nmuch noney particular novie stars or celebrities m ght
be making. Sone 1,000 FBI files on opponents of the Cinton
adm ni stration sonehow found their way into the White House.

Banki ng regul at ors have been pushing for two years to be able to
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nore closely nonitor where individuals obtain noney that they're
depositing in accounts and what they plan to do with noney that
t hey take out of accounts.

Now, proponents of the nedical privacy regul ati ons say
that they are needed to protect citizens as the governnent works
to make the processing of nedical clains even nore efficient.
Both privacy and efficiency are worthy goals but | think we need
to ask whether the two can be realized when the governnment is so
heavi ly i nvol ved.

Now, today we're going to have three speakers to
eval uate the new regulations. | want to note, by the way, from
the start that we did invite a speaker from HHS, and one
i ndi vi dual agreed to do it, but unfortunately she was out this
week and it was very difficult to get anyone else. |Interestingly
enough, at HHS they said that they now have a little speaker's
bureau, so if you want soneone to cone and speak on this issue,
you have to fill out sonme fornms and turn themin, and they wll
eval uate them and deci de whether to send soneone over and who to
send over. Now, if this presages how efficient they're going to
be processing nedical records, | would be a little bit concerned,
but we can tal k about that |ater.

Qur first speaker will be Ron Wich. Ron is a partner
at the law firm of Zuckernman & Spaeder and has served as

| egislative consultant for the American Cvil Liberties Union.
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He received an undergraduate degree at Col unbia University in
1980 and a | aw degree at Yale in 1983. Part of his | egal career
was as Assistant District Attorney for New York County.

From 1989 to 1997, he served in the U S. Senate,
notably as CGeneral Counsel to the Commttee on Labor and Human
Resources. And he was al so chief counsel to Senator Kennedy on
the Judiciary Commttee. He spoke at our last forum about a
year ago, so now we'll get to hear whether the regul ati ons have
changed for the better in the year in between.

So, Ron, take it away.

RONALD WEI CH

ZUCKERVAN SPAEDER, LLP

MR. VEICH  Thank you, Ed. | would like to commend Ed
personal ly, and the Cato institute inpersonally, for convening
this panel today and for showi ng the continuing work of the Cato
Institute in nonitoring these issues. | nean, there are al
sorts of organizations that woul d have one panel on the subject,
but I think Cato deserves our thanks and commendati on for
continuing to follow this issue through the years, through the
different stages of the legislative and regul atory process, so
that interested citizens can understand how this issue is

evol ving over tinme and for the better or the worse.

ARTI Transcripts
(202) 347-0030 and www.artitranscripts.com



| note that when we held the previous forumI| was
seated on the left side of the panel -- of course, the audi ence
is right side -- and now I'mon the right side of the panel,
which is your left side, which only goes to show that when it
cones to privacy issues there's really no difference or it
doesn't matter between left and right what is left or right when
it cones to privacy. And | think that we are heading to a very
interesting tine in the privacy debates.

The ascension of George W Bush to the presidency
creates interesting opportunities for privacy advocates and for
libertarians, generally. Cbviously, the Republican Party bills
itself as the party of limted governnment and therefore should be
concerned about privacy and keepi ng governnment out of our
records.

At the sane tinme, | think there's no denying that

Republi cans are generally "cozier," if you will, with corporate
and business interests. And, in many respects, it is those

i nterests, although not exclusively those interests, that have an
interest in obtaining, as Ed says, personal, intimte information
for comercial purposes. So, that tension will play itself out
over the course of the next couple of years. And | think in

particul ar on nedical privacy, it will be very interesting to

watch and it's inportant for people to be invol ved.
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As Ed said, I'mboth a partner in a lawfirmand a
| egislative consultant to the ACLU on this and rel ated privacy
issues. So, | have followed the nedical privacy debate, now, for
sone time and the ACLU has been in a sonmewhat evol ving node on
this issue. Several years ago we were deeply distressed, and
i ndeed we condemned Secretary Shal al a's proposed regul ati on,
whi ch was sort of a nodel privacy regulation. This was in 1997.

Anmong ot her things, we were distressed at her
i npl ementation of a congressional directive regardi ng uni que
health identifiers, something that I'msure many in this room --
and certainly Sue and Tom ny co-panelists -- are very famliar
with, which was an effort to really track people through the
health care systemin a very frightening, big-brother kind of
way. And many in this room | think, contributed to the outcry
t hat caused that proposal to be shelved, and there remains a bar
on the expenditure of any Federal funds for that activity.

But, since 1997, due to a lot of public pressure, we
think that the Departnent of Health and Human Services cane to a
sonmewhat better place. And the proposed regul ation that was
published -- | guess, it was sort of in three stages -- there was
the nodel regulation in 1997; there was a proposed regul ation
publ i shed last year; and nowit's in final form although not yet

fully effective.
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That sort of mddle stage we were nore positive toward
than we were in 1997, but we renai ned skeptical about key aspects
of it, especially |law enforcenent access to records; the question
of whether patients would be required to consent before their
records were used, even for such basic purposes as treatnent,
paynment, and health care operations; and the exception that
existed in the regulation at that tine for the use of nedi cal
information in governnment data systens. And that was just a red
light for the ACLU, because we know about data creep.

We know t hat wel | - meani ng gover nment bureaucrats
collect information for one purpose -- in this case, perhaps
heal th pronotion, public health, or sone such thing -- but it
ends up being used for other, |ess noble purposes, and that's a
great danger to the citizenry. So, we expressed those concerns,
but we were al so pleased to see a process nove forward. Because
we believe at the ACLU that governnment does need to act to
protect privacy.

There is a very respectable point of view -- and |
believe it was expressed at the previous forum-- that this is a
matter for markets. Let patients negotiate with their health
care providers and determ ne whether privacy is worth a certain
expenditure or sonething else. | don't dism ss that point of
view lightly, but the ACLU in this instance has concl uded that

the market is not a suitable nechanism Individual patients do
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not have adequat e bargai ni ng power as against their doctor or
certainly their HMO and therefore we think the governnent needs
to step in with privacy protective |laws or regul ati ons.

So, that's where we were | ast year. Now the question
is posed: How have the final regulations cone out? Are we still
supportive of the efforts or do we think that the train has gone
off the tracks? It's a closed question. This is not, | think,
clear for anybody. People who have studied the issue for a |ong
time are angui shed by the question of whether this is a step
forward or a step backward.

On the positive side, let nme note the followi ng: There
are principles of privacy enshrined in this regulation that do
not exist in Federal |aw today. There are no Federal nedi cal
privacy protections except in the limted area of substance
abuse, and therefore anything that is privacy protective in
Federal law is by definition a step forward. | know that that's
a definitional question, whether it actually is protective, but
certainly there are aspects of this regulation that enpower
consuners and citizens with rights that they did not previously
have.

There is, for exanple, a right of access to your own
medi cal records in this regulation. You mght say, "Wll, don't
| have that already?" No, you don't. Not under Federal |aw.

Sone States have acted, but there is not now a Federal |aw or
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regul ation that says you have the right to inspect your own
medi cal record.

There is a right, albeit limted, to anmend your own
medi cal record if there is sonething in the record that you
believe is incorrect. There is a right, a principle, enshrined
in this regulation, subject to all kinds of exceptions, which
and the other two panelists will talk about, to limt the
di ssem nation of your nedical information. That's just a basic
thing that you'd think should be there because you own your
medi cal information. And yet it's not there in Federal |aw
today. And with all the exceptions, this regulation puts that
basic principle in | aw and provi des a foundati on upon which
peopl e can build, both in the regulatory process, perhaps the
| egi sl ative process, and perhaps through litigation. So, those
are things that are good.

There are inprovenents, sone of which were suggested by
the ACLU and ot her privacy groups, fromthe 1999 version.
guess this is "HHS 3.0," if you will. There are three iterations
down the road -- actually, many nore iterations, not all of them
public. For exanple, that governnment data system exception that
we conpl ai ned about has been elimnated in its entirety. It is
just not there as a separate exception. It works its way in, in
ot her ways, but that sort of sweeping bl anket exception any tinme

t he governnent wanted your information is not there.
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They' ve i nproved, for exanple, the provisions regarding
use of nedical records in civil litigation. They've inproved the
protection of the privacy of the deceased. It had been a
two-year period after you die in which your records would be
protected; nowit's in perpetuity, subject to sone exceptions.

| ndeed, one of the significant inprovenents is that
there is now a requirenment of patient authorization for al
pur poses, not just outside of the doctor's office, but even
within the doctor's office, for treatnent, paynent, and health
care operations. It is a very limted kind of authorization that
is required. It is, in fact, what | think could be fairly called
coerced consent, because the doctor can refuse to treat you if
you don't consent to the use of your information for treatnent.

HHS had originally proposed a different version of
that. And | was talking just recently with Bob Cell man, who sone
of you may know, a very respected and | ongstandi ng privacy
advocate and expert, especially in the nedical privacy area. He
worked on the H Il on these issues for nmany years. Bob says he
was actually in favor of the initial version, in which patient
aut hori zation was not required for those purposes because he
t hought it's always a fraud. You go in there now, and it's one
of those papers that you nore or |l ess have to sign to get to see

a doctor, and he thinks it creates a fal se sense of security.
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But, from our perspective, we thought it was inportant
for there to at | east be that nmonent when patients realize that
there were rights that they are relinquishing; there should be
sone opportunity for negotiation between patient and doctor. So,
we t hought that that was an inprovenent, that in this | atest
version there is a requirenent of authorization.

So, those are sone of the strengths. Enough said about
that, because we only have a limted tine and there are so many
weaknesses. Let ne address the weaknesses in two categories, and
then I'msure the other panelists will supplenment ny remarks.

First of all, there are statutory weaknesses, where HHS
didn't have the authority to pronul gate a stronger regul ation
because Congress didn't delegate that authority. And then there
are what | would call discretionary or regul atory weaknesses,
they had the authority and they just didn't use it in the right
way.

The statutory weaknesses, | think there are two. One,
the coverage of the regul ation, because of the coverage of the
statute, is limted. That is, only certain entities are required
to abide by the privacy protections, the nondi sclosure
protections in this regulation: health care providers, health
care clearing houses, essentially, the plans, your doctors and
the plans and their agents, are the people who are directly

covered by the regul ation.
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But there is a whole list of entities that cone into
contact with nedical information that have no obligation to be
respectful of your privacy: life insurance conpanies, enployers,
banks, and police agencies are just sonme of the entities that
wll, in the course of their business, cone across your records,
and they're not covered by these regulations. HHS nmade an
attenpt to rope themin by creating this concept of business
partners, so that, for exanple, an insurance conpany that is a
busi ness partner with a doctor has to abide by the regul ations
under the contract. But it's a very tenuous kind of coverage and
not clear that it's enforceable.

And that brings nme to a second statutory weakness
beyond coverage. There really is no neaningful enforcenent
mechani smin these regulations. You cannot sue if your privacy
rights are violated. You can try to claima breach of contract,
if there were these contracts between doctors and ot hers, but
it's untested at this point. Wat we had hoped for was that
there would be a private right of action in the statute to nake
it clear that if my rights are violated I can go to court or a
class of us simlarly aggrieved could band together to go to
court to extract sone renedy, and perhaps prospective renedy, to
force conpliance. And that's sonething that Congress needs to
address. There are civil penalties that HHS can assess under

this regulation but they' re not very neani ngful .
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So, let ne nove then fromstatutory weaknesses to
di scretionary weaknesses. And, here again, | want to just talk
about two big ones, because they're the ones we focused on. And
they are the exceptions for | aw enforcenent access and then the
exception for marketing.

Law enforcenent, and | spoke at length on |ast tine.
Sonme of you were here, so I'mnot going to go over all of it.

But you know what the issue here. The question is whether the
cops, in the course of their investigations, sonehow have sone
special right of access to your records.

Now, sonme people would say cops should just be Iike
anybody el se and shouldn't get records w thout your consent.
think, frankly, that is not a realistic perspective, certainly
not in this political environnment and probably, speaking as a
former prosecutor, | don't think that's the right policy. |
think that there have to be circunstances in which, in the course
of an investigation, the police can obtain information about a
suspect w thout that suspect's consent. Oherw se, they wouldn't
get the information.

The question is, how do they go about getting it? The
principle that the ACLU argued for was that before the police can
obtain medical information, sensitive as it is, they should be
required to present their argunent for why they need it and why

it outweighs the privacy interest of the patient to a neutral
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magi strate -- a judge or a magistrate or sone judicial officer --
not sonebody engaged in what Justice Cardozo called the
conpetitive enterprise of ferreting out crine -- not a district
attorney, not a police supervisor, but a judge of sone kind, a

j udge who can neutrally weigh privacy versus | aw enfor cenent
interests. And then that review should occur under a neani ngf ul
pr obabl e cause standard.

The Fourth Amendnent strikes a pretty good bal ance. It
doesn't say that the police never get information; it says they
have to have probabl e cause to believe that a crine has been
commtted and so forth. And there's a balancing test build into
the Fourth Amendnment that judges utilize all the tinme that we
t hi nk shoul d be used here. Indeed, it's especially inportant
that it be used here. Unfortunately, that is not the systemthat
HHS proposed | ast year, and they have not significantly inproved
the scenario this year. Therefore, the final regulation wll not
meaningfully Iimt |aw enforcenent access to nedical records.

Just to summari ze why that's the case, first of all,
there is not a requirenent of judicial review. The police are
allowed to obtain information by use of an admi nistrative
subpoena or what's known as a civil investigative demand. These
are not |like warrants or court orders, because they don't go
through a judge. They're issued either by a cop or by a

pr osecut or.
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And |'ve done this as a forner prosecutor. You reach
into your desk, you pull out this stack of summonses. And it's
just a Xeroxed piece of paper. You fill out the nane and the
address, you sign if, and you send the cop on his way, and he
gets the information by virtue of that process. It's not
adequate. It is not protective. |It's not the Fourth Amendnent.
Therefore, we oppose that provision.

There is also, and separately, a very broad
identification exception in these regul ations, where the cops
don't even have to use that mnimal witten process that | just
described if they are searching for a suspect. But it's not
[imted to somebody who commtted a crinme 30 m nutes ago; this is
just if they're in search of a suspect or a material wtness.
They're allowed to go to a hospital energency room for exanple,
and demand information. There are sone limts on what they can
demand, but it's not very limted.

And, really, this raises the specter of nedical records
bei ng used as a vast |aw enforcenent database. And | nust say |
i mredi ately drew the connection in ny mnd between that scenario
and what we saw at the Super Bow. W all know here at the CATO
Institute -- and |'msure it was front-page news -- when the
police scanned the faces of everybody wal king into the Tanpa

St adi um and i nmedi ately conpared it, using technology, to a
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dat abase of known felons, terrorists, and con artists. | |ove
that, what's a con artist?

And, sure enough, they found a ticket scal per. He
escaped sonehow, but that's what they came up with, a ticket
scal per. And no libertarians.

(Laughter.)

MR. VEICH  And no ACLU consul tants.

It's scary stuff. It really is just George Owell cone
tolife. And you could just see this happening in the nedical
records context, because all of the records are collated; they're
conputerized; it's a push of a button. And back to first
principles here, if people believe that their records are subject
to that kind of use and scrutiny, they will be less likely to
seek nedical treatnment. They will be less likely to be candid
with their doctor about sensitive nmedical conditions,
reproductive rights, nental health, substance abuse.

This is a public health issue. This isn't just
abstract privacy; we're talking public health here. So, that
identification exception is really awful. There is no bal anci ng
test. There is no requirenent of notice. There is no
exclusionary rule. It's just bad.

My time is going to run out in a mnute, so |I'll just
touch on marketing, know ng that ny co-panelists are well

prepared to tal k about the marketing exception here.
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Essentially, we got into this business of trying to
protect nedical records, in |arge part, because we've all had the
very unsettling experience of receiving a solicitation in the
mai | fromyour health plan saying, "Ch, you're pregnant. Wy not
try Unfamle formula?" O "W've heard that you have di abetes.
Here's sonething that you should consider to treat your
di abetes. "

It's just very violative of privacy. You thought you
had a confidential conversation with your doctor a week ago, and
suddenly the postman and your fam |y nenbers or your roonmmate,
peopl e who are reading this know that you are receiving this
information, not to nention the marketers thensel ves, and you
just don't want that to happen. That should flatly be
pr ohi bi t ed.

HHS has, and this was not in the proposed regul ation
that showed up at the 11th hour, there is a very broad and really
di sturbing marketing exception that permts the covered entities,
the health plan and so forth, to use, in effect, an opt-out
system That is, they can solicit you through the mail -- it
doesn't have to be face to face, except under certain
circunstances -- for these nedical services. They have to nake a
threshold finding that the product they're hawking to you would
be beneficial, but that's just their determ nation. And they

have to give you a chance to opt out.

ARTI Transcripts
(202) 347-0030 and www.artitranscripts.com



19

Well, we will know what's wong with opt-out. The
burden should not be on the consuner; the burden should be on the
mar keter to obtain consent in advance. There should be an
opt-in. Look, I'"'mall for people being able to consent to the
use of their medical information. Maybe you want to receive that
solicitation in the mail, you want to find out nore about
possi bl e treatnments, drugs, clinics, whatever. But if you want
that, you should have an opportunity to ask for it. It shouldn't
be foisted upon you and the burden placed upon you to opt out.

So, having said all of that, this is pretty bad. How
bad is it? Not so bad that the ACLU opposes the regul ation
outright. Indeed, we have said publicly, and | say today, and we
will say tonorrow, and we'll say at a | ate February date for when
final effectiveness conmes upon us, we think these regul ations
are, on bal ance, despite their weaknesses, a step forward for
privacy, because there's nothing in Federal |aw that neaningfully
protects nedical privacy.

The regul ati on does not, for the nost part, not in any
real way, preenpt State efforts. For exanple, there was nothing
in this regulation that would prevent a State from passing a
stricter prohibition on health care marketing in a way that the
State law woul d trunp this Federal marketing exception. And
we're going to be encouraging States to do that. | think the

battl e now shifts to State capitols.
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And then there's the | egislative process where, despite
Congress' inaction in this area for several years, we hope that
Congress is now prepared to step into finally redress sone of
the statutory weaknesses and fix sone of the m stakes that HHS
made here. It's a tough call. | do not begrudge or criticize or
fault anybody who woul d say that on bal ance the regulation is
weak.

| think in part you can look at -- | think they used to
say sonet hi ng about Franklin Roosevelt, that he was proud of his
enem es or sone such thing -- but you could say that this
regul ati on should be judged by its enemes, in part, because, as
you can see, the health care industry, the marketers, the
hospital s, the insurance conpanies, are lining up against it. |
think that tells you sonething about whether they see this as
bei ng, on bal ance, a pro-privacy regulation. And | think they
do, and they don't like it and they want to block it.

We think this regulation should go into effect and that
then States, Congress, and advocates should work to inprove the
areas that | have nmentioned. Because notw thstanding that we are
in the Cato Institute, an island of ideological purity in this
great city of ranpant pragmatism | think we do have to be
sonewhat pragnatic about the political situation. There is not a
better product, a better pro-privacy regulation, or |egislation,

that has energed in the |last couple of years. And those of us

ARTI Transcripts
(202) 347-0030 and www.artitranscripts.com



21

who have been working on these issues for a couple of years woul d
like to establish a beachhead, a foundation upon which advocates
can build, to ensure that eventually we have what we seek

conpr ehensi ve Federal nedical privacy protections.

(Appl ause.)

MR HUDA NS: Thanks a lot, Ron. That was a very good
presentation of the pros and cons.

By the way, on the issue of marketing, | mght nention
that a nunber of us here at Cato are | ooking into various other
aspects of privacy; for exanple, a market for privacy, where it
ki cks in, who has consent or doesn't have consent, et cetera.

So, for those of you interested in the broader issue, you'll be
seeing nore comng out of ne, Adam Thierer, Wayne Crews, and
others here at the Cato Institute.

Qur second speaker is Sue Blevins, who is the founder
and President of the Institute for Health Freedom which is a
nonparti san, nonprofit group here in Washington that believes in
patients' rights and patients' choice. Before founding the
Institute, Ms. Blevins was a nonresident Fellow at the Institute
for Humane Studies, which is out at George Mason University.

She al so served as a consultant and primary author of a
report for Governor Weld of Massachusetts for his Task Force on
the Health Care Industry. She has a master's in public health

fromHarvard University. And it's interesting because | ast year
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Sue was one of the people who actually read through every single
phrase, sentence, and word of the regul ations.

In fact, | renenber her pointing out to ne, saying,
"Ed, look at this. The Federal Governnent can give your mnedi cal
records to undergraduates to do research w thout your
permssion.” Isn't that interesting -- kind of squirreled away
sonewhere on page 439 of the regulations. WIlIl, Sue has read
through the entire regulation yet again, the new regul ati ons,
every word, et cetera. Since we're talking about nedical issues,
| was going to ask her the health care issue, about how her eyes
are after all of that.

By the way, indeed, one of the problens | think with
these regulations is that they're very difficult to understand.
Last time we had Gary O axton of HHS, who | thought did a very
good job of explaining what the regul ati ons said and what they
didn't say and so forth, but that's one of the problens -- just
figuring out what the regul ations say. WlIl, since Sue has
actually read through the first version and the new version,
we're going to hear fromher, and she's going to tell us what's
the difference, if any.

So, without further ado, Sue.
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SUE BLEVI NS,

| NSTI TUTE FOR HEALTH FREEDOM

MS. BLEVINS: Well, thank you, Ed. And, I, too, would
like to thank the Cato Institute for hosting this tinely forum on
t he new nedi cal privacy rule.

I f you' ve been following this privacy debate, your head
is probably spinning fromreading the many conflicting opinions
regarding the rule. During the past few nonths, the forner
Clinton adm nistration and sonme advocacy groups -- and | shoul d
say some comng fromthe nore communitarian perspective -- have
been claimng that the rule offers an inpressive newright to
medi cal privacy. On the other hand, industry stakeholders --
and, in particular, insurers, hospitals, pharmaceuti cal
conpani es, and researchers -- have voi ced deep concerns about the
proj ected costs and other conpliance issues associated with the
rul e.

Well, the conflicting opinions are |eaving consuners
wondering, But how does the rule affect nme as an individual ? And
does the rule really give ne the right to maintain the privacy of
my health information, especially as nedical records are
i ncreasingly becom ng stored and transferred in electronic

f or mat ?
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Well, I'"'mgoing to share wwth you a brief analysis,
especially given our tine here, on the final nedical privacy rule
fromthe individual's perspective. | know that a | ot of
| obbyi sts have read the rule fromtheir industry's perspective,
but I want to share with you -- | read it with the foll ow ng
guestions in mnd. As | read it, | thought to nyself, under this
rule, when | go to a doctor for treatnment, am| guaranteed the
right to enter into a private contract wth a doctor? Peri od.
That's what | want to know. And is the contract allowed to say
that I do not give ny consent to share ny nedical records for any
pur poses unless, of course, there is a | aw enforcenent purpose,
such as |'ve been convicted of a crinme or I'ma suspect and the
| aw enforcenment official obtains a warrant or subpoena?

In other words, under the rule, am| able to truly
mai ntain a confidential patient/doctor relationship? That's what
| wanted to know. And the answer | should share with you is an
unequi vocal no, Anericans do not have the right to privacy under
this rule. 1In fact, the rule actually requires that every doctor
and every other health care practitioner in this country nust
share their patients' records with the Federal Governnent;
specifically, the U S. Departnent of Health and Human Servi ces.

Consuners' records are going to be shared wi thout their
perm ssion. And under the new rule, the governnent even has the

authority to access an individual's psychotherapy notes in order
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to nmonitor conpliance with the newrule. So, in effect, what the
governnent is doing here is saying, W're giving you this new
rule, that Ron has tal ked about, in order to protect your

privacy. And in order to nmake sure that all the doctors and

ot her providers are maintaining your privacy, we're going to cone
in and invade it and nonitor that. That's what we're | ooking at
here, folKks.

And the conpliance section of this new massive rule
hasn't been witten yet. That is still to conme. So, we don't
know, for exanple, is every doctor going to have to submt a
report, saying here's how many patients | have, here's how many
patients' records |I'm keeping confidential. W don't know that
yet. But what we do know is that you do not have a right to
privacy.

What right do you have under this rule? And | would
sumit by you do have one right. And that is the right to
conplain. That's it. The right to conplain. Under this rule,
if you think your privacy has been breached, you can conplain to
your doctor or hospital. They call them "covered entities,"”
groups that the rule applies to. Al they have to do is docunent
t hat you conpl ai ned.

You al so have the right -- now, I'"mactually insulted
by this new right to conplain because |I thought we always had the

First Amendnent, and we were always free to conplain -- but,
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anyway, HHS is saying you have this newright to conplain to the
Secretary of Health and Human Services. And when you conpl ai n,
the Secretary "may" investigate -- not "shall" investigate --
"may" investigate your conplaint.

Now, | ast February, | sent a letter to HHS with sone
concerns about the rule and had questions about the unique health
identifier. | actually hand-delivered the letter, got a
signature at HHS, fromthe Hunphrey Buil ding, naeking sure that |
had proof that the letter was indeed delivered. | never got a
response.

Sure, | could go through the Freedom of Information Act
and hire lawers and handle it another way but, quite frankly,

"' mnot convinced that HHS is going to respond to conpl ai nts.

But you do have that right to conplain. And if HHS decides it
will investigate the conplaint, and it finds a breach of privacy,
then HHS gets to inpose fines and collect noney fromthe guilty
party. You, the consuner, whose privacy was breached, get
not hi ng.

And, as Ron has nentioned, under the rule you have no
private right of action, so you can't sue if your privacy is
breached. Thus, | think it's msleading to tell Anmericans that
they have a newright to privacy and that this rule is going to
offer themgreat protections. | whol eheartedly disagree with

t hese st atenents.
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Now, probably one of the nost inportant issues that
peopl e were concerned about was the issue of consent. And HHS
actual ly acknow edges that during the public coment period, in
whi ch they received over 52,000 comments, the issue that drew the
nost comments was the issue of consent. Now, initially HHS was
going to prohibit doctors fromgetting your consent for health
care treatnent, paynent, or health care operations. It's a very
broad term It doesn't have to do with having an operation; it
has to do with the functioning of the health care system

Peopl e were very concerned about that. The public was
actually outraged. There were a nunber of comments in response
to that. And HHS did change the rule, but actually I think it's
a terrible trick. They basically now say your doctor has to get
your consent for the doctor to be able to use your information
for health care treatnent, paynent, or operations -- the sane
terms. But the doctor can condition treatnent on whether or not
you give that consent. And the governnent is actually |aying out
the ternms for your contract. A consent that doesn't include
those provisions is not considered a valid consent form under
this provision.

| have a real problemwth that. | want to be able to
go into a doctor and have an individual, private contract, and
have it say what | want it to say, not that I'mgoing to have to

rel ease ny information in order to get care.

ARTI Transcripts
(202) 347-0030 and www.artitranscripts.com



28

One other thing that | think is really inmportant. Wen
you tal k about releasing your information for treatnent, | think,
clearly, nost people would think, well, that's conmmon sense. |If
you're going to the doctor and you want to get the treatnent, the
doctor has to know your information. They have to know your
allergies. There's a lot of information, quite frankly, that if
| were a doctor, | wouldn't be willing to treat you w thout you
sharing that information that | need to know. But when you sign
away and you give perm ssion for treatnent, what you don't
realize is that you are actually giving perm ssion for any doctor
to use your records to treat any patient. Go figure.

That really nmeans that your doctor can use your records
to treat your neighbor, or your neighbor's doctor can you use

your records to treat your neighbor. Basically, that term

"treatnent” is a very, very, very broad definition. It doesn't
mean just to treat you. It really opens the door to many, many
peopl e having access to your records. | think, again, that's

very m sleading of HHS to put out infornmation saying that
patients have a new right to privacy when in fact they don't.

One | ast issue here. And | could go on and on and on
with many points. | really ook forward to the
guesti on- and- answer section, because of time I'mgoing to be cut
off here. But, Ron, you brought up the issue of governnent

health data systens. And in the proposed rule HHS -- and in this
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rule there's a whole list, and | handed out a paper that is a
summary of nyths and facts surrounding this rule -- in the
proposed rule, there was a whole |list of people that have access
to your records wthout your consent: |aw enforcenent officials,
researchers, public health officials, it can be used for judicial
adm ni strative proceedings. The list goes on and on and on.

One of the themin the proposed rul e was gover nnment
health data systens, and al so banks. In the final rule, they
renmoved the term "governnent health data systeni and they renoved
the term "bank." So, you think, well, no nore governnent health
data system No, that's not the case. There is absolutely
nothing in this rule that would prevent the Federal Governnent,
State governnents, or private parties from conpiling your
personal health information and storing it in | arge dat abases
wi t hout your consent.

Now, you're probably thinking, well, wait a m nute.
|"'mgoing to get this new copy of ny nedical records and |'m
going to get this accounting of how ny information is used, so
surely | can go to these agencies and find out whether ny nedical
records are stored in these databases. But you can't. Let ne
cite one page. And this is just an exanple of how things were
witten. On page 82-554, HHS wites -- and follow ne here for a

mnute, it's alittle long -- and | quote here:
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"I ndividual s have a right of access to any protected
health information that is used in whole or part to nake
deci sions about individuals. This information includes, for
exanple, information used to make health care decisions or
informati on used to determ ne whether an insurance claimwll be
paid. Covered entities often incorporate the sane protected
health information into a variety of different data systens, not
all of which wll be utilized to nmake deci si ons about
i ndi vi dual s.

"For exanple, information systens that are used for
quality control or peer review anal yses nay not be used to make
deci sions about individuals. |In that case, the information
systens would not," | repeat, "would not fall within the
definition of designated record set. W do not require entities
to grant an individual access to protected health information
mai ntained in these types of information systens."”

So, basically, there is nothing, Ron, in this rule that
prevents the Federal CGovernnment -- or, really, State governnents
will nost likely be the ones collecting the data and linking it
t hrough a nexus of systens with the Federal Governnent.

And due to the tinme, let me go ahead and just wap this
up. Just so summarize, |1'd like to stress that in the next few
years, because of the Health Insurance Portability and

Accountability Act that was passed in 1996, nearly everyone's
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records are going to becone electronic. |It's too conplicated to
go into. And Ron can probably explain this. But there's
actually a mandate on insurers to process clains electronically.
So, whether you like it or not, unless you're totally paying
cash, your records are going to becone el ectronic.

Wth just a click of the nouse, it's going to be nuch
easier for your doctor to share records with many, many third
parties. This final rule permts, and actually nmakes it easy,
for many third parties to have access to your records w thout
your consent. So, | think Congress and the new adm nistration
shoul d take a close ook at the Health Insurance Portability and

Accountability Act of 1996, look at this final rule, and try to

fill in the gaps where Anmericans truly don't have nedi cal
privacy.

Thank you.

(Appl ause.)

MR. HUDA@ NS: Thanks a |ot, Sue.

Qur final speaker is TomMIller, who is the Drector of
Health Policy Studies here at the Cato Institute. He has not
been with us too long but certainly comes with an inpressive
background. He worked for 14 years at the Conpetitive Enterprise
Institute, as the Director of Economc Policy Studies. And we
like to say that we steal the best fromthe Conpetitive

Enterprise Institute, and Tomis one of themwho was witing
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papers that we would publish over here, and so | guess he finally
just decided he mght as well join us. And we're happy that he
is here.

He has a bachelor's in political science from NYU and a
| aw degree from Duke University. And we'll wap it up with Tom s
eval uation of the new regul ations.

Tom

TOM M LLER,

CATO | NSTI TUTE

MR. MLLER Thank you, Ed.

|"'mcurrently self-nmedicating for a bad cold, so | hope
| get through this talk w thout operating any heavy machi nery and
resorting to street mne. And | should nention also that | think
|"m suffering fromsevere depression fromlast night's
| ast -second victory by the Virginia Cavaliers over ny Duke Bl ue
Devils in basketball.

(Laughter.)

MR MLLER Well, that's nmy story on ny nedica
situation. I'msticking toit. Those of you who are currently
downl oading ny files on the Internet can find out what the true
di agnosi s is.

(Laughter.)
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MR MLLER It's kind of ironic that the H PAA privacy
regul ati ons can have folks criticizing themfor disclosing too
much and protecting too little. It really takes a Federal
Government regulation to acconplish both extrenmes at the sane
time, burn up a lot of noney, a |ot of nuisance, and ultimtely
just sinply taste bad and be less filling. But let's start by
review ng how we got to the stage of HHS issuing a final set of
medi cal privacy regul ations.

The 1996 | egislation was sold politically on the basis

of its portability refornms. It promsed to protect the nedically
insured mddle-class with job protection against -- for those who
had jobs -- protection against preexisting condition

restrictions, premumincreases, and | oss of coverage when they
change jobs. Now, one way to offset the costs of that
acconpanyi ng regul atory burden was to prom se new savings in
health care costs through adm ni strative standardi zati on of

el ectroni c data gathering and sharing.

That naturally gave rise to fears about privacy abuses
fromcentralized databases, electronic health information
networ ks, and easy rapid access to personal nedical information.
So, a fewlines in the H PAA legislation required Congress to
| egi sl ate privacy protections by a certain date or el se HHS was

to provide regulations in this area.
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Not surprisingly, Congress couldn't reach a political
consensus on privacy rules. It didn't offend nore voters and
interest groups than it pleased, but the politicians got the next
best position. They get to |eave HHS to take the blanme for the
final rules, keep their own hands clean, and then even intervene
as white knights down the road to selectively respond to
constituent concerns and conpl ai nts.

So, the political market for privacy has found a
tenporary equilibrium Politicians can claimthat they are
protecting voters' broad demand for nedical privacy. The costs
are of f budget as an unfunded mandate on the private sector. And
of ficehol ders can periodically find fault with those HHS
regul ators for going too far.

Now, at the heart at this political charade is the fact
that there will be no stable sustainable political consensus
position on the nore difficult pressure points and tradeoffs for
medi cal privacy practices and preferences. But it does provide
an ideal platformfor regulatory m schief and broader political
agendas. W should be very suspicious of regulatory offers that
begin, "H, I"'mfromthe governnent and |I'm here to protect your
privacy."

Let me step back for a nonent and fill in sone gaps in
t he previ ous speakers' fine presentations regarding some problens

in the | atest HHS regul ati ons thensel ves, not that | believe they
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can be fixed or one should sinply aspire to nake the regul atory
trains run nore efficiently to the wong station. But after
that, I'd |ike to suggest an alternative contractual approach to
medi cal privacy protection, to be followed by a broader | ook at
the nore fundanental reasons why we're faced with nore nedica
privacy protection issues in our health care systemthan we need
to be.

Now, take a | ook at the |atest HHS regul ati ons before
your eyes glaze over. There are a few inprovenents, but | don't
have tine to discuss them

(Laughter.)

MR MLLER Well, | actually probably do have tinme to
di scuss them but | won't spend tine on it. Anong the long |ist
of remaining problens -- and I'll nostly list themin only brief
di scussion -- I'll start with the costs.

It's ultimately going to be paid by the public through
hi gher health insurance prem uns, higher taxes or |ost benefits,
i ncluding the innovative uses of information that m ght be
chilled by regulatory overkill and uncertainty. And don’t take
the | owball HHS nunber for costs, which al so presunes nythica
of fsetting benefits through the adm nistrative standardi zation
procedures, and that there will be earlier and nore effective
medi cal treatment. These are overstated and they're unlikely to

mat eri ali ze.
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We can be sure that the cost of centralized rules wll
be di sproportional to the real value they deliver. W face a
nunber of uncertainties and conplexities in this |atest set of
rules. The m ni num necessary standard is likely to trigger fears
of liability for inadvertent violations and the need for
case-specific exam nation of each elenent of each disclosure.

And how real and effective wll that prior witten consent be?

As Ron was pointing out, and calling it coerced
consent, doctors can insist on consent as a prelimnary to
treatnent, but in the extrenme, aren't we just going to be back to
sign this boilerplate release form and a reprise of the old Jack
Benny dil emma? You renenber, "Your noney or life." And he'd
pause and say, "I'mthinking, I'"'mthinking." 1In this case it
woul d be, "Your privacy or your health care.™

W1l de-identification of personal health information
really work? There are going to be particular problenms with this
in the retrospective nedical research area, particularly when
covered entities sinply decide to | ock down their nedical archive
rat her than expose thenselves to gratuitous costs, risks, and
liabilities. Now, there's the business associates contract rule.
That, in effect, shifts the burden of |aw enforcenent on to
health plans and nedi cal providers. They used to be called
busi ness partners. | guess now you have to work for seven years

and bill a lot of hours in order qualify as a partner.
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The expensive nedical privacy rules are going to work
to the conpetitive advantage of the large incunbents in the
health care/health information field. And that's going to create
additional barriers to entry and di scourage innovative use of
i nformati on and new delivery systens.

Now, not surprisingly, as Sue was pointing out, the
government users of nedical information will be at the top of the
information food chain, with greater access. Public health is
privileged as well as disclosures authorized by |aw in support of
policy, planning, regulation, or managenent functions. As Ml
Brooks once said in The History of the Wrld, Part I, "It's good
to be the king."

What about preenption? |It's biased toward nore
restrictive privacy regulation. |'mrem nded of the old Pau
Sinon song, "One Man's Ceiling is Another Man's Floor." Most of
t he busi ness community woul d prefer one bad uniform set of
Federal regulations to nultiple State regul ati ons, sone better,
sonme worse. But it's likely that we're going to get the worst of
bot h worl ds.

Litigation, | disagree with Ron here. | think that's
where the real bonanza opportunity is for sone folks. Despite no
explicit Federal cause of action in the H PAA regul ati ons,
resourceful plaintiffs' attorneys should be able to use the

underlying promses in the Federal regulations to craft State
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causes of action, perhaps claimng reliance on published
information practice notices, or perhaps even claimng
third-party beneficiary status in suits based on breaches of
busi ness associ ate contracts.

Ron, | know ACLU attorneys. You guys can do better
t han that.

(Laughter.)

MR MLLER And the only worthwhile lawsuit in this
area woul d probably be one claimng unconstitutional del egation
of authority, fromthe legislative to the executive branch of
government, in the original H PAA | egislation that set the HHS
default privacy rul emaking in notion.

We've already seen a |l ot of privacy mssion creep in
the various stages of these HHS regul ations. Now they apply not
just to electronic health information that's individually
identifiable but non-el ectronic paper records and oral
communi cations, as well. And this is only the begi nning of
mul tiple rounds of uncertainty, conplexity, reinterpretation, and
litigation. Having established a nedical privacy regulatory
platformw thin the Federal CGovernnent, you can be sure that the
scope of future regulation will grow and grow and grow.

Well, how do we get off this runaway train?

Let's go back to the basics. Consuners certainly val ue

medi cal records confidentiality very highly. They expect to have
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it protected, and they expect no disclosure to third parties

w thout their consent. But is confidentiality all inclusive?
VWhat do consuners really care about nost in what they want to be
kept private? Wat sort of tradeoffs are they willing to make in
sharing nedical information with other parties for other kinds of
benefits? And what nechanisnms will ensure that i ndividual
consuners get to make those choices and benefit fromtaking
greater personal responsibility in determ ning and exerci sing
their privacy preferences?

We need to nove beyond the false choice of centrally
pl anned governnment action and sinply doing nothing. W need sone
contractual solutions that would give individuals the power to
choose nore privacy or |less privacy wthout requiring ful
privacy for everybody or for nobody. Private contracts are
superior to rules that are dictated by politicians, bureaucrats,
or judges. They're nore sensitive, nuch nore sensitive, to the
wi de range of individual preferences that people have with regard
to privacy.

Now, often we say we val ue privacy -- and nedi ca
privacy nore so, but other kinds of privacy -- yet we act
differently in practice when faced wth real choices and
tradeoffs. There are double standards. W often want maxi mum
personal privacy, but we want to know everything in the world

about soneone el se.
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So, in the final analysis, the baseline setting for
medi cal privacy expectations is going to be nuch stronger than
for other types of other information sharing. And the rules that
we set down for privacy are going to be broader than just for
medi cal privacy. And keep that in m nd, because they need to be
consistent wwth the overall structure of information sharing that
we're going to have for a very information-intensive econony in
t he decades ahead.

So, sone prelimnary considerations, or screens, in
eval uating what we do in privacy policy would include taking a
| ook at our conmm tnent of our society to open information flows.
Those open information flows are consistent with our core First
Amendnent val ues and a fundanental underpinning idea of an open
denocratic society in a market-based econony in which individual
choi ces are exerci sed.

What do we really nean by "private"? The |aw should
protect as private only information that soneone actually and
reasonably believes is private. There are |limts to what is
private. Wat's a reasonabl e expectation of privacy in terns of
sharing information? Too nmuch privacy may facilitate the
di ssem nation of false information, protect the w thhol ding of
true information, and interfere with necessary information
col l ection, organization, and storage that busi nesses and

i ndi vidual s need to nmake i nfornmed deci sions.
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Let's not overl ook the concept of harm W restrict
information flows so as to protect privacy only when a specific
harmis actually being threatened. In choosing how best to
protect our privacy, do we really want to rely on the governnent,
or do we want to rely on other types of private self-help
mechani sms? Traditionally in the United States we have
historically focused on governnment as representing the greatest
threat to privacy and wanting to restrict its access to
information. Should we now ask the governnent to enter private
areas of our lives in order to protect our information?

In the alternative, there are various neans of
i ndi vi dual and col |l ective private action, which can, through a
conbi nati on of technol ogi es, markets, industry self-regul ation,
conpetitive behavior, and individual judgnent, protect our
privacy nmuch nore effectively than through governnent neans.

Conpetitive businesses will respond to market demands
for privacy. Businesses |ose their custoners when they don't
meet the expectation of those customers. The governnment throws
themin jail, brings out the guns, seizes their property, sees
how t hey can get through the next el ection.

Is health privacy different than other types of
privacy?

Well, it certainly is true that other users of health

care information can no longer afford to ignore the initial core
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preferences of individual health care consuners. There has been
a lot of free, unpriced information that has been used for many
possi bly val uabl e purposes. But it's going to be up for
renegotiation nowin light of what's been a clear signal fromthe
public in terms of what they value as their nedical privacy. The
gquestion is, is that going to be determ ned through political
means or through other voluntary market neans?

Now, the conplexities of trying to | egislate nedica
privacy are endless. Wen a political consensus is not clear,
achi evabl e, or perhaps even desirable, we ordinarily do return to
vol untary choi ces and market - based nechani sns, particularly in
this case where we should be quite skeptical about placing our
trust in the Federal Government to protect individual privacy
interests. In the search for an alternative to top-down
political regulation of nmedical privacy, we need to recogni ze the
w de variation of privacy preferences that people need to
determ ne on their own.

Privacy is subjective. It changes from person to
person. It's certainly not enconpassed in a single consensus
standard. The right to privacy can conflict with others' right
to know the truth and the right to benefit fromthe information
econony. Rather than have the governnent decide for everyone
what tradeoffs are worth meking for privacy, we need a different

type of nechani sm based upon contractual approaches, and those
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approaches that can price information and nore efficiently
al l ocate nmedi cal data than a centrally planned sol uti on woul d.

Pricing, unlike central planning, respects consuner
preferences. It takes into account individual needs, values, and
tradeoffs before allocating resources to their nost val ued uses.
One nechani smthat goes beyond and noves beyond political
regul ation involves determ nation of the fal se standards,
primarily set through standardized formcontracts for different
ranges of information in various industries and business
settings.

Certainly in the area of nedical privacy, the initial
default standard is going to be set nmuch closer toward the
no-di scl osure and maxi mum privacy end of the spectrum But then
you tal k about noving fromthat, into either an opt-out or opt-in
fromthat standard, in which people in the margin begin to
determ ne whether there's sonmething to be gai ned by discl osing
nmore nedical information as opposed to retaining it.

Perhaps it's through an inducenment froma private
conpany saying, "W'Il|l give you a benefit, and here's what's so

attractive about it. O when you buy a contractual arrangenent
wWith a no-disclosure policy, it mght be priced nore expensively,
whet her that's health insurance or a particular type of nedical
service. That's how we begin to kind of, in effect, custom ze

the preferences for privacy.

ARTI Transcripts
(202) 347-0030 and www.artitranscripts.com



44

Now, there are some considerations for that default
rule. What are the relative transaction costs in setting that
default rule? You mght need to set the rule to that which nost
parties want their setting. Fewer parties then are forced to
contract around the rule.

s a privacy default rule then | ess expensive than a
di scl osure rule? There is not a single answer in every case. W
do know that the cost of invading others' nedical privacy,

t hough, has fallen as the advances in technol ogy have risen. So,
privacy is nore valued and people will be willing to pay for it
and bargain for it.

Now, in these prom sed benefits, the pricing nechani sm
operating through private contracts | think is going to be nore
sensitive to variations in the valuation of privacy. It can
enable information to be collected in voluntary transactions
instead of either commanding its disclosure through political
coercion or making voluntary information-sharing prohibitively
difficult.

Let's get outside the box for just a noment, because
that's kind of saying, "Well, we're going to have to do in this
way because it's the system we have." But we'd have fewer
privacy problens if we had a different kind of health insurance
system If we leveled the tax treatnent of our health purchases

and noved in the direction of defined contribution plans, all of
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a sudden you woul dn't be worryi ng about what your enployer knows
about your health information. They wouldn't be as involved in
pur chasi ng your health insurance and possibly receiving

i nformati on about you.

I f we purchased | ess conprehensive health insurance,
such as that wth a high deductible, coupled with a nedi cal
savi ngs account, for cash spending on discretionary private
matters, we would, again, have less of a third-party health
information trail. In the sane way, if not as nuch of health
care dollar was flowi ng through third-party insurers, they
woul dn't be tracki ng how you spent that noney, whether it went
for the right things or was appropriate or was fraudul ent.

If individuals were initially nore in control of their
heal th i nsurance choices, they would also be likely to seek
| onger-termcontractual relationships with insurers or insurance
brokers. They woul d provide nore effective protection agai nst
changes in their personal health status and insurability.

So, in conclusion, | opt out of HHS-style privacy
regul ation and politics as usual. Let's reformthe health care
systemto nake that nore possible.

Thank you.

(Appl ause.)
MR HUDGA@ NS: Thanks a |lot, Tom
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A couple of things | just wanted to highlight. [|I'm
i npressed by the argunment that we're at the beginning of multiple
rounds of uncertainty, reinterpretation, et cetera. One of the
interesting things about these regulations is that the word
"except" is used a considerable nunber of times, that to try to
figure out what it nmeans -- you have so many "except" for this
case and "except" for that case -- it really does open it up to
interpretation.

A second thing I'll note is that Ron began by saying
that the ACLU had determ ned that markets, at least at this
point, are not adequate to protect privacy. Wat Tom has
suggested is that perhaps what we're now seeing is the energence
of markets for different |evels of privacy. So, naybe today it's
not the case; perhaps tonmorrowit wll be.

| like to give the exanple and | usually hold up ny
little G ant Food card here. Suddenly all of the grocery stores
are literally paying you to allow themto track your purchases.
That's why you have this little card. And | can't get a discount
at ny local grocery store unless they scan this in. Wy is this?
Are they just trying to harass nme?

Well, no. [It's because they want certain information
fromnme and they are willing to pay for it by giving ne a
di scount. So, you actually are seeing this energence of a market

for certain levels of privacy and certain |levels of protection,
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whi ch goes beyond the nedical privacy issue, though it certainly
enconpasses it. Now, as | say, that's one of the issues we're
very concerned about here and interested in at Cato, so you'l
see a lot nore comng out on that.

| thought 1'd give Ron a quick chance to naybe coment,
since we've kind of come full circle on the market point, and
then we can open up to questions.

MR. VWEICH | appreciate your giving ne a nonent here.
And I won't take |ong because | think the questions should be
enl i ght eni ng.

| think the discussion today and, really, the excellent
presentations of ny co-panelists, bring into sharp relief the
basi ¢ question of how to approach this privacy issue and rel ated
privacy issues. Wen you start thinking about nedical privacy,
you hit a fork in the road, right at the outset. Do you want the
governnent to set sone rules here, sone basic boundaries for what
medi cal providers, health care providers, and corporate interests
that deal with nmedical information can do, or do you want to
| eave it to individual contractual arrangenents? | think that is
a very healthy debate to have.

| know that the Cato Institute resolves that question
in a nunber of different areas on the contractual side. But |
can just say, speaking for the ACLU, that we, a long tinme ago in

this area, went down the other road. W have consistently argued
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for governnent protection here. And you see a parallel

di scussion in the area of civil rights. | know there are very
respectabl e voices saying that civil rights should not be
enshrined in law, that it should be a matter for individuals to
negotiate. W think that's an area where governnment intervention
is appropriate, necessary, and we want stronger |aws. W want

| aws, and we want themto be stronger.

| can assure everyone, as you know, that the ACLU
spends, and ny col |l eague, Geg Nojeim could put a nunber on
this, but I venture to say upwards 80 percent of our tine
opposing legislation. But there are areas -- privacy and civil
rights are the two that imediately cone to mnd -- where we
think there needs to be governnent rules to protect individuals,
because individuals are not well situated to negotiate on their
own. | thought that Tomls argunments were cogent; | did not
ultimately find them persuasive.

So, once you're past that fork in the road, if you're
down the path of trying to get governnment regul ations, then
there's an argunent about whether these regulations are strong
enough, whether they sufficiently protect privacy, whether there
are too many exceptions. But | think you have to recognize that,
at the outset, you're deciding whether the governnent shoul d get
into this area. And we resolve that question in favor of

gover nnment acti on.
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MR. HUDA NS: Thank you

Ckay, let's have a few questions fromthe audi ence. A
m crophone will be brought around to you. |If you could please
give us your nane and identify where you're at, so we'll know who
we're speaking to. Wiy don't we start right up here. The

m crophone is com ng down.

DR. MARSHAL: Yes, ny nane is Dr. Joseph Marshal. |I'm
a gynecol ogi st here in Washington, D.C. |'m an ol d-fashi oned
physician in that I'"'mstill fee-for-service and | have no

associ ations with any nmanaged care or HMO s.

MR. HUDA NS: Congratul ati ons.

(Laughter.)

DR. MARSHAL: Well, it's tough, but it's very
rewar di ng.

The panelists touched on sonme aspect of these two
scenarios that 1'd like to present, and then if you could coment
on it, because we physicians are subjected to this all the tine.
| will get phone calls or witten information fromny patients
health insurers, w shing information about the patient because
they want to process their claim

Now, |'ve already gotten paid fromthe patient, but
this is paynent for the patient. So, they want to know, for
i nstance, certain aspects of the care that | gave them Well,

conply, and I'll send themthe information that they request.
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The second scenario is that | will get calls from other

physi ci ans, who are seeing either ny patient or other patients,

and they're saying, well, you did sone |aboratory tests. W
would i ke to have themin the patient's chart. So, | will fax
| aboratory tests to the physicians, and, conversely, | wll get

i nformati on back fromthe physicians. So, the fax machines are
goi ng back and forth.

So, ny question really is, then, will these new rules
affect adversely this free flow of information that | give to
ot her physicians and health insurers w thout having the patient's
consent? And it's truly for the patient's benefit, nunber one,
that she'll be able to be conpensated; and, nunber two, that if
anot her physician is caring for her, any information | have about
her m ght benefit him So, if you could conmment |'d appreciate
it.

MR, HUDA NS: kay, anyone want to start?

M5. BLEVINS: Sure. Actually, what's very interesting
about this rule is when HHS goes to defend its costs savings
overall, there is a section of this rule that the public probably
doesn't get to read because they're not going to read back far
enough. In the regulatory flexibility analysis section, if you
just look at that section of the rule, way in the back, basically

every tinme HHS goes to say, "Well, is this going to cost nore
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nmoney?" it says, "No, because that's currently how things are
bei ng handl ed today."

So, HHS, and I'mactually going to cite this one page
for you, on page 82-783, it says, "Because providers are already
obt ai ni ng such consent, this requirenent represents a m nima
burden."” So, basically, HHS is saying currently you or the
I nsurance conpany or an enpl oyer or soneone is already getting
consent froma patient when the patient is signing up for the
i nsurance plan. So, there is no new "burden" is what HHS i s
sayi ng.

And, if anything, | think, again, my positionis it
gives too many people access to your records, and it all ows
information to flow nuch faster, not just over fax |ines but now
over the Internet.

MR HUDA NS: Ron?

MR VWEICH Here's how!l think that's an area that wll
pl ay out under the new regulations. | think that the status quo
wi Il not dramatically change for the follow ng reason. These
regul ations require a kind of patient consent for that
information to be dissemnated in the way that you descri bed that
closely tracks current practice. | don't know about your office
in particular, but many doctors, at the outset of the formation

of the patient/provider relationship, ask patients to sign a
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pi ece of paper that essentially you do not. Okay. Many doctors
do.

| f you do not, you would now be required to give
patients the opportunity to consent or not consent for the
di ssem nation of their nedical information for treatnent,
paynment, and health care operations. |If they don't want to
consent to that, you don't have to treat them | think that
Tom s theories about whether patients will seek out privacy or
not, as they w sh, based on nmarket and value, wll be tested,
because the regul ations set up a situation where sone providers
may decide to offer nore privacy and patients can avoid | ess
private practitioners.

But in the situation you' ve described, a consent would
be required at the outset before you could dissem nate the
information either to the insurance conpany or to another
provider. |It's the kind of consent that is within treatnent,
paynment and health care operations. The first of the two
scenari os you described is clearly paynent, and the second one,
it sounds to nme |like health care operations -- if it's sort of
doctors working in sone sense on the sane issue for a patient.

So, consent is required, but treatnent can be
conditioned on consent. And then the patient would have a right
to know that that dissem nation occurred. There would be a right

of access to the records; doctors would be required to maintain
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an audit trail; there would be a m nim zation requirenent, so you
couldn't just send the whole record. There are speci al
limtations on the dissem nation of psychot herapy notes, for
exanpl e.

There is not a special protection for reproductive
heal th, and you've nentioned that you are in obstetrics and
gynecol ogy. There's no special protection there. It sounds |ike
your practice is unusual in this regard, but I think that nost
people would find that the world has not changed dramatically
under these regul ations, that there would be a formal Federal
requi renent that that initial consent occur, that there be a
right of access and a right to know when the di ssem nation of
i nformati on happens.

MR MLLER Ed, | would put a couple of caveats on
that. W know what woul d happen today. Now let's project ahead
as to what happens with these types of rules. Sure, this is the
routine, ordinary thing, and we assune that you can have any type
of consent agreenent you want as a physician.

This is the first stage of Federal control of health
information. Don't you think we're going to get other |ayers of
requirenents for what are fair information practices in the
heal th care marketplace? Wat is the proper disclosure? Things
you can do and can't do? That's not in the first round. That

cones | ater on.
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Secondly, there is a nyriad nunber of "gotcha"

opportunities. |If someone slips up and doesn't do it exactly the
right way, just the uncertainty, the chilling effect of kind of,
"Well, this is a lot of problens,” is going to change behavi or

just because of the fact that we're dealing with kind of a

mul ti-layered set of regulations. | think I'lIl stop there.
MR HUDA@NS: | think we have one right back here.
By the way, I'Il note that, for sonmeone in a snal

practice, we had a real good piece by Jonathan Enord, called
"Murder by Medicare" in Regulation Magazine. | believe it was
Vol ume 21, Nunber 3, which | ooks at just the costs of the
paperwork. So, you mght find that particularly interesting.

Yes, go ahead. Next question?

M5. HALL: Hi, I'mChristine Hall, from CNS News, and
my question is really for all the panelists.

| " m wondering whether you all draw a distinction
bet ween, on the one hand, what you m ght argue is the freedons of
the private sector to gather information and, on the other hand,
what you mght call restrictions on the Federal Governnent, or
governments in general. Because | think there are sone people
who woul d argue big governnent, big corporations, the sane thing,
and then there are others | think that would certainly argue that

there really is a difference between the two.
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MR HUDANS:. Try to keep the answers a little nore
brief. Dd you want to go first?

MR VWEICH Yes. W think that there is a danger in
non- consensual disclosure of information, to either governnents
or to private parties. |, for one, amjust as disturbed to
note -- and perhaps nore disturbed to note -- that the governnent
has sensitive, intimate i nformation about nme and that |BM does.
And it mght well lead nme to engage in privacy protective
behaviors to avoid the governnent having information as against a
private corporation

The initial rules did not adequately protect against
government accunul ati on of information, although we thought they
did a pretty good job of protecting against private corporate
accurnul ati on and use of nedical information. This new marketing
provision that wasn't in the proposed regul ation | ast year
unfortunately | eaves the current regul ati on weak in both regards
in the way that |'ve already described. But | think that a | ot
of governnent bureaucrats woul d say, "W're protecting you
agai nst the corporations, but of course if we collect the
information it's not such a bad thing because we nean wel|l." |
think that's a premse that civil |ibertarians should not accept.

MR HUDANS: Do either of you want to give a quick

response?
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MR MLLER Well, as soon as the private corporations
end up with their own police force, lots of guns, the ability to
sei ze your property without going into court, |I think it's a
little bit of a one-sided bal ance. W' ve also got a |long history
of the governnent being a lot sloppier with its managenent and
protection of information and | ess accountable, and |I think the
record is in on that one.

MR. HUDA NS: Anot her question over here.

MR. CANNON: My nane is Mchael Cannon. |I'mwth the
Republican Policy Commttee in the Senate, and | just had one
guestion and a suggestion, | guess.

The first is, are any of you aware of a chall enge
that's being brought against these regul ations on del egation
grounds, that Congress didn't have the authority?

MR MLLER It has been tal ked about. | nay not be
aware of an actual case being brought, but | know there is
speculation in the legal conmmunity to bring that |awsuit. Now,

Peter Swier, who is very wi se when he's out of governnent and

back in academ a, in ny opinion -- and nmaybe he'll inprove over
time -- seens to think that he invented this in a way that they
were going to dodge that bullet. |It's pretty thin, in terns of

what the actual statutory |anguage in H PAA says, in terns of the
del egation. | think it's worth a shot in court. And certainly

the Supreme Court has been open to that argunent on occasions in
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the past. It'Il be a little uphill, but I've got to believe
sonmeone will take a run at that.

MR. CANNON: And ny suggestion is, as sonmeone who tries
to make the case to a lot of Hill staff and senators, it would be
very useful -- and maybe Cato has already done this -- to have a
conpendi um of governnent abuses of |egally obtained personal
i nformati on about people, whether that be nedical information,
| RS enpl oyees snoopi ng through celebrities' tax returns -- and
not just by American governnents but by others -- whether it be
Nazi firearns laws, telling Htler who had guns in their hones
and who didn't so they could go confiscate them That's ny
suggesti on.

MR HUDANS: Quys, we're going to put this on the |ist
for new papers, right?

MR VEICH It's already on.

MR HUDA@NS: It's already on the list. Talk to Adam
Thierer. W're doing it. But that's a very good suggesti on,
because a | ot of us have exanples fromdifferent areas and |
think bringing it together is probably a very good exanple.

Ckay, we've got anot her question.

MR. CLARK: Hi, Drew Cark wth National Journalist
Technology Data. | have a question for Sue and for Tom

Sue, could you just elaborate on what the rul e says

with regard to treatnent, paynent, and operations, and your
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objections to it? Because it seens to ne that there needs to be
a sharing of information within the hospital about a client,
about a patient's information, so could you just el aborate on
what you see as the holes in that, Sue?

And let nme just go ahead and ask ny question for you,
Tom Could you just tal k about any solution or suggestion you
woul d have, short of basically, totally overhauling the health
care systemthat we have, which, of course, creates many of these
problenms in the first place. Wat would be kind of an interim
solution, short of the parallel track dilema that Ron put us on,
that you either believe the governnent needs to do sonething or

it doesn't; is there anything that can be done in between those

two?

M5. BLEVINS: Sure, Drew. | don't have a
one-si ze-fits-all policy for anyone. |If people want to go in and
visit this doctor and not have a consent, that's fine. If | want

to go in and be tested for HV and say | want to pay cash and |
don't want anyone to know about this, except, okay, fine, you

have to submt an unidentified case to the CDC perhaps. But if

want to go in an pay cash, | don't want that data submtted to
any databank. | don't want it used to treat ny neighbor. | just
don't.

So, to say that you have to consent for treatnent,

paynment, and operations or it's not a valid consent is a real
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problem It's governnment dictating "These are the terns of your
private contract wwth the provider."™ And | understand having an
efficient system but | think we've |ost sight of who is the
buyer, who is actually going in and buying the service and who is
the supplier. And this rule clearly shows that. So, that's ny
problemw th forcing me to share records wth everyone el se for
treat nent.

MR HUDANS: Tom do you want to respond?

MR MLLER It's kind of alittle followon to it.
"1l answer quickly and then if Ron has an answer to both.

Drew, you're right, we can't get to their N rvana, or
at | east sone of our views of Nirvana.

Now, what | think we need to be vigilant about, though,
is in whatever we end up with is a nmess of HHS regul ati ons.
would like to force the Congress to vote on it, so they're
actually stuck with being accountable for it as opposed to al ways
being able to have it both ways. But we at |east need to
structure a system where, regardless of what the stupid default
settings are, there is no barrier to private parties contracting
around it. \Wether it's doctors, whether it's insurers, whether
it's sone other vendor of information, to say, yes, here's what
kind of they start you out with but here's here what we're

offering. W're going to disclose it. W're going to say, "Do
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you want it?" And find out whether you can in fact differentiate
the market that way.

| fear very strongly that in fact we're going to get
exactly one size fits all. It's going to gravitate toward a
certain plain vanilla, highly restrictive approach to it, and
there's going to be no variation fromthat whatsoever. And,
increasingly, over tinme, we'll see that develop. And that's well
short of changing the entire health insurance systembut, at a
m ni num peopl e should have the ability to say, "I want sonething
different and |I've found soneone else who'll offer it to ne."

MR HUDA NS: Ron?

MR. VEICH  Just quickly, to get back to your initial
question, Drew. The reason that you have to draw a |ine between
treatment, paynment and health care operations on the one hand,
and other uses, is that the consent that's required for the other
uses is not coerced. It's real consent. That is, they can't
condition treatnment on your refusal to grant that disclosure.

So, it's very inportant. They've narrowed the definition of
"health care operation.”

We have not identified it as a significant flawin the
new version of the regulation, but I think it's something that we
need to watch in operation to make sure that it's limted. The
doctor has to be able to talk to the nurse; the surgeon has to be

able to talk to the anesthesiologist. And getting consent each
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step along the way is, frankly, absurd and dangerous to the
patients, we woul d say.

MR, HUDA NS: Okay, real quick, Sue.

M5. BLEVINS: | have a quick statenment to Mchael. And
that is | would Iike for Congress to pilot test this on
t hensel ves. Everyone who voted for this, let's try it out on
them We'll put their records in electronic format, put it in a
dat abase, |let the teenage hackers go at it, and then, if they
have an invasion of privacy, let themgo the Secretary of HHS and
file a conplaint. That would be ny proposition.

MR HUDANS:. Well, there it is, guys.

By the way, Tom has alluded to the issue of Congress
voting on it, and the issue of delegation canme up earlier. And
that's sonething we're very concerned about here at Cato al so;
that is, the fact that Congress del egates this broad, broad
authority to essentially nmake the laws to the bureaucrats. They
make the | aws, Congress never votes on it. And so we feel very
strongly that Congress should actually go back to Article I of
the Constitution, which actually says, "The laws of this country
shall be made by the legislature,” i.e., Congress. And we favor
goi ng back to the Constitution just so we can get on record here.

| think we're just about of tinme. [I'd |ike to thank

you all for com ng, and welcone you to a little |uncheon
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very interesting di scussion?

(Appl ause.)

(Wher eupon, the Policy Forum concl uded.)
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