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PROCEEDI NGS

MR. NI SKANEN: Good afternoon, friends, and wel cone to
the Cato Institute. M nane is Bill Ni skanen, the Chairnman of
Cato, and I will be noderating today's session.

The issue is terrorism \Wat is it? Howto avoid it?
What should we do as a nation and as individuals if we are
subject to a terrorist attack? W have four very qualified
speakers to address this issue today. Each will speak 10 or 12
m nutes, and we are going to | eave a good bit of tinme for
guestions and conversations anong the panel and questions from
t he audi ence.

Qur first speaker is John Parachini, who is Executive
Director of the Washington O fice of the Center for
Non-Proliferation Studies at the Monterey Institute of
I nternational Studies. He is now editing a volune of case
studies on terrorist notivations and behavioral patterns, which
is afollowon to his own book, called "Toxic Terror: Assessing
Terrorists' Use of Chem cal and Biol ogi cal Wapons," recently
publ i shed by the MT Press.

John.
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JOHN PARACHI NI

MONTEREY | NSTI TUTE OF | NTERNATI ONAL STUDI ES

MR. PARACHINI: | want to commend the Cato Institute
for convening this gathering. It is sort of tinely, as we begin
to sort through the aftermath of the USS Col e bonmbing, to try and
get sonme perspective on how we nove forward, and how the United
St at es shoul d be thinking about addressing the probl em of
terrorismthat it faces at this current tine.

The first thing | want to draw our attention to is that
terrorismis a fluid problem It is not |like a nation-state that
has guns, tanks, ships, airplanes, that you can see with
satellites as you go over. It is just not as easy as a
nati on-state and a nation-state's order of battle. So we have to
recogni ze the difficulty of getting a handle on the problem

The second thing is, particularly in the case of the
bombi ng of the Cole, we have a situation where there may be a
civilization of people at war with us, but we are a nation-state
at peace with the world. And there is a fundanmental disjuncture
there that nowis a useful tine to begin to reassess how we do
operate in sone regions of the world, where we are not in
conflict with nation-states but there nay be civilizations of

peopl e who see thenselves in conflict with us.
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In order to respond to this new environment, we need to
t hi nk about a broader range of tools in our tool kit, other than
just a declamatory policy and a cruise mssile strike. This
requires a little creativity on our part. And | think there is
sone evidence that we are noving in a positive direction toward
devel opi ng these other tools, but | think nore attention needs to
be given to really refining these tools.

It feels good to strike back with a cruise mssile when
we' ve been hit. And, indeed, our |eaders feel the need to
declare a terrorist to be crimnals that need to be brought to
justice. But in a longer-termstruggle, as it is with such a
fluid problem there are other tools that we shoul d think about
that may in the end be nore productive in terns of constraining
t he problem

For instance, we should not devalue the role of
di plomatic tools, working with other countries in cooperation to
narrow the range and narrow the territory in which terrorist
groups can operate. |If we can reduce the sanctuary environnent
in various countries where terrorists operate, we can nmake it
harder for themto operate. |If we can apply econom c pressure to
countries that do provide sanctuary or do turn a blind eye, that
rai ses the cost for countries to do so.

Finally, inproving | aw enforcenent cooperation in

countries all across the world is very inportant. | think nowin
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this period we see a unique period of cooperation on terrorism
Who woul d have thought that we woul d be having di scussions with
the Russians regarding terrorisn? O wth the Indians regarding
terrorisn? O wth the Pakistanis regarding terrorisn®

A whol e range of range of countries we previously had
not had such discussions with, the United States is now invol ved
in discussions with these countries. Simlarly, the Chinese and
t he Russians are having discussions. So there is an
international coalition of nation-states beginning to evolve that
are concerned about this problemof sort of low-intensity
vi ol ence.

Finally, I think the nost inportant tool that is the
nost underdevel oped at this tinme that we need to build up in our
tool kit is better managenent of how we tal k about the problem
both for our own publics and for publics around the world. Far
too often in the United States, public officials, and indeed
schol ars and experts, draw too nuch attention to terrorist
strikes; raise the value of those strikes; plant ideas in the
m nds of terrorists that indeed by doing the strikes that they
undertake they get our attention.

| think a quieter approach, in many instances, works
better, one; and, two, we need to, when we do tal k about it, we
do need to be m ndful of who the various audi ences are around the

world. We are not as sensitive as we should be to the rol e of
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satellite television through many parts of the world,
particularly in the Islamc world. W need to, when these
strikes do occur, we need to do personalize a little nore the
human tragedy. It is not just a strike against the United
States; it is a strike against innocent people. W need to be
able to penetrate into the cultures nore effectively the results
of these strikes.

Now, | think working quietly does work better on
terrorism By working quietly, it means noderating what our
public responses are. And if indeed we deema mlitary response
appropriate and necessary, that special operations forces are
much better than cruise mssiles. Cruise mssiles feel good at
the nonent, but in the longer termthe value is less clear. So
if we have to reach for the mlitary option, | think we need to
reeval uate the role of special operations in our tool kit.

Then we need to think about changing the enphasis in
this country. Ever since the series of attacks in the early
1990's, the World Trade Center, the Miurrah Federal Buil ding
bombi ng, and the bonbi ngs of our enbassies in East Africa, we
focus a |l ot on response, nopping up after an attack. And,

i ndeed, the Nunn-Lugar-Donenici |egislation, which created funds
and initiative to train |local responders all around the country,
was good and useful at the tinme, but now that we are five years

out fromthe Aum Shinrikyo attack on the Tokyo subway and these
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series of bonbings in the early 1990's, we should push back and,
inmy mnd, shift the enphasis.

That is, we should continue to do sone |evel of
response preparation. W have a ways to go there, particularly
in our public health sector and in our veterinarian sector. But
we shoul d i ncrease the enphasis on prevention. And by
prevention, | have in mnd nmaki ng sure these events never happen
inthe first place. And that is where our diplomatic tools cone
into play. That is where nore attention to intelligence and
better use of |aw enforcenent tools cone into play. Qur
obj ective should be to make sure these things never happen, not
just to be effectively cleaning up after they do occur.

Wiile we do need to continue to do sone response
preparation and training, we need to focus it a little better.
fear that in the |ast several years, as we begin to get going as
a country to inprove our response capability, many m stakes were
made. And we have learned fromthose in the last five years.
Now is the tinme to consolidate some of the |earning that has
occurred there and focus our efforts in the conmmunities where we
feel we are nost likely to be threatened.

Part of the way to do this is to address one of the
m ssing elenents in our current strategy on terrorism And that
is we don't necessarily have a strategy. A series of

presi dential decision directives, speeches by senior governnent
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officials, and an OVB report to Congress on the spendi ng on
terrorism are all useful, but it does not nake a strategy. And
in order to develop a strategy, one of the bases that we need to
have that we do not have in this country at this nonent is a
conprehensive threat assessnent that |ooks at both the foreign
threat as well as the donestic threat, and stitches them together
into one conprehensive view. This would create a benchmark in
whi ch spendi ng and prograns coul d be gauged agai nst each fisca
year.

This does not nean that we should not revisit this
conprehensi ve threat assessnment on an annual or periodic basis,
or that we shouldn't be doing rolling threat assessnents given
the fluidity of this problem But it does nean that w thout sone
sort of benchmark we are nerely buil ding policy on anecdot al
concerns and we are not devel opi ng a conprehensi ve strategy.
Frankly, we don't know whether we are spending too nmuch or too
little, because we don't have a good sense of the threat.

Finally, I want to just try and put this problemin
perspective. Subnational strikes by terrorists are a problem
There is tragic loss of |life. But it is nowhere near the problem
that al cohol -related traffic accidents are on Anerican hi ghways
every year. So, in ternms of casualty counts, this problemis
chal | engi ng but mnimal in conparison to other problens we face

as a society. That doesn't nean we should dismss it, because

ARTI Transcripts
(202) 347-0030 and wwwe.artitranscripts.com



sone of the attacks are attacks on the state, are attacks on the
institution that create a trenendous anount of fear. But we
shoul d put that fear in perspective. And a lot of that has to do
with how we tal k about this problem

Havi ng said that about subnational groups, | think we
need to always be aware of the possible connection between
nation-states that seek to attack us and use a covert approach as
opposed to an overt approach. And I commend Tony Cordesman for
raising this problem | think a national discussion needs to be
had on how serious we think this threat is, and what are the
measures we are willing to take against nation-states that either
are sponsors of terrorist groups, or, nore |likely, because we
have seen a fall-off in state sponsorship of terrorism is state
use of covert actions against the United States.

Putting this in perspective will hopefully deval ue the
i nportance of a strike against the United States in the mnd of a
terrorists, begin to shift the value of such strikes in the m nds
of state sponsors, to the degree that there are, and will allow
us to continue to be vigilant on the threats that are real and
present.

Thank you.

(Appl ause.)

MR. NI SKANEN: Thank you John. A good introduction.
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Qur second speaker is Tony Cordesman, who is a Senior
Fellow at the Center for Strategic and International Studies here
i n Washi ngton. He had previously been the Assistant for National
Security to Senator John McCain. He is also an Adjunct Professor
for National Security Studies at Georgetown University, and a
mlitary analyst for ABC TV.

Tony.

ANTHONY CORDESMAN,

CENTER FOR STRATEG C AND | NTERNATI ONAL STUDI ES

MR. CORDESMAN: | guess it is good afternoon, | adies
and gentl enen.

| think you will find that there is a certain consensus
anong those of us on the panel today, so | would |ike to begin by
goi ng back to the two original experts on terrorismand cite
their work. And those would be Chicken Little and the Boy Wo
Cried WOIf. And | think it is inmportant to renmenber these as
noral s when we address this subject, because both of these
experts cane to a very bad end by exaggerating and
m scharacterizing the threat.

Real threats did energe, but not the one that these two
| eadi ng anal ysts predicted. Society did fail to prepare properly

for the threats that energed. And the noral of this story is
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that it is extrenely hard to say anything about terrorismthat is
both noderate and correct.

And | raise that because | think that very often what
we |l ook at is the patterns we have seen to date. And then we
try, in Washington, to create the usual artificial crisis that
will notivate the governnent to change its response. In doing
so, we pick out the part of the problemthat we are famliar with
and understand. And there are real dangers, | believe at |east,
in that particular approach to what is called terrorismtoday.

The first, | think, is that we may not really be nore
t hreatened by terrorismthan we are by the sl ow energing
character of asymmetric warfare. Qur very strength in terns of
conventional forces, the kind of warfighting we denonstrated in
the Gul f War, our nuclear strength and our power projection
capabilities, neans that intelligent opponents that are willing
to take risks will, over time, probably evolve nethods of attack
which are asymmetric in character. And the nost attractive of
t hose neans are to use what we call terrorism whether it is
state-sponsored or indirect use of proxies, either against our
allies or against the United States.

Now, we have not seen that pattern clearly enmerge in
the United States. W have not seen it clearly energe in Asia.
We have seen it enmerge within the Gulf. W have seen that, for

opposition novenents, it is nmuch nore attractive to attack U S
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concerns or U S.-related advisory facilities or U S. ships than
it istotry to attack their own regines, although regines are
often targets, as well.

It is interesting to note that this pattern does not
sinply include the United States. W focus on the threat to the
U S. and the USS Col e, but there have been seven simlar attacks
on British businessnen and on British facilities, as well. And
the pattern of this kind of attack, when it spread out of Algeria
and North Africa into France, was a simlar pattern of asymetric
war f are al t hough not necessarily by state-sponsored groups.

Now, can we predict that this will be the kind of
pattern of warfare or attack that energes in the future? No,
don't think so. But it is a logical extension of both our
strengths and our vulnerabilities. Can we say on the basis of
past patterns that these patterns prepare us for analyzing the
kind of attacks that nay energe in the United States? The answer
there | think is very clearly no.

| think it was well pointed out, and nay be by ot hers,
that we aren't particularly good at pattern anal ysis of
terrorism The State Departnent report is a highly political
docunent, focusing nostly on terrorismby countries we don't
i ke, and which focuses al nost exclusively on international
terrorismand provides no basis for |ooking at the donmestic

patterns of terrorismin other countries that may energe and
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create threats to the United States or its allies. W have only
begun to | ook, frankly, at the risks involved, when they involve
energing shifts in technol ogy.

These, too, are easy to exaggerate, but | think the
ri sk of biotechnol ogy and biol ogi cal warfare creates new net hods,
new options for asymretric attack which are not going to be
responded to because of what we say in novels or articles or
anal yses. They don't need Anericans to | ook at biotechnol ogy and
the options for terrorists. The sane is probably true to a
| esser degree of chem cal neans of attack sinply because of the
grow ng sophi stication in devel opi ng nations.

The | evel of biotechnology even in a country like Iraq,
under sanctions, to create sonething |like anthrax today is not
terribly dissimlar to the | evel of technology we had in the
United States in the early 1950's. And at that point in tine we
were very confident that we were capable of creating agents with
near nuclear lethalities. |If you add to that the trends in the
future and genetic engineering, the world i s changing.

The sane, in a | esser degree, is probably true of what
i's happening with conputers and the whol e probl em of attacks on
information systens. Now, | think nmuch of this particular aspect
of vulnerability has been grossly exaggerated. There have been
estimates, for exanple, of attacks, which you could call nodels

of terrorism |ike the Love Bug attack. And peopl e have gquoted
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econom c costs of billions of dollars. There is, of course,
absol utely no sustaining basis for such estimtes; no economnic
analysis to justify it. But the fact is that the vulnerability
i S increasing.

| would al so say that the problemis not what w |
happen or what we can predict in the next one or two years, but
how do we respond to these broader trends over a period of 10 to
25. If that is true, again, |ooking at the past does not
necessarily tell you what you need to do in the future.

| also think it is clear that there will be no end to
history. |If you |look at the world and you were to take a red
crayon and an outline map and col or the countries in regions
where there is sufficient instability to create sone kind of
cumul ative risk to the United States or its allies, a lot of that
map woul d be quickly filled in. But we would never be able to
predi ct when, who, where, and with what.

It is interesting to ne, however, that people |like
Tomry Franks, the Commander of USCENTCOM sees asymmetric warfare
as ongoing. He does not see the Cole as an incident. He sees
our commtnent in the GQulf as inevitably |linked to an ongoi ng
process of asymmetric warfare. People who have | ooked at the
cl ash between Israeli and Pal estinians do not see an outcone,
even if we can sonehow bring this to a peace, where we w || not

be tied, as we have been in past years, to the need to find
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counterterrorist solutions that will help both Israeli and
Pal esti nian over a period of years and perhaps a decade.

I f we | ook at peacekeepi ng and peacenaki ng, we | earned
the hard way in Lebanon that if you nmake peace in the wong area
you thrust forces into a terrorist environnment. W are beginning
to see this in Kosovo, where there is a real question of what
happens between Al bani an Kosovar and Serbian. These are
realities that I do not believe will go away, but they are not
realities for which we have a pattern.

And | et me conclude then by a few brief statenments
about capabilities. Sonme years ago, | was the Director of
Intelligence Assessnment for the Secretary of Defense. And during
that period, every time we ran into a problem sonebody call ed
for nore intelligence and better prediction and strategic
warning. | have to tell you, as sonebody who was supposed to be
provi di ng noney and resources to do this, it is far easier to
call for than it is to inplement. The fact is that it takes
years to devel op focused intelligence capabilities when you know
the threat.

Yes, | would |like to predict. But, to be perfectly

honest, | don't think that is going to prove technically
possibly. W can do better, but there will always be | eaks and
gaps.
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Qur response efforts are extrenely conpl ex, extrenely
debatabl e, and they require you to read about 400 pages of U. S.
Gover nnment budget docunents, which are extraordinarily dull, to
fully understand them But, by and | arge, when you do read those
docunents, you realize we are only at the crude begi nning, that
we are spending far | ess noney than people publicize, and that
virtually all of the noney today goes to the physical protection
of U S. Governnent facilities here and abroad. The actua
down-fl ow or pass-through of money to counterterrorismis
extrenely limted, very selective, and it needs restructuring.

As you pointed out, we need a strategy. W also need a
program budget, and far nore sophisticated managenent tools than
we have today. | believe we need partnerships, but | would be
very careful about the phrase "l aw enforcenent” in partnerships.
The fact is that | aw enforcenent partnerships are extrenely
political, extremely limted, often inherently corrupt, because
countries can only have | aw enforcenent capabilities shared where
t hey want to.

In nmost countries where terrorismtakes place, they are
not willing to have cl ose cooperation between | aw enfor cenent
agencies. And in nost cases, virtually all of the
counterterrorismactivity that is serious is done by repressive
intelligence services or by the mlitary and it is not a matter

of | aw enforcenent cooperation. How we work this out | sinply do
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not at this point know But | can tell you it will not be

t hrough | aw enforcenent cooperation, and it will be with groups
and intelligence organizations which this country often does not
i ke, for human rights and many ot her reasons.

Counter-strike capabilities, again, | have to say |
agree with John: missiles are not the answer. But | have been
invol ved in a nunber of special forces operations over the years,
and let ne say that it is far easier to nmake the novie than it is
to carry out the operation. This is basically a nethod of attack
in which you have to assune a 50 to 70 percent failure rate.

Unl ess you are willing to accept the costs, which are often very
high politically, you will find out two things: it very
enbarrassing to try and, in nmany cases, you can't try at all.
You can't get to the target. That is not a criticismof trying;
it just says it is going to be nuch harder than you think.

So, to conclude, | think we are at a point in tine
where we need prudent preparation for new kinds of risks, which
link counterterrorismto dealing with asynmetric warfare. |
think it would be an illusion, a hopel ess cause, to say that by
weakeni ng our international commtnents we can sonehow renove the
threat. First, we can't back away fromour role as a gl oba
power. Second, if we tried, we would sinply nmake Ameri can
i ndustry, Anmerican comerce, American interests overseas nore

vul nerable. W are not the primary source of attack, in any
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case; our allies are. And if we |eave them defensel ess, we
invite eventually attack upon oursel ves.

Finally, ultimately, this wll not be a matter of
strategies. It will be a matter of budgets and prograns. It
wll not be who is in charge, whether it be the NSC or new
offices. It will be whether we can create a coherent Federal
effort to deal with this broad spectrum of attack. And that
means program budgets, and it nmeans coherent budget docunents.

And that is sonething which | think it is fair to say
that at this point in tinme we absolutely and totally lack. The
Departnment of Defense cannot nmeasure its own activities nmuch | ess
t hose of other governnent activities. The OVB docunents invol ved
are a travesty of effective managenent, | ooking at one-year
budgets, where there is no net technical assessnment, no risk
anal ysi s, no outyear budgeting, and no cost estimtes of what it
will ever take to deploy any of the nmeasures that are being
funded at the start. And that is a conplex task that does not
lend itself to short editorials, but it is what really neasures
success and response.

Thank you.

(Appl ause.)

MR. NI SKANEN: Thank you, Tony.

Qur third speaker is Doctor Bruce Hof fman, who is the

Director of the RAND Corporation's Washington O fice, and he
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heads RAND s terrorismresearch. He is the Editor-in-Chief of
"Studies in Conflict and Terrorism" the |eading scholarly
journal in the field, a nenber of the Advisory Board of Terrorism
and Political Violence, and he has a new book called "Inside
Terrorism" recently published by the Col unbia University Press.

Thank you.

BRUCE HOFFMAN, RAND CORPORATI ON

DR. HOFFMAN:.  Thank you, Bill

| am doubly di sadvant aged as a speaker in the sense
that 1'mthe penultimte speaker keeping you fromyour |unch. At
| east you know when Ivan stands up that you only have one nore
person to endure.

But | think nore problematically is that |
fundanentally don't disagree with anything | have heard from
ei ther John Parachini or Tony Cordesman. So at |east | have been
scribbling, trying to avoid repeating nyself and repeating what
they have said in ny own presentation.

| think it is clear, though, that when President
Clinton | eaves office two nonths fromnow that he can rightly
claimcredit for having done nore than any other President to
ensure that the United States is prepared to counter the threat

of terrorism Certainly during his two adm ni strations and ei ght
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years in office, funding has increased exponentially, terrorism
has certainly been elevated to alnost the top, in an al nost
unprecedent ed way, of the nost inportant national security
threats facing the United States.

But here we encounter, | think, a fundanentally
di squi eting paradox. There has been nore attention, certainly,
focused on terrorism |arger budgets, nore personnel. Yet
America today, | would argue, feels far nore insecure than we
did, for exanple, eight years ago, when President Cinton was
first elected to office.

I f you think back to the early 1990's and to the period
of 1992, the year before we had defeated Iraq in the Gulf War,
sonme nont hs before our archeneny, the Soviet Union, had
col | apsed, the threat of really the ultinate terror, strategic
nucl ear anni hilation, had been |ifted and this new world order
beckons, and then you fast forward to today, when | think it is
undeni abl e that Anerica feels far nore insecure than it has at
any time, perhaps, even in the darkest days of the Cold War.
Wrds like "bioterrorism™ "cyberterrorism™ concepts |ike
honmel and defense have entered into our |exicon on the present
concer ns.

Even as the | one superpower remaining in the world, it
i s astoni shing, again, contrasting our victories both mlitary

and noral or political eight years ago, sone of the fallout from
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the recent attack on the USS Col e i nvol ve whet her a | one

super power's navy warshi ps were safe, steaming into ports. This
goes, | think, very nmuch to the heart of Tony Cordesnan's points
about the threats of asymetric warfare.

Also, | think that despite all of this progress, the
attack on the Cole shows that nuch of our efforts in countering
terrorismstill remain inchoate and unfocused. And | think that
t he devel opnents of the building of an effective counterterrorism
policy isn't just a matter of nore attention, bigger budgets,
| ar ger nunbers of personnel, but rather sonething nore subtle,
and | think it's sonething even nore disciplined.

It is rather, | think, a process of greater focus, a
better appreciation of the problem and understanding of the
threat and, | think as both John and Tony have very el oquently
argued, the fornulation of a clear, cohesive strategy agai nst
terrorism sonething that knits together the full range of our
form dabl e capability. | think that despite all the noney,
despite the staff increases, despite the interests, our approach
to countering terrorismis still fragmented and uncoordi nated and
very much is typified by a range or host of bureaucracies, wth
of ten overl appi ng and perhaps even duplicative responsibilities
and efforts.

Now, certainly, in the counterterrorism cal cul us,

mlitary options, mlitary operations, have a clear place.
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woul dn't disagree with that at all, but as John pointed out, |
think they have to be in the service of defined and |ong-term
obj ectives, not just be oriented toward satisfying i nmedi ate
needs or i medi ate demands, the catharsis, let's say, of

sel f-satisfaction of striking a bl ow agai nst our enem es. That
is part of a broader strategy, a |ong-range strategy.

Again, as both John and Bill pointed out, | think an
absolutely critical, fundanmental first step in the building of
that strategy is a clear understanding of the threat. And that
can only be achi eved through sober reassessnment, and constant
reassessnents, of the foreign terrorists threats. To ny
knowl edge, there hasn't been a net assessnent of the foreign
terrorist threat in sonme five years now, since the Okl ahoma
attack and the Aum Shinrikyo attacks that first put terrorismso
profoundly, or so promnently, on the policy screen, and there
has never been a domestic net assessnment of the terrorist threat.

The NPDO, the National Preparedness Defense
Organi zation, was supposed to have undertaken it. W know the
probl ens that the NPDO has faced. So these seemto be two
essential prerequisites if we are going to nove forward,
under standi ng the threat based on ongoi ng anal ysis.

| think we also need to be confident that we can
respond to terrorismacross the entire technol ogi cal spectrum

Certainly threats frombiol ogical terrorism chemcal terrorism
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ot her exotic weaponry, is sonmething we have to prepare for and
pay attention to. But, at the sane tinme, we shouldn't |eave
sight of the fact that the nbst salient threats to Anericans
still conme from conventional weapons: the attack on the USS
Col e, the bonbings of our two enbassies in 1998 in East Africa,
the Atlanta O ynpic bonbi ngs, bonbings in Clahoma Cty and at
the Wrld Trade Center denonstrate that conventional weapons
still are just as effective as they have al ways been in killing
peopl e and serving the terrorist needs and goal s.

Al so, too, in many of these instances, the
sophi stication of these attacks and these weapons is very nuch in
their sinplicity. Terrorists increasingly rely on a range of
readily avail able, commercially attainable, ordinary materials to
fabricate | ethal bonbs. The urea nitrate bonb used at the Wrld
Trade Center, for exanple, according to one account, cost
approxi mately $400 to construct, and yet caused, | think probably
a conservative estimate is $550 nillion in damages and | ost
revenue.

Al so, too, the concentration on these nore exotic
threats, again, not inappropriate, but it does beg the question
of whether the United States is better prepared today to respond
to an incident such as the 1995 bonbing of the Alfred P. Mirrah
Building in Cklahoma City than it was five years ago. And |

think thisis alive issue, at |least in conversations | had | ast
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spring and |l ast sumrer with first responders across the United
States, in places as diverse as Gkl ahoma, |daho, and Fl ori da.

A common thene that they raise is that although there
has been funding, although there has been attention,
opportunities to purchase bio-kits, chemcal suits, those types
of tools needed to respond to terrorist attacks, what they say
has gone wanting are rather nore sinple things: thermal inmaging
devices to |locate bodies in the rubble of a destroyed buil ding,
concrete cutters to rescue people not just in terrorist attacks
but in all sorts of disasters, glass cutters and di anond cutters,
as well. They said that these are things that they need, and
| ess attention has been focused on that. There has been |ess
opportunities, according to them to purchase these types of
materials and tools, as well.

At the sanme tinme, | think we have to be careful not to
fix wheels that aren't necessarily broken. For exanple, in the
wake of the Cole attack, one observer described it as -- in the
pages of the WAshington Post -- is an obscene failure of
intelligence. And | amnot sure that that is either accurate or
entirely fair. In fact, fromny point of view, | think the U S
intelligence community has a very credible record, certainly over
the past two years, in forwarding, preenpting and preventing

terrorist attacks against the United States.
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W know literally, since the tine of the two enbassy
bombi ngs that Osama Bin Laden and his confederates have been
plotting attacks agai nst Anerican interests not only worl dw de
but in this country, as well. Qur enbassies overseas have been
closed nore than 80 tines. A plot last year by an Al gerian man
to sneak into the United States was broken up in Port Angel es,
Washington. A plot to attack Anerican and Israeli tourists in
Jordan | ast Decenber was al so frustrated.

This isn't sonething that there can be a perfect record
of success; countering terrorismis a highly inperfect science.
But, nonetheless, | think the intelligence conmmunity has done a
very good job in protecting the United States. And, indeed,
think the track record of institutions such as the
Counterterrorism Center at Langley, which, innovatively, brings
t oget her both the operational and anal ytical sides of the house,
has proven its effectiveness. | think this is one wheel that
doesn't necessarily have to be fixed.

But, at the sane tinme, though, we can't rest on past
laurels. W can't assune that past intelligence successes wl|
necessarily safeguard us in the future. And I think here a
fundanental question we have to ask is: |Is the intelligence
architecture in the United States suited to the type of threats

we are going to face in the 21st Century?
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| think nmany peopl e have nmade the argunent that the
intelligence architecture in this country is essentially a Cold
War artifice, constructed 50 years ago agai nst a definabl e eneny,
a clearly identifiable eneny, and one that possibly has outlived
its relevance to a certain extent, or at least its function.

For exanple, very helpfully this norning, the
Washi ngt on Post published the structure of the intelligence
community, which you may have seen on one of its back pages. It
is enornously revealing. Ei ght of the 13 conponents of our
intelligence community are |ocated within the Departnent of
Def ense.

Now, if we are talking about a new era of conflict, an
era of conflict of asymretric warfare as Tony descri bed, an era
of conflict where we are confronted by statel ess, transnati onal
threats precisely such as those epitom zed by Gsana Bin Laden and
t he al-Qaida organi zati on, one has to ask whether our overal
intelligence architecture, where, according to one anal ysis,
about 60 percent of effort is devoted on mlitary intelligence,
whi ch soneone el se has described as the | owhanging fruit of
intelligence, is really applicable to the threats we face today
and in the future.

Certainly, |I think this also goes to ny point that this
isn't the kind of issue that necessarily needs nore noney -- the

typi cal Anerican response to throw noney at a problem \Wen one
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t hi nks about it, at least in the public figures of the $30
billion budget for intelligence, it is larger than the defense
budgets of all but six countries throughout the world. So I
think it is not necessarily nore noney but perhaps a refocusing,
and perhaps |l ess of an enphasis of intelligence assets under the
Departnment of Defense and nore under direct civilian control.

| think that the advent of stateless transnational
threats al so rai ses the question of whether the standard tool box
or tool kit that we have used to respond to terrorismis stil
appropriate in the future. This has been mlitary responses and
econom ¢ sanctions, which may have been fine to apply agai nst
state sponsors of terrorism but are far nore difficult to use
agai nst these stateless transnational threats. And in that
respect | would say that what we need to do nore often than we
have done in the past is to nore actively incorporate
psychol ogi cal operations and define conmunications strategies in
countering terrorism

Now, this in itself is difficult. This isn't the kind
of thing that policymakers can wave in front of you and
denonstrate concretely that progress is being made in the sane
way that many of our other responses to terrorism have been done.
But, nonetheless, | think that these | ess visible advances w |
pay vast dividends and is also a critical conponent. At the very

least | think they will avoid what | think has been an
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i nadvertent outcome of the 1998 cruise missile attacks agai nst
targets in Afghanistan and Sudan. And that has been al nost the
lionization or the inflation of Bin Laden's power and stature

t hroughout the world. | think if we had, again, a long-term
strategy in general but with very clearly defined psychol ogi cal
and comruni cations strategy built into that, we could avoid sone
of those m st akes.

Finally, I think we have to ensure that key existing
count ermeasures are both working and being enforced. And | think
a very inportant step forward that was achieved during the
Clinton admnistration in responding to the threat of terrorism
was the pronul gation of the Foreign Terrorist Organizations Lists
that originally outlawed 30 foreign terrorist organizations that
wer e prohibited fromengaging in fundraising and political
activities in this country. Last year, that nunber was revised
to 27.

| think that it is an absolutely essential tool in the
struggl e against terrorism The problem as even governnent
officials thenselves will concede, is that this Act is unevenly
enforced and selectively enforced. It has to be enforced across
the board against all terrorist groups active in this country.

In conclusion, | would caution that terrorismis not a
problemto be solved nuch | ess conpletely eradicated. Nor do |

t hi nk can an open and denocratic society |like the United States
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ever hope to insulate itself or somehow conpletely hernetically
seal itself off fromthe threat of terrorismeither in this
country or against its citizens, interests and assets abroad.

By the sane token, we have to keep the threat of
terrorismin perspective. This is sonething that John previously
argued. | would say that there is a thin Iine between prude and
panic. And a prerequisite that we stay on the right side of that
line, on the line of prudence, is that we ensure that U S.
resources are focused where and when they can have the nost
effect. And that begins with a sober and enpirical understanding
of the terrorist threat coupled with a conprehensive and coherent
strat egy.

Thank you.

(Appl ause.)

MR. NI SKANEN: Thank you Bruce.

Qur fourth speaker is ny colleague Ivan Eland. lvan is
the Director of Defense Policy Studies here at the Cato
Institute. And specific to this topic his nobst inportant
publications are two analyses in 1998, "Does U.S. Intervention
Breed Terrorisn? The Historical Record,” and "Protecting the
Honel and: The Best Defense Is to Gve No Ofense.”

| van.
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MR. ELAND: Thanks Bill.

Today, it may seemlike | am heaping too nmuch criticism
on the United States during ny presentation, but I would like to
take a little bit different view fromthe other speakers. And
that is to say they have all started with the prem se that

terrorismis against an eneny; we need to do this, this and this

to conbat it. And I'll discuss some of those because |']I
di scuss that as well, but I think we need to | ook nore broadly
t han that.

Bef ore we decide how to respond to terrorism which is
the principal topic of this forumtoday, we need to define it.
And of course, authorities even in the field don't really agree
on that definition. As Tony said, the State Departnent's
terrorismlist is highly politicized. For instance, the IRAis
not on it as a group; Pakistan is not on it as a country; and we
see North Korea and Cuba are on it, but they haven't really been
active supporters of terrorismin a long tinme, we just sinply
don't like them And the recent efforts to get North Korea off
the terrorismlist because relations are thawing is anple
evidence that the list is highly politicized.

So if we try to get a nore objective view of terrorism

a non-politicized one, you have to let the chips fall where they
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may, and we have to ask ourselves if the U S. ever comits any
acts of terrorismor if the U S ever notivates groups to conduct
attacks on the U S., or notivates states to sponsor attacks on
the US. O course, these questions are so tough that they never
get asked, and the U. S. is always portrayed as wearing the white
hat and the terrorists are always the villains.

Now ny crude working definition of terrorismis, and
maybe the ot her experts here who have nore expertise than | in
this m ght qui bble over this, but | would say that a terrori st
act is intentionally targeting innocent civilians to reap
political, mlitary or propaganda gains. Now, excluded would be
violent acts ainmed at governmental and mlitary targets that
collaterally and inadvertently kill civilians.

O course, the recent attack on the USS Col e, which may
have drawn you to this forum would not fall into that category.
The ship was a mlitary vessel whose mission was to enforce the
econonm ¢ bl ockade of Iraq. Econom c bl ockades are often regarded
as acts of war. So the attack on the Col e may have been a
dastardly act, or an act of war, but it mght not be a terrorist
att ack.

Paral l eling ny working definition is Article 22 of the
Hague Aerial Bonmbing Rules, drafted in 1922, which state: Aerial

bonmbar dnent for the purposes of terrorizing a civilian
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popul ation, of destroying or damagi ng private property not of a
mlitary character, of injuring non-conbatants, is prohibited.

Soif we let the chips fall where they nmay, sone m ght
ask whether the fire bonbi ng of Hanmburg and Dresden, and the
droppi ng of the atom c bonb on Japanese cities during Wrld War
Il were terrorist acts. Now, of course, other people would say,
wel |, the chips were down; we had an all-out eneny here, an evil
eneny, we had to do these things. But at |east think we ought to
consi der these aspects of the problem

In addition, taking the Hague rules into account,
President Cinton's cruise mssile attack against the private
factory in Sudan m ght be characterized by sone as a terrori st
act in response to non-terrorist acts -- the bonbing of two
governnent enbassi es in Kenya and Tanzania -- because this
factory was a private factory and there wasn't very good
intelligence on this at all. And what about the deliberate
targeting of civilian infrastructure in Serbia during the Kosovo
war to nake the Serbs capitul ate?

Now, are these terrorist acts? Wl | one further
conplication that we have here is term nol ogy. Wen governnents
do bad things, we usually call themwar crines, but when
gover nnents sponsor bad things done by arnmed groups we call it
state-sponsored terrorism So we see that the popular conception

of terrorismis rather nuddl ed, but that a nore objective

ARTI Transcripts
(202) 347-0030 and wwwe.artitranscripts.com



definition of terrorismm ght suggest the unthinkable. And in
certain instances, the United States m ght think about putting
itself onits own list of terrorist nations.

"Terrorism is such a | oaded word that we shoul d
probably stop using it. But, of course, with our sensati onal
medi a, that's probably unlikely. So it is probably too nuch to
hope for. But how big of a problemto the U S. Governnment are
such terrorist attacks? WelIl, in the past, not a very big
problem In the future, they could be cataclysmc. An analysis
based on State Departnment's statistics indicates that since 1994
an average of 11 Anmericans per year died fromsuch attacks.
That's not very nany.

By conmparison, in the United States, about 90 people
are killed in their bathtubs and swi mm ng pools each year. And
that 90 i s about how many Anericans were killed by terrorists
during the entire decade of the nineties. The nunber of
wor |l dwi de terrorist incidents have declined 30 percent fromthe
eighties to the nineties. And Anerican deaths have declined
al nost 85 percent during the sanme period. And part of this is
due to the fact that the Cold War is over and the Soviet Union,
whi ch was a maj or sponsor of state-sponsored terrorism is
def unct now.

Now, one woul d never know that terrorismis a mnor

probl em because we spend $11 billion to $13 billion per year on
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counterterrorism yet we don't have a Federal bathtub and
sSwW nm ng pool SWAT force or --

[End Side A. Begin Side B.]

MR. ELAND: -- agencies conbating that problem

So, in short, in the past it has been a m nor problem!]
think to which the Federal CGovernnent has overreacted. It's a
sensational problem but neverthel ess, frankly, a m nor problem
| agree that terrorists will probably continue to use
conventional bonbs and the deaths fromthose will probably remain
fairly low But now, with the possibility that terrorists could
get their hands on nucl ear, biological and chem cal weapons, the
probl em of terrorism-- | guess we should say super-terrorism --
may now becone a critical national security problem That threat
woul d be a quantum | eap, because just one rare act could cause
mass casual ti es.

Today, we hear varying opinions on how |likely one of
t hese super-terrorists attacks really is. Secretary of Defense
Cohen said that the likelihood is quite real that in the next 10
years a terrorist attack using NBC agents is fairly likely.
Certainly there has been hype on this issue, sone of which has
been designed to justify bureaucratic dash for cash by a plethora
of governnent entities and agenci es.

There are obstacles for terrorists agai nst such

weapons: Fissile materials, or nuclear warheads are under
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controls. Biological weapons are easy to nake but dissem nating
them requires sonme technique. Chenm cal weapons are easy to neke
and di ssem nate, but they don't have the lethality that

bi oweapons and nucl ear weapons have. But if the terrorists are
willing and able to carry out these attacks, preventing,
deterring it, interdicting it, and responding to it would be
difficult.

We are very vulnerable to this because we are an open
society with relatively open borders. These cargoes that would
be smuggled into the U.S. are very small. The U S. Governnent
only gets about 5 to 15 percent of larger illegal drug
settlenments com ng over thousands of mles of borders, so it is
probably not going to have nuch nore luck in this case. The
terrorists al so have the advantage of being on the offense. They
know where and when they will strike.

As the IRA said to the British Government: You have to
be lucky all of the tinme; we have to be lucky only once. And
with these super weapons, if they do get those, it only takes one
to have a catastrophic effect. So we can argue about the
i mredi acy of the effect, but | think in the long termit is going
to get worse. The technology is getting older, as was al ready
menti oned, and scientists and materials are flow ng out of the
Soviet Union to rogue states and terrorist groups. Trying to

conpletely control these would probably be difficult.
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The conplexity and sophistication of terrorists
organi zations is increasing according to intelligence officials.
So they may eventually get around to using these weapons if they
becone sophisticated enough in doing so, if they are not already.
M chael O Hanl an, from Brookings Institution, did a study on the
advances of various mlitary technologies. He is very skeptical
about the revolution in mlitary affairs, but he did pick out a
few sel ect technol ogi es which were achi eving what he called high
rates of progress. One of those was biol ogi cal weapons.

So, even if the probability of these attacks is |ow,

t he expected value is high, or at |east higher, because it is
catastrophic in its consequence. It wouldn't be catastrophic
sinply because tens of thousands or hundreds of thousands of
people would be killed -- if that is not bad enough -- this could
fundamental | y underm ne our system as a whole, our civil
liberties that we cherish and what nakes Anerica a uni que pl ace
tolive. And | think that is as great a problemas all the
casual ti es, because there would be pressure to crack down.

So what should the United States do about terrorist
attacks against U S. targets? O course, we are the targets of
over 40 percent of the world's terrorism according to the State
Departnent. Alternative one is to increase resources devoted to
intelligence. | don't think we need that. Intelligence is one

of the areas, because of its secrecy, which was not downsized
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after the Cold War. | think we need a transfer of resources from
the technical nmeans of intelligence, which we used in the Cold
War, to human intelligence, which would be better in penetrating

t hese groups which are very hard to penetrate. Conpartnentalized
terrorist organi zations are extrenely difficult to penetrate.

And | don't think we should put too nuch enphasis on intelligence
as preventing all attacks.

The second would be to | oosen the | eash on donestic
spying by | aw enforcenent agencies. This is very dangerous. The
Secretary of Defense and other public officials have hinted that
giving up sone liberties in the short term m ght prevent a |arger
cl anp-down that woul d be demanded after an attack, a dangerous
super-terrorists attack.

This logic is dangerous for two reasons. It assunes
that | aw enforcenment will prevent all attacks and, nunber two,
rat her than obviating the need for greater forfeiture of
liberties, a smaller forfeiture of liberties may set a precedent
for greater restrictions in the future. The National Conm ssion
on Terrorism s recomendation to begin nonitoring foreign
students and for tighter controls on fundraising of suspected
terrorists are shocking policy prescriptions for an open society.

Nunmber three, pursue apprehensi on and prosecution of

perpetrators through the | egal system This, of course, we
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shoul d pursue. But not that many terrorists have been brought to
justice, frankly. So | think we need to put that in perspective.

Alternative four, invest nore resources in mtigating
t he consequences of an attack. Well, | think a few resources, by
cutting other defense prograns, we should put a fewinto
stockpiling vaccines and antidotes for sonme of the nore conmon
agents. Buying sone basic detection and contam nati on equi pnent
for State governnments and big cities and educati ng energency
personnel and the public about NBC attacks woul d be good. But,
once again, we are spending $12 billion on this, and there is a
pl et hora of agencies stunbling over thenselves to get the noney,
and | amnot sure that that would solve the problem

And the National Comm ssion on Terrorisms
recommendation is that the mlitary should | ead the government's
donmestic response to super-terrorisml think is unnecessary and,
frankly, scary. So | think we are going to only nake increnenta
progress toward consequence managenent, as we call it, because
t he emergency services would nost |ikely be overwhel ned after any
such attack.

The fifth alternative is to take retaliatory mlitary
strikes. | agree with John. 1 don't think we should el evate
terrorism and | think we should respond quietly. A short-term

mlitary action nmay be needed to deter other attacks; in the |ong
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term though, | think a forward-based nmlitary, |aunching
preventive attacks, is part of the problem

So | cone to ny preferred and probably one of the nost
effective, | think, and | east anal yzed solutions but it requires
a lot of introspection on our part: analyzing what notivates
people to attack us. And nost of the debate that we have today
just assunes that the terrorists are warped crazies and that the
United States is the good guy. However, Switzerland and
Australia, other rich capitalist nations that export their
culture and their products, don't seemto have the problemw th
terrorismthat we do.

So |l don't think it is who we are, as sonme people do, |
think it is what we do. And President Cinton, the Defense
Sci ence Board and the National Commi ssion on Terrorismall admt
that U S. interventions cause terrorismagainst US. targets. |
did a study here at Cato in which | listed over 63 incidents of
pl anned or actual terrorismthat was in response to U. S. foreign
policy. So, inthe long term | think to respond to terrorism
and, nore inportantly, to super-terrorism is to adopt a nore
restrained mlitary posture overseas. W are still in the
self-appointed role as global protector. W have |ost sight of
the fact that any national security policy should first protect

US. citizens in the territory of the honel and.
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After that, we should tal k about how extended our
defense perineter needs to be. But in the changed strategic
envi ronnment, where a weak terrorist group could possibly bring a
superpower to its knees with one attack, we have to question
whet her the extended defense perineter is actually increasing our
security or reducing it. The State Departnent issues worl dw de
cautions quite frequently, usually when a U S. military
intervention is underway, to tell Anericans abroad to "avoid
| arge crowds and gat herings, keep a low profile, and vary routes
and tinmes of all required travel.” Well, | have to say, isn't it
nati onal security policy's first priority to nake U. S. citizens
safe rather than putting themin danger, which | think our policy
i s doing.

The last thing is we get involved in ethic conflicts
which are the very conflicts which are not a threat to our
security but yet those threats probably, nore than any other,
spawn vi ol ent groups that would like to attack the United States.
Not only do these brushfire wars, such as the Kosovo war, cause
proliferation of weapons -- for instance, the North Koreans said,
why should we give up our nukes so that you can accuse us of
human rights violations and bonb us |ike you did Serbia? | nean
countries get biological, chem cal and nucl ear weapons to keep

the U S. out.
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So, if we want to tal k about nonproliferation policy,
per haps we should | essen our mlitary strength. Also, they are
nmore likely to use those weapons through terrorists or through a
direct attack. And you nay say, well, isn't a direct attack on
the U S fairly unlikely? | would say, however, nost of the
rogue states realize that they cannot beat the U S. once we are
in the theater with our superior forces, so they nust use an
entry deni al strategy.

Vll, the ultimate way of doing this mght be to
sponsor a terrorist attack on a U S. port, or ports, to stop the
depl oynent of forces to the theater. They could hide their
i nvolvenent in this, but it would prevent the U S. from depl oyi ng
to the theater. And so | think if they saw an invasion was
pl anned -- for instance, Saddam Hussein -- he has nothing to
lose, if his regine is going down, by doing sone of this. So |
think, tactically, it mght be nore feasible for countries to do
this than we think.

So | would just say that | think we need to restrain
our mlitary policy overseas and intervene only when our vital
interests are at stake. And | would consider that to be when a
hegenoni ¢ power, such as the USSR, arises again and chal |l enges or
tries to take over an area of |arge econony or technol ogy, for
i nstance, Europe or the Far East. | think we have to concentrate

on what really matters for our security.
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Ri chard Betts, from Col unbia University, has advocated
restraining ourselves mlitarily in the Mddle East to | essen the
chances of a super-terrorists attack on U.S. soil. | suggest
that the U S. policy should be restrained everywhere else in the
world as well, because | think a terrorist could arise from
anywhere. The Philippi ne Governnment uncovered a plot to down 11
US airliners, so it is not just in the Mddle East where I
think we need to | essen our intrusive interventionism

Unfortunately, the foreign policy establishnment in the
United States -- for exanple, Secretary of Defense Cohen -- talk
casual ly of tens of thousands of casualties froman NBC attack on
U.S. soil, but that same establishnent asserts that the potential
threat fromterrorismor super-terrorismshould not keep the
United States fromplaying its indispensable role as an
i nterventioni st superpower with interests all over the world.
They seemto see the world as a chessboard in which their
citizens on only pawns -- in this case, perhaps captured or dead

pawns. So | plea for restraint.

Thank you.

(Appl ause.)

MR. NI SKANEN: | suspect there may be sone basis for
di scussion anong the panel. Let's give themthe first shot at

this.
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MALE VO CE: | just want to underscore the inportance
of sort of gauging the magnitude of the threat, that that is
where we do need to start. And | think several of the panelists
have suggested the nost likely threat -- indeed, the Federa
Bureau of Investigation articulates this point -- that the nost
likely threat to the United States is to face in the com ng years
will be fromterrorists with conventional explosives. That does
not mean to say that the threat of terrorist using unconventional
weapons -- chem cal, biological, radiological or nuclear
weapons -- that the threat is zero, but it does nean that the
much nore likely threat is fromconventional explosives and not
fromthese unconventi onal weapons and material s.

So, as we nove forward, we shoul d gauge appropriately
what is the greatest risk. And part of the way we figure out
risk is not just by assessing our vulnerabilities -- because as
an open society we are potentially infinitely vulnerable; it is
one of the great beauties of our society that we are open -- but
if we were vulnerable and the threat was so great, we would be
being hit all the tinme, and we are not. So there is nmuch nore to
the risk than nere vulnerabilities. | would suggest that there
are two other conmponents that we need to take into nuch greater
account .

One is capabilities of groups -- and it turns out that

in order to get unconventional weapons, it is nmuch nore difficult
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than is popularly suggested -- and notivations. And that is the
area that has received the | east anpbunt of attention in our
nati onal research and di scourse, is |ooking at the notivations of
terrorists. So, in order to get a risk profile, we need not only
to look at our vulnerabilities, but also |ook at the capabilities
of groups and the notivations.

MR NI SKANEN:  Tony?

MR. CORDESMAN: | suspect that it will conme as no shock

to lvan that | flatly disagree wwth the Cato's philosophy that we

can solve our problens by withdrawing fromthe world. | don't
believe that is possible. | don't believe it is possible to do
it economcally. | think that we are caught up in alliances

because we need to be caught up in alliances, and | think they
have a price tag.

We are probably, regardless of our political structure,
goi ng to beconme nore and nore econonically interdependent with
ot her countries, and we will be tied economcally nore and nore
to their fate and destiny and internal security. W can either
try to create partnershi ps which block and reduce the threat of
terrorism or we can sinply accept the consequences, which | do
not believe wll defend us or reduce the threats.

But | would stress again the problemthat nobody Iikes
i n Washi ngton, particularly because to discuss strategy you never

really have to know what you are saying you just have to use al
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the proper words, and that is, where is the noney goi ng and how
effective is the progran?

Now, |van quoted the figure $12 billion, which is a
figure which enmerges out of quite a nunber of studies. The
problemis, when you start tearing that noney down, virtually al
of it goes to creating sort of inproved Federal facilities, nore
guards, better fences, bulletproof enbassies, and al nost none of
it is really going to conprehensive response efforts. There have
been i nprovenents in sone areas, but |let ne note that,
particularly in areas like intelligence, this | think is a good
argunent for the kind of net assessnent and broad revi ew t hat
both John and Bruce called for.

The problemin intelligence is that we began with
extremely limted capabilities to deal with the devel opi ng worl d,
the world outside Russia. W have cut capabilities. When we
went into Kosovo, we had to pull experts out of the coverage of
Irag, which is sort of an analytical absurdity, but it shows the
size of resources.

When we tal k about donestic efforts, let nme note that
technol ogy here has had a potentially devastati ng aspect on NSA
We spent about a year and a half trying to solve that problem
t hrough reorgani zation. It is not clear to ne that even with the

efforts going on NSA can performfromanything like its past
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| evel of capability with its current resources. And the question
i's, how nmuch do you give up, not, can you neke tradeoffs?

And | raise these issues because, neasure after neasure
and program after program we really need to | ook at where the
nmoney is going and what the programis. And you get a strategy
by doing two things: net assessnent of the threat, which has
been pointed out earlier, and honest assessnent of Federal
progranms and Federal options. The issue of vaccines was
menti oned. We may well be stockpiling vaccines which virtually
any country that will use weapons can defeat.

It is far fromclear that our current anthrax vaccine
is capable of dealing with any of the agents that Russia, for
exanple, mlitarized over 14 years ago. W are injecting people
with that vaccine with no know edge what soever. Stockpiling
vaccines in a highly public formsinply invites people to nake
intelligent changes in the threat. But there is no analysis of
t hese kinds of tradeoffs.

The other point | will make here is no matter how we do
anal yze the threat we will face massive uncertainties. | tried
to outline this earlier, but we can't have a valid threat
assessnent today because we don't have patterns that tell us what
may happen in the future. The probability of an event that has
never occurred is a statistical oxynoron. Now, we don't I|ike

admtting that as strategic analysts, but it is sinply a
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mat hematical reality. So we are going to have to deal with
capabilities as well as threat anal ysis.
In brief, we can't get out of the world and we are

going to have to spend the noney. The question is whether we do

it wsely.

MR NI SKANEN: Bruce?

DR. HOFFMAN: | also would like to take exception with
sonme of lvan's argunents. | don't think that the problem of the

Unites States being a likely target for terrorists throughout the
world is as nuch because we pursue a particularly activist or

interventionist foreign policy or that we assume this role of

gl obal protector. | think it is sonething |ess pal pable but nore
profound. | think the United States, throughout the world, is
viewed -- probably not incorrectly -- as a status quo power. And

of course, this is the fundanental chall enge that any hegenon
faces, that we want to preserve our power.

But, obviously, to many peopl e throughout the world,
even, | would argue, regions of the gl obe where we have very
l[ittle interest, the United States still is intellectually
percei ved as a status quo power agai nst change. And | suppose
that if we were going to take a | ook at our foreign policy and
say, for perhaps one of the first tinmes in history, and not just
address the synptons or the superficial enmergence of terrorism

but rather its root system c causes, one would have to say that
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it would have to begin with addressing the U S. role as a status
quo power.

| think, secondly, that even if the United States
weren't a hegenon, or weren't so involved overseas, that we would
still be a magnet for terrorist attacks for the sinple reason
that the U S. nedia and neans of conmunication is the nost
advanced, sophisticated and powerful in the world. And that, by
definition, neans that any obscure terrorist group anywhere in
the world can easily thrust thenselves and their cause onto the
worl d's agenda sinply by killing a handful of Americans. So,
i rreduci ble of anything else, | think the U S. is a target.

Lastly, and | hope that this doesn't sound flippant; it
is not neant to be, but | have to say that cruise m ssiles have
gotten something of a bumrap in this discussion, and | wanted to
clarify. | amnot against the use of mlitary force or the use
of cruise mssiles. 1In sone respect, cruise nissiles are a
particularly useful tool. They are far nore accurate than
fighter bonbers in sonme instances. And if you read ny book, [|'ve
been a critic of the 1986 air strikes against Libya precisely for
the reason that the accuracy there, | suppose, wasn't very
good -- is a good, diplomatic way to put it -- whereas cruise
m ssiles do have a greater accuracy range.

| think that they are often used as these very

denonstrabl e, dramatic acts of viol ence. But, at the sane tine,
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even though we put our faith in special operations forces, on
peopl e on the ground, as being nore surgical and nore precise,
that still, though, puts nore lives at risk. And if we can
acconplish our ainms surgically and precisely with cruise

mssiles -- again, |I would enphasize, as part of a w der strategy
and not just as a feel good or a cathartic one -- then | think it
is perfectly fine to use that type of weapon.

MR. ELAND: Well | would Iike to defend ny position.

It is interesting that we always say that if we were to restrain
ourselves mlitarily that we would be pulling back fromthe
world. That is a mlitary-centric view of the world which,
unfortunately, our national security bureaucracy has al ways been
prone to. | don't think that anyone here at Cato, and ne

i ncl uded, woul d advocate pulling back fromthe world. W are as
free trade as you can get, free investnent, free flow of people
and cul ture across boundari es.

Wen we say that economically, the world is becom ng
nore interdependent, the assunption is there that therefore we
need to stanp out any little problemthat cones up, before it
bal | oons into another Hitler, that's always the hidden
assunption. W are becom ng nore econom cally interdependent in
the world, and that is great, but that doesn't necessarily nean
that we nean to be mlitarily engaged in every region of the

world. Trade and investnent, those are nmutually benefici al
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transactions. People do that because it is in their interest to
doit.

Trade goes through wars, around wars, even belligerents
have traded with each other in the past. So | think that we nust
guard our econom c interests. Qur economc interests would be
better served by staying out of some of these conflicts.

The conmment was nmade that we have alliances. Well, why
do we have alliances? W have alliances for a very usefu
purpose during the Cold War: to prevent a hegenonic power, the
USSR, from underm ning the Western world. And I think that we
let our allies let us pay for nost of the defense expenditures.
But, anyway, | think we need to question those alliances now.
They have becone ends in thensel ves.

We are supposed to have alliances to ensure our
security, and they may be doing the opposite. The other thing
is, as Bruce was saying, well, we are attacked because we're a
status quo power. Well, | think Japan and Gernmany are status quo
powers, and they don't seemto get attacked.

| did |ook at the historical record, and it's not a
conplete | ook, but there are many instances where terrorists have
targeted us specifically and have said so because of our
interventionist foreign policy. And there are other terrorists
attacks which have conme so close to our interventions that they

can be explained by nothing other than the fact that we
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intervened. So | amnot saying that you are going to conpletely
elimnate the problem but you can certainly reduce the chances
of terrorism

One last thing. W assunme that only the U S. can
police the world, that we are the indispensable nation, as
Madel eine Al bright said. | think that is just ridiculous. The
world policed itself fine before we got involved in Wrld VWar 1.
And so | think we don't need to go back to the isolationist
strategy, but | think we need to |let other countries be the first
line of defense. W can help out if things get tough.

And | think our current interventionist foreign policy
is quite strange. It doesn't seemto fit our geostrategic
reality, which is we are one of the nbst secure great powers ever
in ternms of geostrategic invulnerability. W have two great
oceans and friendly nei ghbors and the nost powerful nuclear
offense in the world. So | don't think restraining ourselves
mlitarily and not getting involving in brush-fire conflicts --
and nost of the conflicts in the world now are intrastate rather
than interstate -- and those are the precise ones that don't
i nvol ve our security and we coul d underm ne our security by
Spawni ng terrorist groups.

MR. NI SKANEN:. Let ne ask two quick questions, first,
to Tony and Bruce. Are you saying that we are not uniquely

vul nerable to terrori sm because of our hegenonic foreign policy
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or that it is just the necessary price we have to pay for that
policy?

MR, CORDESMAN: First, we are not uniquely vul nerable.
Because when you | ook at the level of terrorismthat actually
takes place in Africa, Latin Amrerica, Europe, and Asia, you see
that there is a very significant anount of terrorism Renenber,
too, that one of the problenms we have here is we count
international terrorismin a very unique way, and that is all the
State Departnent counts. |If you start |ooking at the total
nunber of incidents actually taking place in the world, then you
get conpletely different patterns, and you see that this is a
nore nmuch endem ¢ phenonena and far |l ess related to the U S. |If
you have a U. S.-centric count, guess what? The U S. is the issue
her e.

But the other thing | do have to say is that | think
that the extent to which the U S. has been drawn in to
i nvol venments overseas, in areas like Israel and trying to dea
with the peace process there, which has a cost to us; or in the
@l f, where, for all the talk of the coalition, we nmade the
coalition and enforced the defense of the area with two-thirds of
the world' s oil reserves because there was no other potential
defender; or in Asia, where the stability that has been enforced

in Northeast Asia, for all the weaknesses and probl ens, the cost
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of that so-call ed hegenoni c presence not being there would not be
that things could police thensel ves.

| have to admit that | have forgotten what Margaret
Tuchman's figures were, but when you tal k about the world
policing itself just fine before World War |, let nme note that
you had over 57 conflicts, as | renenber it, between the end of
t he Napol eonic Wars and World War |I. And | amnot sure the
peopl e of Denmark woul d have been particularly happy about the
| evel of international policing any nore than the peopl e of
France or the Bal kans or any other part of the region.

DR. HOFFMAN: | woul d add that also in the period
before World War |, at |east when there was peace in Europe, we
al so had Bi smarck

MR. CORDESMAN: [OFf m crophone. ]

DR. HOFFMAN: But it also kept the lid on the Bal kans
at least. But | digress.

It's the fornmer of your two questions. It goes back to
a point that lvan made. And | think it is an inportant point,

al though I think would nake it fromtwo different perspectives.

Terrorism fundanentally, isn't quite -- and | think Ivan nade
this point quite eloquently -- isn't the threat we perceive it to
be.

Part of the problemw th the way we view terrorismis

that we have inflated people |like Bin Laden, until that one
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individual is elevated to a stature that he can chal |l enge the
United States and we sort of cower at the nmention of his nane. |
think it is extraordinary that not only are there 85 percent, as
| van described, fewer attack in the nineties than in the
eighties, but, again, there is this fundanental asymmetry. W
feel far nore concerned about terrorismand far | ess secure.
That's nore the issue.

MR. NISKANEN. | amalso intrigued that none of you
menti oned hostage-taking as a terrorist act. It seenmed to be the
primary formof terrorismagainst the United States in the 1970's
and 1980's. It also seens to be a formof terrorismfor which we
are | east prepared to respond, in the sense that we don't seemto
have any clear response to a nmajor hostage-taking. Are we
forgetting sonething here?

MR. CORDESMAN:. First, we have to be a little carefu
about the statistics, because we have hostage-taki ngs and
ki dnappings. And | amnot sure the people involved are
particularly confident of the difference. "Ch gee, | am
ki dnapped,” it doesn't matter, the frequency has been fairly
high. The problemis there is no coherent strategy based on the
nmet hod of attack. It is where and who does it.

If it's in Latin Anerica it is usually sonething you
can buy your way out of. You are often best, quite frankly,

letting conpanies deal with it. Wen governnents becone invol ved
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intrying to make tradeoffs, or encourage other governnents,
whi ch has been the case in the Philippines, you get the other
side of what Bruce is tal king about, you escalate the |evel of
action because you escalate the | evel of attention and, above
all, noney.

When it is an act designed to basically intimdate the
United States Governnent, it is usually part of a nuch broader
pattern of terrorism Wen it is sinply a fact that in sone
countries the situation is so unstable that there is not even a
clearly defined goal -- and this was the case in Lebanon -- it is
extraordinarily difficult to find a counter-strategy. And,
obviously, the ones we tried were anything but perfect; it is not
clear in retrospect that there were better strategies at the
tinme.

So I think we need to be very, very careful about sort
of looking at the nethod of attack as by itself an indication of
what the response should be. The notive behind the attack, the
broader context of the attack, the U S role in this specific
country, and the overall pattern of terrorismis the issue.

MR. NI SKANEN. | amgoing to take sonme questions from
t he audi ence, so please raise your hand, stand up, identify
yourself, and then wait for the mke to cone around.

Yes ma' anf

MS. SLAVEN. Hi, |'m Barbara Sl aven, with USA Today.
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The question is to all of you. It seens that the
investigation into the Cole is making progress. W may have sone
charges announced fairly soon in Yenen, and increasing suspicion
that it is indeed related to Gsama Bin Laden. |[If that is the
case, given the results of the cruise mssile strikes two years
ago, what approach should we take to dealing with Osana Bi n Laden
this tinme?

MR. PARACHI NI: There are no silver bullets to get
Gsama Bin Laden, and | think |looking for the silver bullet is a
m stake. Simlarly, there is no way to throw resources at it.
This is not a case where spending big will solve the problem It
is nore a case of spending smart is nore inportant than spending
bi g.

| woul d suggest that there is a variety of tools that
we should continue to patiently use, focused on the broader
probl em of | oose networks of people affiliated with Bin Laden.
And part of it is working with governnents that are experiencing
simlar difficulties that we are with Bin Laden or Bin
Laden-sponsored activities. And here it is unusual to note that
Chi na and Russia are both countries that may be confronting
or gani zati ons and individuals sponsored by Bin Laden. These are
countries in which we often have differences. Here we have a

common agenda and we shoul d pursue that vigorously. So there is
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a range of tools that we should use and we should not hesitate to
use themall, and searching for a single one is bound to fail.

MR, NI SKANEN:  Tony?

MR. CORDESMAN: | absolutely agree with what John just
said. But what bothers ne about this is just as we denoni zed
Qaddafi and turned himinto a hero in the process, we are
denoni zing Bin Laden and turning himinto a hero in nmuch of the
wor |l d where people do not sinply oppose us but they oppose the
current regine, or they oppose secularism or they oppose Wstern
val ues, or a whole group of other areas.

When we tal k about Bin Laden, let's renmenber what we
are really talking about. W are tal king about internal problens
in Saudi Arabia, where you have something |ike 30 percent
unenpl oynment anong young Saudi nmen in spite of a rise in oi
revenues, and a |l arge nunber of so-called Afghani. You are
tal ki ng about political turnmoil in Pakistan and an intelligence
servi ce which has becone coupled to Islam c novenents in the
mlitary, which potentially threatens the future of the country's
secul ar devel opnent. You are tal ki ng about Afghani stan, which
of fers sanctuary to Bin Laden for a host of other reasons. You
are tal king about | oosely affiliated nmovenents, which range
anywhere fromthe Gaza to Egypt, across to areas |ike Al geria.

Now, if you are going to really counter these

nmovenents, rather than focusing on Bin Laden you have got to
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begin at the bottom of the chain and work up. Wat is it in
Yenmen that created this structure? Wat was it in the Saudi
security services which failed to deal with the Saudi part of the
probl en? How nuch of the noney and organi zation really canme from
Bin Laden? How did Egyptian extrem sts get involved in this
structure, and what role did they really play?

And t he warni ng about how not to do it is what is
happeni ng as we watch the situation unravel over Lockerbie,
where, yes, we created a denon, but we never created a convincing
chain of evidence or established what the structure was. | would
be extraordinarily cautious about the Bin Laden focus. If you
could strike himoff the problem we probably nove toward a nore
intelligent solution.

| would al so say one needs to be very, very careful
about qui ck denonstrative American action, particularly wth what
i s happeni ng between Israel and the Pal estinians, and with Iraq's
ability to mani pul ate that and slowy erode out of sanctions.
Shooting at Bin Laden and missing, which | think at this point by
far the nore probable action, is very likely to strengthen
terrorismand opposition, even though it will be the neasure that
many American politicians probably push for.

MR. NI SKANEN: | can inmagine a U S. regional conmmander,
however, saying, | don't need a lecture, | need an answer.

Next question here.

ARTI Transcripts
(202) 347-0030 and wwwe.artitranscripts.com



59

MR. HERSHEY. | am Bob Hershey. | am a consulting
engi neer.

To what extent has the tradeoff between counterneasures
against terrorismand terrorismitself gotten out of hand, so
that Anerican citizens and Anerica are inconveni enced and | ose
mllions of dollars of tinme per year; for instance, the closing
of f of Pennsyl vania Avenue or the |ong delays at airport
security?

MR, ELAND: | think that is a good point. W are
spendi ng, as Tony said, alnost $12 billion dollars fortifying
enbassi es, pronoting our defense, horticulture prograns around
the city, where we see big pots of plants that are supposed to
stop truck bonbs, and we are basically making our open society
nore closed. And | think that terrorists are w nning.

And, frankly, the anount of people that are killed

every year -- | realize this is a politically incorrect
statenment, but, nonetheless, | think you have to calibrate your
defenses to the threat -- | think the threat is only serious if
t hey get weapons of mass destruction. And, frankly, | don't

think you are going to be able to stop that with | aw enforcenent,
with mlitary, or anything else. | think the only way to do it
isto, inthe long term really reassess why you need to be

everywhere and do everything. And | think you need to focus on
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the notivation of terrorists. And nmaybe we woul d have to spend
| ess on such neasures if we did that.

MR N SKANEN:  Yes?

MR. KOBER: Stanley Kober, with the CATO Institute.

The Col e has been brought up obviously. The Col e was
the victimof a suicide bonbing. And what we may be seei ng now
IS an upsurge in suicide bonbings. | see around the world a
greater acceptance. How do you deal specifically with the
probl em of suicide bonbings? Mst of our mlitary strategy --
and the word "strategy"” was used -- is based on a concept of
deterrence, but how do you deter a suicide bonber?

MR. CORDESMAN:. | think first you have to be very
careful. A lot of our strategy is based on physical protection.
And it is actually about 7-plus billion dollars out of the $12
billion that is spent on that. An awful [ot of the noney goes to
relocating mlitary facilities, adding perineter fences, adding
security systenms, making the systemless vulnerable and | ess
attractive. And you are not dealing with geniuses when you talk
about suicide bonbers, and these nmeasures often work. They wll
sonetines fail. And you will always see new, innovative efforts
to try to exploit the gaps.

But the noney involved actually buys, | think, a
consi derabl e | evel of deterrence as well as protection, because

it makes it harder and it diverts attacks to other targets which
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m ght be used against U S. facilities. The other broad aspect of
deterrence is obviously to identify the novenent, to go for the
structure of the novenent rather than these volunteers, nmany of
which are actually recruited and trained in a matter of weeks.
They are selected out of the ideologically sincere, given
notivational talks, and basically thrust into a position of
killing thensel ves at the peak of their ideological commtnent.

So deterrence conmes fromdeterring the organization.
And that cones from attacks on the head of the organi zation. And
here again, one of the key tools for deterrence is cooperation,
and it is often with the counterterrorists or security apparatus
inallied countries. It won't be perfect, but | think to say
that deterrence can't be made to be effective in a ot of cases
is sinply unrealistic.

DR. HOFFMAN: | think this is yet another exanple which
calls out for the need for an enpirical, sober understandi ng of
the threat. | think suicide terrorism as nost terrorism is a
di mensi on of psychol ogical warfare. And part of the reason that
suicide terrorismis used is because it is neant to emit this
aura of invincibility and that you can't defeat and you can't
protect against them which is nonsense.

Also, too, | think there is this imge of the suicide
terrorismof a fanatical religious zealot, which also isn't true.

Probably the nost effective sustained canpai gn of suicide
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terrorismin the world today is being perpetrated in Sri Lanka by
ostensi bly a secul ar group, the Liberation Tigers of Tamal Eel am
where it is not amateurs who have just been pressed into service
perhaps like in Gaza or the West Bank or in Lebanon, after three
weeks, but the nost battl e-hardened, experienced of their
fighters that are actually depl oyed on suicide n ssions.

And | think the Sri Lankan experience has shown,
firstly -- and especially sea borne commando-type suicide attacks
are by no neans new, the USS Cole was not the first mlitary
vessel to be attacked in this manner, there have been sonet hi ng
i ke 400 attacks against Sri Lankan naval vessels in the past
decade -- but, nore to the point, | think what the Sri Lanka
experience also shows is not only is it not new, but there are I
think neans that this type of warfare can be effectively
countered. It begins with awareness of the problem and then
there is sinple security and protective neasures that can be used
to defeat it.

MR. NI SKANEN: Let's wap it up. You are all invited
for lunch upstairs in the Wnter Garden. And let's thank our
panel for a very interesting discussion.

(Appl ause.)

(Wher eupon, the Policy Forum was concl uded.)
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