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PROCEEDI NGS

M KE GODW N, POLI CY FELLOW

CENTER FOR DEMOCRACY AND TECHNOLOGY

MR GODWN:. Well, | guess the first thing | want to
say is | |like Hayek okay.

(Laughter.)

MR GODWN: The Hayek | read, | read in the library.
And I"'mfeeling guilty about it, because |I didn't pay anything.

(Laughter.)

MR GODWN: And you're assuming | read it at a
university library. | was a kid actually and | hadn't even paid
t axes yes, so, go figure.

(Laughter.)

MR GODWN:. | actually wanted to speak last. And I
was desperately arranging to speak |ast because a |lot of the tine
that 1| was going to have drafting ny remarks for today was | ast
night. | had allocated a certain amount of tine to prepare ny
remarks. And, amazingly, | discovered that | had accidentally
trashed the system fol der on one of the inportant vol unes of ny
Maci ntosh. And so | ended up spendi ng several hours

reconstructing ny software on the laptop that | had taken hone.
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Now, if you like technology, as | do, this is not an
i nsuperable problem If you want to reinstall stuff, if you have
the installers at hone, you can reinstall. And if you have the
serial nunbers all there, you can type themin at the appropriate
pl aces when you reinstall. | wasn't quite that well prepared, so
| actually had another |aptop and | connected themand | pulled
stuff over and | sort of violated the installation process that
you might say controls ny access to the technology, to the
copyrighted work. Don't let that |eave this room

(Laughter.)

MR GODWN: | think that what it rem nded ne of,

t hough, was a situation that existed in the 1980's, in the first
full decade of the software industry in the United States. And
that is that we had, | think quite rationally, software

provi ders, software vendors, pricing their software at various
price points, who believed that there was sone percentage of

i ndi vi dual s who woul d engage in unlicensed copying of the
software and there woul d even be infringenent.

The problemwi th conputers, the very scary aspect of
conputers, is of course that they reproduce digital works with
100 percent fidelity. So copies of software generally work as
well as the originals do, unless you build in copy protection.
And as the | ast speaker pointed out, this was a trend in the

software industry. There has been a cycle of building copy
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protection into software and then taking it away a little bit,
and then maybe building it inin a newform and trying to find
sone bal ance between control of copying and custoner conveni ence.

One of the things that | thought was kind of
interesting, though, in the 1980's -- because | was a big
conput er user even then -- was that we had a nunber of forces
that sort of rationalized the copy protection norns that were
existing in the mddle 1980's. And it was basically this:

There were tools that you could buy that allowed you to
remove the copy protection from Lotus-123 or from M crosoft Wrd
or from AutoCAD, and you could reinstall it on another system
These tools were marketed, perhaps disingenuously, as archival
tools. | don't think there is any serious dispute that people
used themto pirate. Sone people did. | think that is quite
clear. But it is also the case that they were marketed openly in
t he software and conput er nmagazi nes, and people did use themfor
archival purposes, to nmake it nore convenient to restore a
damaged vol une and so on, and to do the kind of thing that I
found nyself doing last night, in the dimhours after "Buffy the
Vanpire Sl ayer" was over

| think the thing that I want to point out here is that
t he novenent of the industry in that environnment was away from
copy protection, partly because consuners conpl ai ned and partly

because consuners actively had created this aftermarket for
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def eat ed copy protection. And there was sort of an arns race
between the maj or software vendors and the copy protection
defeating utility vendors as these things becane nore conpl ex.
There was a very high degree evolution of copy protection before
finally it sort of collapsed of its own overhead. And the
general trend, at the end of the 1980's and the begi nning of the
1990's, was for software to be relatively unencunbered by copy
protection, if not outright unprotected.

Now, as we know, M crosoft, since the 1980's, has done
not hing but decline inits fortunes in the absence of strong copy
protection. They have spiraled down the economc toilet, and we
pity them You know, | pass M. Gates on the street with his cup
every now and then and | put a quarter in, or a dinme sonetines.

| think the experience that the software industry had
in the 1980's tells us that the fears about digital copying
defeating or destroying markets for digital copyrighted works are
over bl owmn. They are overblown. W have now a world of content
producers that is worried about the presunption that individuals
will steal the nusic on CD's or steal the text in e-books.
don't know anyone who actually buys e-books.

(Laughter.)

MR GODWN:. But they will steal the text of e-books
and sonehow destroy the revenue nodel for the various sectors of

the content industry. | think that if that was going to happen,
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we woul d have seen Lotus and M crosoft spiral out of control,
with their nmuch nore higher-priced products that were much
small er and nore easily copied in the 1980's. Every single
M crosoft product in 1985 is smaller than one MP-3 today, so it
was relatively easy to engage in infringenent as well as
unaut hori zed copyi ng.

"' mnot going to defend the unauthorized copyi ng,
especi ally when people could afford it, especially when people
were engaging in piracy. As a nenber of the Bar, | can't pronote
| aw breaking. |1'm against |aw breaking. | thought I would
settle that question. Wat | amtroubled by is that the bal ances
that we have built into our copyright |aw seemto have been
si dest epped by the DMCA and by future neasures that are being
pr oposed.

The Digital MIIlennium Copyright Act ains at
ci rcunvention regardl ess of whether the underlying circunvention
of copy control, or access control, is in service of
infringement. | think the result is sufficiently absurd that it

allows nme to take the chance of saying that we al ready know the

DMCA is badly crafted. Stephen King, whom | like to use as an
exanpl e because he is a great exanple of market success, |ike ne,
owns a Macintosh. And all Macintosh users know each other. |It's

| i ke a secret handshake.

(Laughter.)
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MR, GODWN:. In 2000, he had a couple of experinments in
online fiction publishing. The first one was a novella, called
"Riding the Bullet,"” which was issued in Wndows-based copy
protected formats. The way ny mind works is | imagi ned Stephen
Ki ng, who has expressed sone contenpt for Wndows nachines in the
past, couldn't actually read his own story on his Macintosh
| aptop. Well, he probably knows what he said. He mght want to
check the formatting or check the copy editing or sonething, but
| am pretty sure he knows.

But it occurred to ne that if | showed up at Stephen
King's house in Miine, and got past the guard dogs, and knock on
his door and offered hima tool that allowed himto strip the
protection away fromthis Wndows proprietary format and get the
text out and read it directly on his Mac | aptop, | would have
committed an offense under the Digital MII|ennium Copyright Act.
Because you are not supposed to distribute tools that circunvent
access control or copy protection.

Now, you might think, well, isn't there a defense under
the Act if there is no underlying copyright infringenent? Well,
as has been explained in previous renmarks, no, that is not a
defense. In other words, even though |I could go and say that if
anyone has the right to |l ook at his copyrighted work, Stephen
Ki ng does -- maybe even nore than John Gishamdoes -- it doesn't

mat t er. It is not a defense.
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That is an absurd result. And the reason it is an
absurd result is that it, nunmber one, uncouples the enforcenent
of copyright interests fromthe balances that are built into the
substantive copyright law. And Julie Cohen has addressed those,
| think rather eloquently, when she tal ked about |eaky rights.
But anot her way of |ooking at themis to say that we normally
i nvoke penalties in the copyright context for infringers. That
has been the history of our copyright law until relatively
recently.

Wien we say that it does not matter whether you are an
infringer or not, it does not matter whether you are a bad actor
or not, if you engaged in this technol ogy devel opnent at all or
if you distribute this technol ogy devel opnent at all you are
going to be crimnally or civilly liable, that has unnoored the
copyright enforcenent franmework fromits original policy
infrastructure, fromits original policy foundation.

And | come back to Orin Kerr's remarks. | was struck
by the fact that he was dividing up the world into those who |ike
t he DMCA and those who don't. And those who |iked the DMCA were
the providers and the copyright holders. And those who don't
were the contract breachers. | amthinking there may be a few
ot her classes of people that were left out of that. They nmay be
librarians. They may be people |ike ne, who occasionally need to

def eat access control in order to restore ny hard drive. They
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may be people who are engaging in fair use. | amquite troubled
by the fact that the policy balances in the substantive copyright
| aw are not reflected in the DMCA's anti -circunvention
provi si ons.

Having said that, | think the natural conclusion is
that you can inmagi ne a version of the DMCA that |ooks kind of
humane. It outlaws circunventi on when you are infringing, when
you are pronoting infringing, when you are actively doing it,
when you are a deliberate contributory infringer. | think it is
very clear that, in that context, no one seriously objects to
peopl e who are actively and know ngly pronoting | awbreaking from
getting punished.

| don't think that reformof the DMCAis on the table
any time soon, but | do think that some of the constitutional
chal | enges, which were so dism ssively discussed here just a
noment ago, actually do have the potential to lead to |egislative
revisiting of the provisions of the Digital MI I ennium Copyri ght
Act .

Now, that is the DMCA. And | just want to close ny
remar ks by saying that, on the agenda are neasures that make the
DMCA, inits current form positively humane and limted. 1In
particular, | amtalking about the security standard bil
pronoted by Senator Hollings. It hasn't yet been introduced but

drafts have been circulated. It would require that every
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consuner el ectronics nanufacturer, every conputer maker, every
| nternet conpany build digital rights nanagenent and digital
rights control into future versions of their technol ogies.

To get an idea of the difference in scope between this
and the DMCA, the DMCA forbids a certain class of activities
having to do with a relatively narrow class of technol ogi es
called circunvention tools. The Hollings bill pronotes a
| egi sl ative technol ogy requirenent that affects everybody and
will require building digital rights managenent into everybody's
new t echnol ogies, and in fact will make it an offense if you
don't. This has i mense potential effects through all sectors of
t he econony.

| think underlying that approach is a very rationa
attitude on the part of the content conpanies. Specifically, in
a world where individuals are enpowered to engage in copyright
infringenent relatively easily, conpared to how easy it was in
past decades, the problemis that those people are nostly
judgment-proof. It does not matter that you can go after the
Rut gers sophonore who is spreadi ng your nusic around; he hasn't
got any noney to pay. And if you are a nusic conpany, you don't
necessarily feel entirely confortable about putting a nusic
consuner in jail anyway.

But in economc ternms, one way to understand what these

measures represent is it is an effort by the content conpanies to
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take the externalities of enforcing their interests and inpose
them el sewhere. In the crimnal provisions, it takes the
externalities of enforcenent and we give themto the FBI and to
other police agencies. In the civil arena, it takes the
externalities of enforcenment and we inpose those in terns of
technol ogy requirenents on every other sector of the digital
econormy.

Sonehow t hat does not seementirely fair. And | find
mysel f wondering how rapidly Professor Hayek woul d be spinning in
his grave at that prospect. | think he would be spinning right
out of it.

Like Julie, 1 don't want to talk so nuch about the
constitutional problens | have with the DMCA, although I think
they are sound. | will say that if it is true, as the | ast
speaker commented, that those of us who believe that the DMCA and
simlar provisions are unconstitutional, anti-liberty and
anti -free speech, if it is true that those of us who believe that
are close-mnded, | can live with that. Because | don't want to
be so open-m nded that nmy brain fell out.

Thank you.

(End of M. Godwi n's remarks.)
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